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We  come,  then,  to  the  conclusion  that  as  a  matter  of  First  Amendment  doctrine,  Wikileaks  is  entitled  to  the 
protection  available  to  a  wide  range  of  members  of  the  fourth  estate,  from  fringe  pamphleteers  to  the  major  press 
organizations  of  the  industrial  information  economy.  As  a  matter  of  First  Amendment  values,  what  is  being  pro¬ 
tected  by  this  refusal  to  privilege  the  New  York  Times  over  Wikileaks  is  the  continued  access  of  the  public  to  a 
steady  flow  of  truthful,  publicly  relevant  information  about  its  government's  inner  workings.  As  the  networked 
public  sphere  develops,  as  a  more  diverse  set  of  actors-from  individual  bloggers  like  Instapundit,  [FN256]  to 
nonprofits  like  the  Sunlight  Foundation,  [FN257]  small  commercial  online  publications  like  Talking  Points 
Memo,  [FN258]  and  large  decentralized  groups  of  political  activists  like  Daily  Kos  or  Townhall.com  [FN259]- 
-come  to  play  an  ever  larger  role  in  the  construction  of  the  public  sphere,  [FN260]  the  functional  importance  of 
divorcing  the  constitutional  protection  from  the  degree  to  which  the  actor  is  a  familiar  part  of  the  twentieth  cen¬ 
tury  model  of  mass  media  increases. 

We  cannot  afford  as  a  polity  to  create  classes  of  privileged  speakers  and  press  agencies,  and  underclasses  of 
networked  information  producers  whose  products  we  take  into  the  public  sphere  when  convenient,  but  whom  we 
treat  as  susceptible  to  suppression  when  their  publications  become  less  palatable.  Doing  so  would  severely  un¬ 
dermine  the  quality  of  our  public  discourse  and  the  production  of  the  function  of  the  fourth  estate  in  the  net¬ 
worked  information  society.  Fortunately,  clarifying  that  this  freedom  extends  to  “every  sort  of  publication  which 
affords  a  vehicle  of  information  and  opinion”  and  that  “[IJiberty  of  the  press  is  the  right  of  the  lonely  pamphlet¬ 
eer  who  uses  carbon  paper  or  a  mimeograph  just  as  much  as  of  the  large  metropolitan  publisher”  is  not  a  matter 
of  policy  discretion  or  moral  belief.  [FN261]  Our  *363  constitution  requires  it,  and  the  Supreme  Court's  juris¬ 
prudence  has  made  this  clear. 


C.  The  Prospects  of  Prosecution:  The  Espionage  Act,  the  Computer  Fraud  and  Abuse  Act,  and  Conspiracy. 

Senator  Dianne  Feinstein,  Chairman  of  the  Senate  Intelligence  Committee,  called  for  Assange's  prosecution 
under  the  Espionage  Act  of  1917.  [FN262]  News  reports  suggest  more  specifically  that  the  Justice  Department 
considered,  and  perhaps  continues  to  consider  as  of  this  writing,  conspiracy  charges  associated  either  with  the 
Espionage  Act,  the  Computer  Fraud  and  Abuse  Act,  or  a  different  provision  pertaining  to  publication  of  classi¬ 
fied  materials  as  inchoate  liability  predicated  on  the  primary  liability  of  Bradley  Manning.  [FN263]  The  intu¬ 
ition  behind  such  an  approach  is  fairly  obvious.  Imagine  that  a  reporter  suspects  that  the  Governor  of  the  State  of 
Ruritania  is  corrupt,  and  is  selling  mining  rights  in  the  state  for  large  personal  payments.  The  reporter  could  not 
break  into  the  house  of  one  of  the  contractors,  looking  for  documentation  of  the  payments,  and  hope  to  defend 
against  a  burglary  charge  by  claiming  a  journalist's  privilege.  The  same  would  be  true  of  vicarious  liability  if  the 
journalist  were  to  hire  a  professional  burglar  to  do  the  job.  These  laws  of  general  applicability  apply  to  journal¬ 
ists  as  to  others,  and  the  incidental  effect  on  freedom  of  speech  puts  them  in  the  more  relaxed  framework  of 
United  States  v.  O'Brien  review.  [FN264] 

There  is  little  doubt  that  the  government  has  the  power  to  prosecute  its  own  employees,  particularly  those 
whose  employment  relates  to  national  security  and  who  have  access  to  classified  information  by  dint  of  their 
public  employment,  for  revealing  classified  materials.  [FN265]  Specifically,  one  could  imagine  Pfc.  Manning 
being  charged  under  a  variety  of  provisions,  [FN266]  ranging  from  §  793(e)  of  the  Espionage  Act,  which  prohib¬ 
its  any  person  from  willfully  communicating  “any  document .  .  .  relating  to  the  national  defense  which  informa¬ 
tion  the  possessor  has  reason  to  believe  could  be  used  to  the  injury  of  the  United  States  or  to  the  advantage  of 
any  foreign  nation;”  [FN267]  to  18  U.S.C.  §  952,  which  specifically  prohibits  disclosure  of  diplomatic  cables, 
[FN268]  to  the  provisions  of  the  Computer  Fraud  and  Abuse  Act  *364  (“CFAA”),  which  would  appear  to  cover 
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Manning's  having  exceeded  his  authorized  access  to  government  computers  willfully  intending  to  transmit  clas¬ 
sified  information  that  “could  be  used  to  the  injury  of  the  United  States,  or  to  the  advantage  of  any  foreign  na¬ 
tion”  to  a  person  not  authorized  to  receive  it.  [FN269]  That  Manning  can  be  prosecuted,  or  that  anyone  who  had 
hacked  in  to  government  computers  from  the  outside  could  be,  [FN270]  even  if  the  intent  is  to  publish  and  deliv¬ 
er  the  material  to  the  press,  [FN27I]  is  not  legally  controversial.  What  is  controversial  is  the  idea  that  this  initial 
liability  can  form  the  basis  of  liability  for  the  journalist  or  publisher  who  publishes  the  information. 

It  is  well  settled  that  a  journalist  who  passively  receives  illegally  obtained  information  is  privileged  to  pub¬ 
lish  it.  Both  Neil  Sheehan,  the  New  York  Times  reporter  who  received  the  Pentagon  Papers  from  Daniel  Ells- 
berg,  [FN272]  and  Fred  Vopper,  the  radio  commentator  whose  broadcast  of  illegal  telephone  intercepts  pertain¬ 
ing  to  local  school  and  union  negotiations  was  the  basis  for  the  Supreme  Court's  holding  in  Bartnicki  v.  Vopper, 
[FN273]  clearly  received  materials  from  someone  who  violated  criminal  law  in  the  acquisition  and  transfer  of 
the  materials.  If  the  “receipt  of  stolen  goods”  rationale  were  applicable,  or  if  inchoate  liability  (such  as  aiding 
and  abetting  or  conspiracy)  were  triggered  by  such  passive  receipt,  the  journalists  in  these  cases  would  have 
been  liable. 

Passive  receipt  of  illegally  obtained  materials  is,  then,  not  subject  to  prosecution.  [FN274]  What,  then,  are 
we  to  make  of  the  space  between  hiring  a  burglar,  or  bribing  a  public  employee  to  breach  her  obligations  of 
secrecy,  on  the  one  hand,  and  passive  receipt  of  a  brown  paper  envelop  in  the  mail,  on  the  other  hand?  What  are 
we  to  make  of  a  journalist  who  is  contacted  by  a  potential  source,  meets  her  in  a  cafe  once  or  twice;  hears  her 
out;  listens  to  her  complaints,  fears,  and  anxieties;  promises  her  anonymity,  and  arranges  for  another  meeting 
when  the  materials  can  be  delivered?  What  of  the  journalist  who  receives  one  set  of  documents  in  the  mail,  and 
then  is  required  by  the  source  to  meet  that  source  again  to  receive  further  caches  of  documents?  What  if  the 
journalist  sees  the  source  wavering,  believes  that  publication  itself  would  be  legal  and  politically  significant,  and 
encourages  the  source:  “1  know  this  is  hard  to  do,  but  you're  doing  the  right  thing;  what  you've  uncovered  is 
really  important  and  the  public  has  a  right  to  know”?  Casting  the  shadow  of  potential  criminal  liability  on  these 
kinds  of  conversations  would  create  a  significant  chilling  effect  on  journalists  and  journalism,  and,  as  Professor 
Stone  has  argued  against  the  background  of  the  New  York  Times  case  concerning  NSA  eavesdropping,  likely 
causes  too  great  a  loss  of  press  *365  freedom  to  justify  except  under  extremely  limited  conditions  that  include 
the  journalist  knowing  both  that  the  information  would  cause  imminent  harm  and  that  it  did  not  have  high  public 
value.  [FN275] 

To  build  a  prosecution  of  Assange  on  the  foundation  of  this  gray  area  would  present  grave  risks  to  press 
freedom.  As  we  have  seen,  distinguishing  between  Assange  and  other  journalists  is  not  feasible  without  effect¬ 
ively  excluding  core  pillars  of  the  emerging  networked  public  sphere  and  the  networked  fourth  estate.  The  kind 
of  gray  area  that  would  have  to  be  probed  to  expand  liability  through  a  conspiracy  theory  would  cover  behaviors 
that  are  a  daily  part  of  journalists'  lives  as  they  contact  and  cultivate  sources.  As  Glenn  Greenwald  explains,  it 
would  cover  contacts  that  New  York  Times  reporters  developed  while  reporting  on  the  NSA  eavesdropping  pro¬ 
gram,  during  which  they  promised  a  dozen  officials  anonymity,  as  well  as  the  Washington  Post's  communica¬ 
tions  with  sources  about  the  CIA  black  sites.  [FN276]  Moreover,  building  a  conspiracy  claim  on  the  testimony 
of  Manning,  who  would  be  considered  a  co-conspirator,  after  the  latter  had  spent  over  eight  months  in  solitary 
confinement,  should  give  pause  to  any  court  adjudicating  such  a  case.  If  journalists  who  cultivate  sources  and 
promise  anonymity,  or  who  appeal  to  their  sources  that  transmitting  the  information  they  are  transmitting  is  a 
public  service,  can  be  prosecuted  criminally  under  a  conspiracy  theory,  on  the  testimony  of  sources  held  under 
conditions  of  extreme  duress,  then  the  only  real  protection  journalists  have  is  the  political  clout  of  their  employ¬ 
ers.  That  is  insufficient  to  secure  the  press  freedom  necessary  for  an  informed  and  engaged  public  that  is  at  the 
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very  foundation  of  the  First  Amendment's  distinct  protection  of  the  institution  of  the  press. 


D.  Legal  Responses  to  Extralegal  Public-Private  Actions  to  Restrain  Wikileaks 

What  the  government  could  not  achieve  through  law  within  the  boundaries  of  the  Constitution,  it  arguably 
tried  to  achieve  through  extralegal  avenues,  [FN277]  in  particular,  through  pressure  on  skittish  private  compan¬ 
ies  more  concerned  with  preserving  their  public  image  with  consumers  than  preserving  their  customers'  contin¬ 
ued  access  to  their  facilities.  A  system  that  depends  on  privately-owned  critical  communications  systems  and 
privately-run  payment  systems  is  clearly  susceptible  to  an  indirect  violation  of  civil  rights.  [FN278]  This  is  not, 
fundamentally,  a  new  threat.  Blacklisting  during  McCarthyism  was  a  particularly  extreme  form  of  economic  per¬ 
secution  of  political  undesirables,  achieved  not  directly  by  government,  but  through  a  public-*366  private  part¬ 
nership  between  Senator  McCarthy's  hearings,  the  House  Un-American  Activities  Committee,  private  list  com¬ 
pilers,  and  the  private  employers  who  adhered  to  them.  The  rest  is  an  all-too-familiar  story  of  repression  and 
persecution  over  a  decade  that  was  not  one  of  the  finest  hours  in  the  annals  of  American  political  freedom.  Most 
recently,  the  resort  to  an  extralegal  public-private  partnership  was  used  as  a  means  to  circumvent  constitutional 
privacy  protections  and  became  the  subject  of  litigation  in  Hepting  v.  AT&T  Corporation,  [FN279]  where  cus¬ 
tomers  sued  AT&T  over  its  collaboration  with  the  federal  government  in  implementing  illegal  wiretaps.  The 
company  was  given  retroactive  immunity  by  Congress  in  the  FISA  Amendments  Act  of  2008,  [FN280]  and  the 
case  against  it  was  subsequently  dismissed.  [FN281] 

The  basic  framework  is  clear.  What  makes  the  networked  public  sphere  generally,  and  the  networked  fourth 
estate  in  particular,  especially  democratic,  open,  and  diverse,  is  the  relatively  large  role  that  decentralized,  non- 
traditional  speakers  and  journalists  can  play.  [FN282]  These  online  media  and  citizen  speakers  are  newly  en¬ 
abled  by  the  widespread  availability  of  low-cost  machines  and  platforms  for  speech.  The  susceptibility  of  the  ba¬ 
sic  infrastructure,  or  platform  providers,  to  public  pressure  of  the  kind  we  saw  developing  around  the  Wikileaks 
embassy  cables  release  therefore  represents  a  threat  not  to  the  fourth  estate  in  general,  but  specifically  to  the 
politically  weak,  technically-dependent  on  widespread  information,  communications,  and  payment  utilities  ele¬ 
ments  of  the  networked  economy.  In  the  print  environment,  accessibility  to  the  mails  as  a  common  carrier  was 
central;  in  the  physical,  soap-box  world,  access  to  streets  and  parks  indispensable.  What  the  Wikileaks  cables 
case  emphasizes  is  the  extent  to  which  the  networked  environment  is  made  up  of  private  speech  spaces,  and  in 
particular  the  susceptibility  of  these  kinds  of  spaces  to  a  demonization  attack  pattern  by  the  opponents  of  the 
speaker-both  within  the  government  and  outside  it. 

i.  Suits  against  officials 

Because  the  pressures  involved  in  this  kind  of  public-private  partnership  need  not  be  forceful  or  explicit,  but 
rather  can  act  subtly  and  indirectly,  it  would  be  extremely  difficult  to  bring  action  against  the  government  or  its 
officials.  A  Bivens  action  against  this  kind  of  subtle  request  to  a  third  party  *367  provider  would  be  all  but  im¬ 
possible,  [FN283]  particularly  given  the  attitude  that  the  right  wing  of  the  Court  exhibits  toward  the  continued 
existence  of  a  private  right  of  action  against  federal  officials  for  civil  rights  violations.  [FN284]  Moreover,  the 
few  cases  that  have  looked  at  “regulation  by  raised  eyebrow”  or  “jawboning”  suggest  that  the  barrier  for  courts 
treating  informal  government  pressure  on  private  actors  as  state  action  sufficient  to  trigger  First  Amendment  re¬ 
view,  even  where  it  is  intended  to  achieve  results  that  could  not  be  achieved  directly  by  the  regulator,  is  far  from 
trivial.  [FN285]  A  more  likely,  but  still  difficult,  avenue  might  be  suit  for  tortious  interference  with  contractual 
relations  against  the  participating  government  officials  themselves,  in  this  case,  perhaps  against  Senator  Lieber- 
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man.  [FN286]  Here,  a  plaintiff  must  show  that  (1)  the  defendant  knew  of  the  contractual  relationship,  (2)  inten¬ 
tionally  and  (3)  improperly  interfered  with  the  relationship,  (4)  that  intervention  caused  the  party  contracting 
with  the  plaintiff  to  terminate  or  impair  the  contractual  relations,  and  (5)  the  plaintiff  suffered  damage.  [FN287] 
It  would  be  trivial  to  establish  elements  one,  two,  and  five.  Determining  whether  scolding  companies  about  their 
patriotic  duty  would  be  “improper,”  and  whether  indeed  it  was  the  intervention  that  “caused”  EveryDNS, 
Amazon,  MasterCard,  Visa,  or  PayPal  to  terminate  their  contracts  with  Wikileaks  or  Assange,  would  be  the  dif¬ 
ficult  part.  However,  action  along  these  lines,  however  tentative,  appears  to  be  the  primary  legal  avenue  avail¬ 
able  to  disrupt  the  extralegal  avenues  of  enforcement  that  we  observe  in  the  Wikileaks  event  and  others  like  it. 
Moreover,  as  long  as  the  action  can  survive  a  motion  to  dismiss,  so  that  the  parties  can  reach  discovery,  the 
threat  of  public  disclosure  of  government  pressure  on  companies  to  deny  service  to  members  of  the  networked 
fourth  estate  could  provide  a  measure  of  deterrence  to  improper  extralegal  efforts  to  circumvent  the  First 
Amendment  requirements  for  obtaining  an  injunction  by  harnessing  private  companies  to  shut  down  the  undesir¬ 
able  speakers.  Nonetheless,  it  seems  that  legal  avenues  against  the  government  itself,  barring  a  direct  “smoking 
gun”  type  communication  from  the  Executive  to  the  private  actors,  would  be  difficult  to  sustain. 

ii.  Suits  Against  the  Private  Partners 

One  potential  path  to  temper  the  threat  of  extralegal  action  from  service  providers  of  critical  platform  ser¬ 
vices-like  DNS  service,  data  hosting,  or  payment  systems-is  to  bring  suit  against  the  commercial  firms  for 
wrongful  denial  of  service.  Clarifying  the  existence  of  a  legal  duty  to  customers  to  *368  continue  service  absent 
a  clear  contractual  violation  on  the  part  of  the  customer  or  a  significant  necessity  on  the  part  of  the  provider 
would  give  service  providers  the  eover  they  need  to  resist  government  requests  for  aid  in  extralegal  suppression 
of  inconvenient  publications,  and  provide  an  adequate  public  explanation  for  continued  service  to  an  unpopular 
customer  that  would  avert  the  market  pressure  to  comply.  A  firm  asked  to  stop  pointing  its  DNS  server  to  the  of¬ 
fending  material  or  to  remove  it  from  its  cloud  hosting  service  can  answer  both  the  government  official  and  the 
complaining  public:  “I'm  sorry;  I  have  a  legal  obligation  to  continue  to  provide  this  service  unless  I  get  a  court 
order  telling  me  to  stop  providing  the  service.”  That  is  an  answer  that  is  complete  and  adequate  legally,  politic¬ 
ally,  and  culturally.  Recognizing  a  legal  duty  would  not  mean  that  suits  would  be  forthcoming  left  and  right;  re¬ 
cognizing  the  right  would  by  itself,  in  large  measure,  prevent  the  harm  to  begin  with. 

The  most  direct  path  to  such  a  cause  of  action  would  be  to  argue  an  implied  contractual  obligation  not  to  un¬ 
reasonably,  or  without  good  faith,  withhold  service.  The  services  we  are  speaking  of  are  all  in  consumer  mar¬ 
kets,  subject  to  standard  contracts.  Amazon's  hosting  service  contract,  for  example,  includes  termination  provi¬ 
sions,  both  for  cause  and  at  will.  Most  pertinent  here  would  be  provisions  for  termination  for  cause,  that  give  the 
company  the  right  to  terminate  service  effective  immediately  if  “(vii)  we  reeeive  notice  or  we  otherwise  determ¬ 
ine,  in  our  sole  discretion,  that  you  may  be  using  AWS  Services  for  any  illegal  purpose  or  in  a  way  that  violates 
the  law  or  violates,  infringes,  or  misappropriates  the  rights  of  any  third  party;  (viii)  we  determine,  in  our  sole 
discretion,  that  our  provision  of  any  of  the  Services  to  you  is  prohibited  by  applicable  law,  or  has  become  im¬ 
practical  or  unfeasible  for  any  legal  or  regulatory  reason.”  [FN288]  The  terms  were  changed  on  December  6, 
2010,  the  week  following  termination  of  Wikileaks's  services;  copies  of  earlier  versions  in  the  Internet  Archive 
are  unreachable.  [FN289]  The  vagueness  of  the  combination  of  “in  our  sole  discretion”  and  “impracticable  or 
unfeasible  for  any  legal  or  regulatory  reason”  essentially  invite  the  kind  of  government  pressure  that  Senator 
Lieberman  apparently  applied  to  Amazon.  This  is  precisely  the  kind  of  contract  of  adhesion  that  provides  room 
for  a  court  to  exercise  its  judgment  as  to  whether  the  term  should  be  applied.  At  least  where  the  Restatement  is 
concerned,  these  terms  should  be  construed  against  the  drafting  party,  [FN290]  and  are  subject  to  an  obligation 
of  good  faith.  [FN291]  It  is  hard  to  imagine  a  court  striking  this  kind  of  provision  down  as,  in  general,  uncon- 
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scionable,  [FN292]  but  the  obligation  *369  of  good  faith  may  provide  sufficient  basis  for  a  court  to  review  and 
constrain  a  service  provider  from  cutting  off  critical  services  to  a  client,  when  it  is  done  to  suppress  their  speech 
rather  than  because  there  is  genuine  illegal  behavior.  As  a  matter  of  public  policy,  it  is  conceivable  that  such  a 
right  would  be  tailored  to  denial  of  service  that  undermines  the  facilities  of  the  press,  although  one  suspects  that 
such  special  treatment  of  the  press  under  generally  applicable  law,  like  contract  law,  would  not  be  a  particularly 
attractive  path.  [FN293] 

An  alternative  approach  may  be  to  develop  a  tort  claim  modeled  on  tortious  interference  with  prospective 
economic  advantage.  [FN294]  In  the  case  of  volunteer  organizations  like  Wikileaks,  the  economic  advantage  or 
contractual  relation  aspect  may  be  something  of  a  stretch  in  a  suit  against  the  provider,  as  opposed  to  a  suit 
against  the  government  official.  [FN295]  The  other  elements  of  the  tort  can,  under  the  right  facts,  be  present:  in¬ 
tent  to  bring  about  an  interference,  a  relationship  (between  the  networked  journalists  and  their  readers)  that  the 
provider  seeks  to  interfere  with-indeed  sever-and  which  is  advantageous  to  the  Journalist.  For  members  of  the 
networked  press  who  are  of  the  small  commercial  type,  there  is  no  difficulty  in  establishing  this.  It  might  be  a 
mild  stretch  to  argue  that  a  donation-dependent  organization  like  Wikileaks,  which  depends  on  reaching  its  audi¬ 
ence,  has  a  pecuniary  interest  in  continued  access  to  its  materials  and  website.  Intentional  efforts  to  prevent  that 
communication,  and  thus  to  harm  the  network  Journalists'  pecuniary  advantage,  are  sufficient.  No  actual  malice, 
in  the  sense  of  ill  will  toward  the  party  interfered  with,  is  required.  [FN296]  Certainly  such  an  effect  would  be 
trivial  to  establish  in  the  case  of  MasterCard,  Visa,  and  PayPal,  whose  denial  of  service  was  clearly  intended  to 
prevent  Wikileaks  from  using  their  payment  services  to  receive  donations  that  sustain  the  organization.  The  hard 
part  here  would  be  to  establish  the  intent  requirement,  and  that  the  claims  of  violation  of  terms  of  service  were 
pretextual.  Despite  the  difficulty,  this  kind  of  factual  dispute  would  make  discovery  necessary  and,  with  it,  the 
salutary  effects  of  shining  a  light  on  back  channel  communications  between  government  and  private  actors 
aimed  to  “disrupt  and  degrade”  the  operations  of  members  of  the  networked  fourth  estate.  [FN297] 

The  private  law  solutions  1  offer  here  are  small  steps  in  the  direction  of  solving  a  basic  problem:  core  facilit¬ 
ies  and  infrastructure  necessary  to  communicate*370  effectively  in  the  networked  environment  can  be  arbitrarily 
denied  by  their  private  owners.  By  looking  at  currently  available  means  in  tort  and  contract  law  1  aim  to  under¬ 
score  the  necessity  of  achieving  a  basic  outcome-the  introduction  of  a  right  to  communicate  and  not  to  be  un¬ 
reasonably  excluded  from  services  critical  to  achieving  that  end.  In  the  early  republic  and  since,  basic  mailing 
privileges  over  a  common  carrier  mail  system  played  a  foundational  role  in  the  development  of  the  fourth  estate 
in  the  United  States.  [FN298]  As  capital  costs  of  production  rose,  carriage  was  transposed  into  public  interest 
obligations  for  radio  and  television.  But  when  privately  deployed  cable  and  satellite  met  the  neoliberal  revival  of 
the  Reagan  era,  the  concept  of  common  carriage  began  to  fall  out  of  favor,  and  “the  public  interest”  found  itself 
on  the  defensive.  Most  recently,  even  where  the  case  for  common  carriage  of  Internet  service  was  most  clearly 
indicated  legally  and  economically,  in  the  last  mile  to  the  home,  the  FCC  shied  away  from  treating  broadband 
carriage  to  the  home  as  common  carrier  service.  [FN299]  The  basic  problem  presented  by  the  denial-of-service 
attacks  on  Wikileaks  is  that  some  of  the  core  facilities  necessary  to  enable  precisely  those  actors  who  make  the 
networked  environment  open,  participatory,  and  available  for  critical  insight  are  susceptible  to  arbitrary  denial 
of  service  by  private  providers.  This  power  that  private  actors  have,  given  these  actors'  incentives  to  avoid  of¬ 
fending  the  public  at  large,  creates  a  new  version  of  the  much  older  vulnerability  of  speech  to  ostracism  and 
boycott,  one  that  is  particularly  effective  against  the  new  players  that  depend  on  these  critical  infrastructures.  To 
counter  this  vulnerability,  we  need  a  menu  of  legal  constraints  that  will  preserve  the  ability  to  communicate 
against  unreasonable  denials  of  service.  In  an  environment  where  light-weight,  low-cost,  low-return  models, 
both  commercial  and  nonprofit,  play  an  important  role,  we  learn  from  this  case  that  private  payment  systems  are 
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also  a  core  component  of  the  new  infrastructure,  alongside  hosting  services,  logical  addressing,  and  carriage. 
Given  the  range  and  diversity  of  essential  facilities,  it  is  possible  that  these  very  humble  foundations  in  contracts 
and  tort  law  will  offer  a  more  general  basis  for  developing  a  system  of  legal  constraints  that  will  be  robust  to 
manipulation  and  control  by  government  actors  in  particular,  and  less  susceptible  to  shut  down  by  skittish 
private  actors  more  generally. 


Part  IV.  From  Mass-Mediated  to  Networked  Fourth  Estate 

The  constitutional  analysis  of  the  Wikileaks  case  must  be  informed  by  an  understanding  of  the  emerging 
shape  of  the  networked  fourth  estate.  The  attack  on  Wikileaks,  in  particular  the  apparent  fear  of  decentralization 
that  it  represents,  requires  us  to  understand  the  current  decline  of  the  traditional  *371  model  of  the  press  and  the 
emergence  of  its  new,  networked  form.  At  core,  the  multi-system  attack  on  Wikileaks,  including  mass  media 
coverage  and  framing,  is  an  expression  of  anxiety  about  the  changes  that  the  fourth  estate  is  undergoing.  This 
anxiety  needs  to  be  resisted,  rather  than  acted  upon,  if  we  are  to  preserve  the  robust,  open  model  of  news  pro¬ 
duction  critical  to  democracy  in  the  face  of  economic  and  technological  change. 


A.  The  Crisis  of  the  Mass-Mediated  Fourth  Estate 

The  American  fourth  estate  is  in  the  midst  of  a  profound  transformation,  whose  roots  are  in  the  mid-1980s, 
but  whose  rate,  intensity,  and  direction  have  changed  in  the  past  decade.  [FN300]  The  first  element  of  this  trans¬ 
formation  includes  changes  internal  to  the  mass  media-increasing  competition  for  both  newspapers  and  televi¬ 
sion  channels,  and  the  resulting  lower  rents  to  spend  on  newsrooms,  and  the  fragmented  markets  that  drove  new 
strategies  for  differentiation.  Many  of  the  problems  laid  at  the  feet  of  the  Internet-  fragmentation  of  the  audi¬ 
ence  and  polarization  of  viewpoints,  in  particular-  have  their  roots  in  this  element  of  the  change.  The  second 
element  of  transformation  was  the  adoption  of  the  Internet  since  the  mid-1990s.  The  critical  change  introduced 
by  the  network  was  decentralized  information  production,  including  news  and  opinion,  and  the  new  opportunit¬ 
ies  for  models  based  on  neither  markets  nor  the  state  for  financing  to  play  a  new  and  significant  role  in  the  pro¬ 
duction  of  the  public  sphere.  [FN301] 

As  Paul  Starr  showed  in  The  Creation  of  the  Media,  the  middle  of  the  nineteenth  century  saw  a  fundamental 
shift  in  the  cost  structure  of  journalism.  [FN302]  Starr  had  emphasized  the  rise  of  the  large,  professionalized 
newsroom.  [FN303]  James  Beniger,  identifying  the  same  trend,  emphasized  the  high  capital  costs  of  the  electric 
press,  automated  setting,  and  paper  folding  machines.  [FN304]  Regardless  of  the  relative  importance  and  causal 
relations  between  organizational  and  technical  innovations,  it  is  quite  clear  that  a  combination  of  technological 
and  organizational  changes  began  a  dynamic  that,  within  a  few  decades,  came  to  replace  the  party  press  and 
postal  service  patronage  systems  that  preceded  it.  The  model  of  high  physical  capital  and  high  fixed-cost  labor 
investments  created  the  basis  for  the  rise  of  major  advertising-supported  dailies  that  typified  the  first  half  of  the 
twentieth  century.  These  high  costs,  coupled  with  the  relatively  high  proportion  of  the  cost  related  to  physical 
distribution,  created  significant  barriers  to  entry  in  local  news  markets.  Over  the  course  of  the  twentieth  century, 
local  newspapers  had  become  local  monopoly  businesses.  [FN305]  By  1984,  the  average  market  share  of  the  top 
*372  newspaper  in  small  towns  was  close  to  95%,  and  in  medium-sized  cities  just  over  93%.  By  2006,  the  mar¬ 
ket  share  of  the  largest  newspapers  in  such  towns  was  over  97%.  In  large  cities,  that  share  was  around  60% 
throughout  this  period.  [FN306]  The  absence  of  competition,  in  turn,  sustained  unusually  high  rents.  [FN307] 

This  ability  to  extract  rents  and  use  them  to  subsidize  newsrooms  had  begun  to  change  just  before  the  emer- 
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gence  of  the  Internet  into  widespread  use.  As  early  as  1990,  Warren  Buffet's  annual  letter  to  Berkshire  Hathaway 
shareholders  stated  with  regard  to  his  media  holdings:  “While  many  media  businesses  will  remain  economic 
marvels  in  comparison  with  American  industry  generally,  they  will  prove  considerably  less  marvelous  than  I,  the 
industry,  or  lenders  thought  would  be  the  case  only  a  few  years  ago.”  [FN308]  The  main  cause  of  this  change, 
which  he  saw  as  part  of  a  long-term  secular  trend  rather  than  a  cyclical  downturn,  was  that  “the  number  of  both 
print  and  electronic  advertising  channels  has  substantially  increased.  As  a  consequence,  advertising  dollars  are 
more  widely  dispersed  and  the  pricing  power  of  ad  vendors  has  diminished.  These  circumstances  materially  re¬ 
duce  the  intrinsic  value  of  our  major  media  investments  .  .  .  ."  [FN309]  A  year  later  he  explained  further:  “The 
fact  is  that  newspaper,  television,  and  magazine  properties  have  begun  to  resemble  businesses  more  than  fran¬ 
chises  in  their  *373  economic  behavior.”  [FN310]  What  he  called  an  “economic  franchise”  is  what  we  would 
sometimes  call  possessing  market  power:  being  able  to  demand  and  obtain  high  prices  for  its  product,  getting 
high  rents,  and  being  relatively  free  of  competitive  pressures  on  the  quality  of  the  product  or  the  management. 
[FN311]  He  concluded: 

Until  recently,  media  properties  possessed  the  three  characteristics  of  a  franchise  and  consequently 
could  both  price  aggressively  and  be  managed  loosely.  Now,  however,  consumers  looking  for  information 
and  entertainment  (their  primary  interest  being  the  latter)  enjoy  greatly  broadened  choices  as  to  where  to 
find  them.  .  .  .  The  result  is  that  competition  has  intensified,  markets  have  fragmented,  and  the  media  in¬ 
dustry  has  lost  some-though  far  from  all— of  its  franchise  strength.  [FN312] 

His  conclusion  foreshadows  the  media  industry  woes  in  the  years  that  followed  them:  cost  cutting,  often  at 
the  expense  of  newsrooms,  and  failures  of  management  and  financing  deals,  like  those  of  the  Tribune  company. 
“In  contrast,”  continues  Buffet, 

“a  business”  earns  exceptional  profits  only  if  it  is  the  low-cost  operator  or  if  supply  of  its  product  or 
service  is  tight.  Tightness  in  supply  usually  does  not  last  long.  With  superior  management,  a  company 
may  maintain  its  status  as  a  low-cost  operator  for  a  much  longer  time,  but  even  then  unceasingly  faces  the 
possibility  of  competitive  attack.  And  a  business,  unlike  a  franchise,  can  be  killed  by  poor  management. 
[FN313] 

The  dispersion  of  attention  and  increasing  competition  that  Buffet  observed  before  the  Internet  age  meant 
that  there  were  more  outlets  that  consumers  could  go  to  that  simply  did  not  provide  news.  The  television  six 
o'clock  news  was  no  longer  a  fixture;  nor  was  the  front  page  of  the  local  paper.  The  ease  with  which  Americans 
need  not  confront  news  at  all,  together  with  the  incentives  to  provide  news  that  would  attract  a  less  informed 
*374  and  politically  engaged  audience,  likely  contributed  to  the  observed  decline  in  the  level  of  knowledge  of 
Americans  exposed  primarily  to,  say,  morning  broadcast  news  shows  or  local  television  news  about  public  af¬ 
fairs.  [FN314]  Audience  dispersion  also  meant  that  there  was  an  opportunity  to  capture  narrower  market  seg¬ 
ments  than  were  most  profitable  during  the  more  concentrated  period.  Where  there  is  only  one  outlet,  providing 
content  that  is  highly  mobilizing  to  30%  of  the  audience  but  alienates  70%  is  a  bad  strategy.  You  gain  strong 
commitment  to  30%,  but  if  you  are  a  local  monopoly,  those  30%  have  no  real  options  and  would  have  bought 
your  product  anyway,  while  the  70%  who  might  have  bought  a  bland  informative  media  product  will  be  turned 
off  by,  say,  a  highly  partisan  screed.  [FN315]  The  same  is  not  true  when  one  is  faced  with  a  field  of,  for  ex¬ 
ample,  seven  media  outlets  of  roughly  similar  coverage.  Now,  if  one  outlet  is  able  to  mark  itself  as  uniquely  rep¬ 
resentative  of  a  significant  minority  of  the  population,  it  can  generate  for  itself  an  audience  segment  within 
which  it  can  enjoy  the  kinds  of  franchise  economics  Buffet  had  described  the  media  industry  as  losing.  This 
(together  with  the  contemporaneous  elimination  of  the  fairness  doctrine)  [FN316]  is  why  Rush  Limbaugh’s 
show,  launched  in  1988,  became  not  only  economically  viable,  but  economically  advantageous,  a  strategy  fol- 
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lowed  with  enormous  success  by  Fox  News  eight  years  later. 

In  combination,  these  changes  within  the  industrial  organization  of  American  mass  media  were  leading  to 
disinvestment  in  newsrooms,  audience  fragmentation,  and  the  emergence  of  right-wing  media  that  used  polariza¬ 
tion  as  a  differentiation  strategy.  The  two  major  criticisms  of  the  networked  public  sphere-fragmentation  and 
polarization-are  at  least  as  much  the  product  of  industrial  structure  changes  internal  to  the  commercial  mass 
media  as  they  are  the  product  of  an  asserted  “Daily  Me”  Internet  culture,  [FN317]  the  extent  of  whose  actual 
empirical  existence  continues  to  be  a  matter  for  investigation,  not  assertion.  Both  the  disinvestment  and  the 
niche  targeting  placed  significant  pressure  on  the  will  and  ability  of  many  outlets  to  commit  to  and  pursue  seri¬ 
ous  journalism  consistent  with  professional  norms. 

At  the  same  time,  the  Internet  rapidly  shifted  from  being  primarily  a  research  and  education  platform  to  a 
core  element  of  our  communications  and  information  environment.  The  defining  characteristic  of  the  Net  was 
the  *375  decentralization  of  physical  and  human  capital  that  it  enabled.  [FN318]  In  1999,  acute  observers  of  the 
digital  economy  saw  Encarta  as  the  primary  threat  to  Britannica  in  the  encyclopedia  market,  and  the  epitome  of 
what  the  new  rules  for  the  digital  economy  required.  [FN319]  That  a  radically  decentralized,  non-proprietary 
project,  in  which  no  one  was  paid  to  write  or  edit  and  that  in  principle  anyone  could  edit,  would  compete  with 
the  major  encyclopedias  was  simply  an  impossibility.  And  yet,  ten  years  later,  Wikipedia  was  one  of  the  top  six 
or  seven  sites  on  the  net,  while  Encarta  had  closed  its  doors.  Peer  production  and  other  forms  of  commons- 
based,  non-market  production  became  a  stable  and  important  component  of  the  information  production  system, 
[FN320]  an  observation  not  lost  on  business  writers,  [FN321]  and,  increasingly,  governments.  [FN322]  Just  as 
free  and  open  source  software  became  an  important  complement  to  and  substitute  for  some  proprietary  software 
models;  just  as  photography,  [FN323]  cookbooks.  [FN324]  travel  guides,  [FN325]  restaurant  and  consumer  re¬ 
views,  [FN326]  and  video  [FN327]  came  to  develop  important  components  of  their  industrial  organization  that 
were  based  on  peer  production  and  social  production  more  generally,  so  too  has  been  the  case  with  news  report¬ 
ing  and  opinion.  If  the  first  Gulf  War  was  the  moment  of  the  twenty-four-hour  news  channel  and  CNN,  then  the 
Iranian  Reform  movement  of  2009  was  the  moment  of  amateur  video  reportage,  as  videos  taken  by  amateurs 
were  uploaded  to  YouTube,  and  from  there  became  the  only  significant  source  of  video  footage  of  the  demon¬ 
strations  available  to  the  major  international  news  outlets.  Most  recently,  the  Tunisian  revolt  was  in  part  aided 
by  amateur  videos  of  demonstrations,*376  uploaded  to  a  Facebook  page  of  an  activist,  Lotfi  Hajji,  and  then  re¬ 
transmitted  around  the  Arab  world  by  A1  Jazeera;  [FN328]  and  video  taken  by  protesters  was  mixed  with  that 
taken  by  professional  journalists  to  depict  the  revolt  in  Egypt.  But  the  networked  public  sphere  is  constructed  of 
much  more,  and  more  diverse,  organizational  forms  than  ad  hoc  bursts  of  fully  decentralized  activity. 


B.  The  Emerging  Networked  Fourth  Estate 

As  of  the  end  of  the  first  decade  of  the  twenty-first  century,  it  seems  that  the  networked  public  sphere  is  con¬ 
structed  of  several  intersecting  models  of  production  whose  operation  to  some  extent  competes  with  and  to  some 
extent  complements  each  other.  One  central  component  of  the  new  environment  is  comprised  of  core  players  in 
the  mass  media  environment.  However,  these  now  have  a  global  reach  and  have  begun  to  incorporate  decentral¬ 
ized  elements  within  their  own  model.  It  is  perhaps  not  surprising  that  CNN,  the  New  York  Times,  NBC  News 
and  MSNBC  News,  the  Wall  Street  Journal,  Fox  News,  the  Washington  Post,  and  the  Los  Angeles  Times  are 
among  the  top-ranked  news  sites  on  the  Internet.  [FN329]  But  alongside  these  are  major  international  sites.  The 
publicly-funded  BBC  and  the  U.K.  nonprofit  the  Guardian  play  a  large  role  alongside  U.S.  commercial  media. 
The  Guardian's  editor-in-chief  claimed  to  have  36  or  37  million  readers  per  month,  in  comparison  to  the  paper’s 
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daily  circulation  of  about  283,000.  [FN330]  These  major  players  are,  in  turn,  complemented  by  the  online  pres¬ 
ence  of  smaller  traditional  media  platforms  and  sources  from  other  countries,  accessed  by  U.S.  readers  through 
Yahoo!  and  Google  News,  both  among  the  top  news  sites  in  the  world.  The  Wikileaks  case  presents  quite  well 
how  central  these  large,  global  online  news  organizational  players  are,  but  it  also  shows  how,  because  they  are 
all  in  the  same  attention  market,  it  is  harder  for  any  one  of  them  to  control  access  to  the  news.  One  of  the  stra¬ 
tegically  significant  moves  that  Assange  made  was  precisely  to  harness  these  global  mass  media  to  his  cause  by 
providing  them  with  enough  exclusivity  in  their  respective  national  markets  to  provide  them  with  economic  be¬ 
nefits  from  publishing  the  materials,  and  enough  competition  in  the  global  network  to  make  sure  that  none  of 
them  could,  if  they  so  chose,  bury  the  story.  The  *377  global  nature  of  the  platform  and  the  market  made  this 
strategy-by  a  small  player  with  a  significant  scoop— both  powerful  and  hard  to  suppress. 

Alongside  the  broader  reach  of  these  traditional  outlets  in  a  new  medium,  we  are  seeing  the  emergence  of 
other  models  of  organization,  which  were  either  absent  or  weaker  in  the  mass  media  environment.  Remaining, 
for  a  moment,  within  the  sites  visible  enough  to  make  major  Internet  rankings  lists,  the  Huffington  Post,  a  com¬ 
mercial  online  collaborative  blog,  is  more  visible  in  the  United  States  than  any  other  news  outlet  except  for  the 
BBC,  CNN,  and  the  New  York  Times.  [FN331]  There  are,  of  course,  other  smaller  scale  commercial  sites  that 
operate  on  advertising,  like  the  Drudge  Report,  Pajamas  Media,  or  Talking  Points  Memo.  These  form  a  second 
element  in  the  networked  public  sphere.  Talking  Points  Memo,  for  example,  has  an  Alexa  reach  and  rank  some¬ 
where  between  the  Baltimore  Sun  and  the  Atlanta  Journal  Constitution,  [FN332]  although  it  had  a  staff  of  only 
eleven  people  as  of  mid-2009.  [FN333] 

A  third  model  that  is  emerging  to  take  advantage  of  the  relatively  low  cost  of  distribution,  and  the  relatively 
low  capital  cost  of  production,  of  news  is  the  nonprofit  sector.  Here,  I  do  not  mean  the  volunteer,  radically  de¬ 
centralized  peer-production  model,  but  rather  the  ability  of  more  traditionally  organized  nonprofits  to  leverage 
their  capabilities  in  an  environment  where  the  costs  of  doing  business  are  sufficiently  lower  than  they  were  in 
the  print  and  television  era  that  they  can  sustain  effective  newsrooms  staffed  with  people  who,  like  academic 
faculties,  are  willing  to  sacrifice  some  of  the  bottom  line  in  exchange  for  the  freedom  to  pursue  their  profession¬ 
al  values.  One  example  is  ProPublica,  a  foundation-supported  model  for  an  otherwise  classic-style  professional 
newsroom.  [FN334]  A  similar  approach  underlies  the  journalistic  award-winning  local  reporting  work  of  the 
Center  for  Independent  Media,  founded  in  2006  and  renamed  in  2010  the  American  Independent  News  Network. 
This  organization,  as  of  this  writing,  funds  a  network  of  local  independent  nonprofit  media  in  Colorado,  Iowa, 
Michigan,  Minnesota,  and  New  Mexico.  [FN335]  A  related  model  is  the  construction  of  university-based  centers 
that  can  specialize  in  traditional  media  roles.  A  perfect  example*378  of  this  is  FactCheck.org,  based  in  the 
Annenberg  Public  Policy  Center  at  the  University  of  Pennsylvania,  which  plays  a  crucial  watchdog  role  in 
checking  the  veracity  of  claims  made  by  political  figures  and  organizations.  [FN336] 

Alongside  these  professional-joumalism-focused  nonprofits,  we  are  seeing  other  organizations  using  a  com¬ 
bination  of  standard  nonprofit  organization  with  peer  production  to  achieve  significant  results  in  the  public 
sphere.  An  excellent  example  of  this  model  is  offered  by  the  Sunlight  Foundation,  which  supports  both  new  laws 
that  require  government  data  to  be  put  online,  and  the  development  of  web-based  platforms  that  allow  people  to 
look  at  these  data  and  explore  government  actions  that  are  relevant  to  them.  [FN337]  Like  Wikileaks  did  before 
the  most  recent  events.  Sunlight  Foundation  focuses  on  making  the  raw  data  available  for  the  many  networked 
eyes  to  read.  Unlike  Wikileaks,  its  emphasis  is  on  the  legal  and  formal  release  of  government  data  and  the  con¬ 
struction  of  technical  platforms  to  lower  the  cost  of  analysis  and  construct  collaborative  practices,  so  as  to  make 
it  feasible  for  distributed  social  practices  and  people  with  diverse  motivational  profiles,  embedded  in  diverse  or¬ 
ganizational  models,  to  analyze  the  data. 
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In  addition  to  the  professionals  based  in  large-scale  global  media,  small-scale  commercial  media,  high-end 
national  and  local  nonprofit  media  outlets,  and  other  non-media  nonprofits,  we  also  see  emerging  a  new  party 
press  culture.  Over  10,000  Daily  Kos  contributors  have  strong  political  beliefs,  and  they  are  looking  to  express 
them  and  to  search  for  information  that  will  help  their  cause.  [FN338]  So  do  the  contributors  to  Townhall.com 
on  the  right,  although  the  left-wing  of  the  blogosphere  uses  large  collaborative  sites  at  this  point  in  history  more 
than  the  right.  [FN339]  For  digging  up  the  dirt  on  your  opponent's  corruption,  political  ambition  and  contesta¬ 
tion  is  a  powerful  motivator,  and  the  platforms  are  available  to  allow  thousands  of  volunteers  to  work  together, 
with  the  leadership  and  support  of  a  tiny  paid  staff  (paid,  again,  through  advertising  to  this  engaged  community, 
or  through  mobilized  donations,  or  both). 

Finally,  although  less  discretely  prominent  than  the  large  collaboration  platforms  like  Daily  Kos  or  Newsv- 
inc,  [FN340]  and  much  more  decentralized  than  any  of  the  other  models,  individuals  play  an  absolutely  critical 
role  in  this  new  information  ecosystem.  First,  there  is  the  sheer  presence  of  millions  of  individuals  with  the  abil¬ 
ity  to  witness  and  communicate  what  they  witnessed  over  systems  that  are  woven  into  the  normal  fabric  of  net¬ 
worked  life.  This  is  the  story  of  the  Iranian  reform  videos,  and  it  is  of  course  the  story  of  much  more  mundane 
political  reporting,  from  John  McCain  singing  “Bomb  Iran”  *379  to  the  tune  of  a  Beach  Boys  song  to  George 
Allen's  Macaca.  Second,  there  is  the  distributed  force  of  observation  and  critical  commentary,  as  we  saw  in  the 
exposure  of  the  error  in  the  CBS/Dan  Rather  expose.  Third,  there  are  the  experts.  For  instance,  academic  eco¬ 
nomists  like  Brad  DeLong,  on  the  left,  and  Tyler  Cowen,  on  the  right,  played  a  much  greater  role  in  debates  over 
the  stimulus  and  bailout  (which  can  be  observed  by  looking  at  traffic  patterns  to  their  individual  blogs  during  the 
debates  over  the  bailout)  than  they  could  have  a  mere  decade  ago.  Collaborative  websites  by  academics,  like 
Balkinization  [FN341]  or  Crooked  Timber,  [FN342]  provide  academics  with  much  larger  distribution  platforms 
to  communicate,  expanding  the  scope  and  depth  of  analysis  available  to  policy  and  opinion  makers. 

The  Wikileaks  events  need  to  be  understood  in  the  context  of  these  broad  trends  in  the  construction  of  the 
networked  fourth  estate.  Like  the  Sunlight  Foundation  and  similar  transparency-focused  organizations, 
Wikileaks  is  a  nonprofit  focused  on  bringing  to  light  direct,  documentary  evidence  about  government  behavior 
so  that  many  others,  professional  and  otherwise,  can  analyze  the  evidence  and  search  for  instances  that  justify 
public  criticism.  Like  the  emerging  party  presses,  it  acts  out  of  political  conviction.  And  like  so  many  other 
projects  on  the  Net,  it  uses  a  combination  of  volunteerism,  global  presence,  and  decentralized  action  to  achieve 
its  results.  As  such,  Wikileaks  presents  an  integral  part  of  the  networked  fourth  estate-no  less  than  the  protesters 
who  shoot  videos  on  the  streets  of  Tehran,  Tunis,  or  Cairo  and  upload  them  to  the  Web,  or  the  bloggers  who  ex¬ 
posed  the  Rather/CBS  story.  Whatever  one  thinks  about  the  particular  actions  of  Wikileaks  in  the  particular  in¬ 
stance  of  the  release  of  the  embassy  cables,  the  organization  and  effort  put  forth  by  Wikileaks  to  bring  to  light 
actual  internal  government  documents  bearing  on  questions  of  great  public  import  is  essentially  a  networked 
version  of  the  Pentagon  Papers  and  Roosevelt's  Man  with  the  Muck-Rake.  [FN343]  An  attack  on  Wikileaks- 
-legal  or  extralegal,  technical  or  commercial-needs  to  be  assessed  from  that  perspective,  and  allows  us  to  ex¬ 
plore  the  limitations  and  strengths  of  the  emerging  networked  fourth  estate. 


C.  Mass  Media  Anxiety  over  the  New  Neighbors  in  the  Networked  Environment 

In  2009-2010,  the  state  of  mass  media  news  reporting-newspapers  in  particular-and  the  financial  future  of 
these  organizations  became  a  matter  of  substantial  public  debate.  The  Senate  held  hearings  on  the  future  of 
journalism,  [FN344]  and  the  Federal  Trade  Commission  launched  a  series  of  public  *380  workshops  under  the 
title  How  Will  Journalism  Survive  the  Internet  Age?  [FN345]  A  range  of  publications  tried  to  understand  what 
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was  happening  to  journalism,  and  what  its  future  would  look  like.  The  New  Republic,  for  example,  ran  a 
thoughtful  cover  on  the  end  of  the  age  of  newspapers,  [FN346]  NPR's  On  the  Media  carefully  explored  the  sense 
of  crisis,  [FN347]  and  academics  weighed  in  as  well.  [FN348] 

Many  treatments,  like  those  cited,  were  careful  and  thoughtful.  Much  of  the  debate,  however,  involved 
name-calling  of  the  “guy  in  his  pajamas,”  “echo-chamber  of  the  blogosphere”  variety.  The  core  of  the  critique  of 
the  networked  forms  of  the  press  has  been  the  same  since  Klein's  memorable  quote;  the  concern  that  the  Internet 
and  the  blogosphere  provide  misinformation,  while  the  traditional  media  are  necessary  to  provide  reliable  invest¬ 
igative  reporting.  An  event  study  that  does  not  involve  Wikileaks  offers  a  baseline  portrayal  of  what  is,  in  fact, 
the  much  more  complex  interaction  between  the  traditional  and  networked  components  of  the  fourth  estate,  and 
the  distribution  of  responsible  and  irresponsible  journalism  on  both  sides  of  that  divide.  It  turns  out  that  being 
part  of  the  mass  media  is  no  guarantee  of  high  quality  and  effective  journalism;  nor  is  being  online  a  guarantee 
of  falsehood  and  echo-chamber  effects.  The  new  system  will  have  high  quality,  effective  participants  of  each 
type,  and  low  quality  rumormongers  on  either  side  of  the  traditional/networked  media  divide.  Understanding  this 
fact,  as  well  as  the  dynamic  that  seems  to  lead  serious  writers  on  the  traditional  side  to  discount  it,  provides  im¬ 
portant  insight  into  the  ways  in  which  the  Wikileaks  case,  in  turn,  has  been  perceived. 

On  November  17,  2010  the  New  York  Times  published  an  op-ed  by  Thomas  Friedman,  Too  Good  to  Check, 
whose  opening  beautifully  explains  the  whole: 

On  Nov.  4,  Anderson  Cooper  did  the  country  a  favor.  He  expertly  deconstructed  on  his  CNN  show 
the  bogus  rumor  that  President  Obama’s  trip  to  Asia  would  cost  $200  million  a  day.  This  was  an  important 
‘story.’  It  underscored  just  how  far  ahead  of  his  time  Mark  Twain  was  when  he  said  a  century  before  the 
Internet,  ‘A  lie  can  travel  halfway  around  the  world  while  the  truth  is  putting  on  its  shoes.’  But  it  also 
showed  that  there  is  an  antidote  to  malicious  joumalism-and  that’s  good  journalism. 

*381  In  case  you  missed  it,  a  story  circulated  around  the  Web  on  the  eve  of  President  Obama’s  trip  that  it 
would  cost  U.S.  taxpayers  $200  million  a  day  ....  [FN349] 

The  quote  tells  the  whole  of  the  story.  The  villain  is  “the  Internet,”  which  enables  the  lie  traveling  halfway 
around  the  world-in  this  case,  from  India  to  the  U.S.  public  sphere-where  it  circulates  around  “the  Web.”  The 
hero  is  the  expert  journalist  in  an  established  news  outlet  who  exposes  the  lie,  airs  his  expose  on  a  mass  media 
outlet,  and  thereby  administers  the  antidote. 

There  is  only  one  problem  with  this  story:  it  wasn’t  quite  so.  The  initial  source  of  the  200  million  dollar  per 
day  story  was  an  established  media  outlet,  the  Press  Trust  of  India;  it  was  primarily  followed  by  the  right-wing 
mass  media  in  the  United  States,  with  one  blogger  playing  a  key  importation  role.  “The  Internet,”  on  the  other 
hand,  was  actually  the  first  place  where  investigative  journalism  occurred  to  debunk  the  falsehood. 

At  1 1 :25  am  EST  on  November  2,  2010,  New  Delhi  Television  [FN350]  posted  a  story  with  the  byline  of  the 
Press  Trust  of  India,  India’s  equivalent  of  the  AP  and  Reuters,  entitled  US  to  spend  $200  mn  a  day  on  Obama’s 
Mumbai  visit.  [FN351]  This  story  was  linked  to  within  the  next  two  hours  by  the  Drudge  Report,  [FN352] 
Michelle  Malkin’s  site  at  1:53  pm,  [FN353]  as  well  as  three  other  lower-visibility,  right-wing  blogs.  [FN354J 
The  afternoon  and  evening  belonged  to  the  mass  media.  That  afternoon.  Rush  Limbaugh  repeated  it  on  his  radio 
show.  [FN355]  The  story  was  repeated  in  the  British  Daily  Mail  [FN356]  at  about  5:00  *382  pm  EST,  and  that 
evening,  Mike  Huckabee  repeated  the  story  on  Fox  News  election  coverage.  [FN357] 

By  the  end  of  November  2nd,  a  story  had  been  created  by  some  of  India’s  most  respected  news  outlets,  im- 
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ported  to  the  United  States  by  two  highly  visible  right-wing  blogs,  and  then  repeated  and  amplified  by  two  major 
right-wing  mass  media  outlets— Fox  News  and  Rush  Limbaugh.  Limbaugh's  story  actually  revived  and  combined 
the  new  200-million-dollars  meme  with  an  earlier  one:  claiming  that  the  president  was  taking  40  airplanes. 
[FN358]  This  story  was  picked  up  two  days  later  by  the  same  Doug  Powers  who  later  posted  Michelle  Malkin’s 
200-million-dollars-a-day  story  on  his  own  blog.  [FN359]  His  post  was  picked  up  in  an  opinion  column  for  the 
Washington  Times  on  October  29th,  [FN360]  but  this  part  of  the  story  did  not  take  off  until  combined  with  the 
200-million-dollars  claim  made  by  Limbaugh. 

On  November  3rd,  the  right-wing  mass  media  propagation  continued.  Fox  News’  program  Follow  the  Money 
created  a  whole  segment,  by  Eric  Bolling,  repeating  the  claim  with  vivid  images  and  the  tag  “The  Obamas:  The 
New  American  Royalty?”  [FN361]  That  same  evening,  Sean  Hannity’s  program  repeated  the  claim  and  conduc¬ 
ted  a  panel  discussion  around  its  inappropriateness  given  the  election  results  and  the  financial  condition  of  the 
country.  [FN362]  A  few  hours  later.  Representative  Michele  Bachmann  repeated  the  accusation  in  an  interview 
on  Anderson  Cooper  360;  the  interview  that  ultimately  led  Cooper  to  investigate  and  refute  the  claim,  on  CNN 
twenty-four  hours  later,  on  his  November  4th  show.  [FN363]  But  that  refutation,  the  one  to  which  Friedman  paid 
such  high  respects,  was  by  no  means  the  first.  The  initial  refutation,  on  November  3rd,  was  not  in  mainstream 
media  but  on  the  Net.  FactCheck.org  provided  a  clear  breakdown  of  the  source  and  flow  of  *383  the  story. 
[FN364]  Media  Matters  for  America  posted  a  long  story  in  the  afternoon  of  November  3rd,  providing  a  similar 
flow  and  debunking  of  the  story.  [FN365]  Snopes.com  also  provided  enough  debunking  either  on  November  3rd 
or  early  November  4th  [FN366]  to  be  linked  to  by  a  November  4th,  3:16  pm  Wall  Street  Journal  blogpost. 
[FN367]  By  the  end  of  November  3rd,  only  Internet-based  reporting  was  doing  the  “good  Journalism”  work;  the 
only  established  media  working  the  story  were  either  purposefully  repeating  the  misstatement-in  the  case  of 
Fox  News— or  being  used  by  right-wing  politicians  to  propagate  the  slander,  as  in  Bachmann’s  interview  on 
Cooper's  show. 

By  November  4th,  the  tide  of  the  story  was  turning.  Glenn  Beck  started  the  day  by  repeating  the  slander. 
[FN368]  But  an  increasing  number  of  blogs  and  mainstream  outlets  were  picking  up  the  White  House  and 
Pentagon  denials.  Over  the  course  of  that  day,  the  Media  Cloud  database  identified  thirteen  blogposts  within  the 
political  blogosphere  that  continued  to  support  and  propagate  the  story,  and  fourteen  blogposts  that  pointed  to 
the  critique  and  refutations  of  the  story.  [FN369]  Interestingly,  several  of  the  blogposts  underscoring  and  dis¬ 
seminating  the  debunking  reports  were  right-wing  blogs:  HotAir,  [FN370]  Instapundit  [FN371]  (although  these 
sites  framed  the  debunking  with:  it’s  not  our  fault  we  believed  this  bunk  given  Obama’s  reputation  for  extravag¬ 
ance),  and  Outside  the  Beltway.  [FN372] 

In  the  mainstream,  USA  Today,  the  Washington  Post,  the  Wall  Street  Journal,  and  the  Kansas  City  Star  all 
had  various  versions  of  the  refutation  *384  in  their  web-based  versions.  At  10:00  pm  that  night,  Anderson 
Cooper  aired  a  long  segment  that  specifically  emphasized  the  vacuity  of  the  sources,  and  the  central  role  that  the 
right-wing  conservatives— Limbaugh,  Beck,  Don  Imus,  and  Michael  Savage—  played  in  repeating  and  amplifying 
the  lie.  [FN373]  It  was  indeed  a  good  piece  of  Journalism.  Its  story  captured  the  right  tone  of  how  the  story 
emerged,  why  it  was  unreliable,  and  who  repeated  the  lie.  Cooper  then  went  to  his  “data  board”  and  explained 
how  the  200-million-dollar  claim  could  not  possibly  be  true,  given  what  we  know  from  public  sources  about  the 
daily  cost  of  the  war  in  Afghanistan  and  what  we  know  based  on  an  old  GAO  report  about  the  costs  of  Bill  Clin¬ 
ton's  Africa  trip  in  1999.  All  of  these  pieces  of  evidence,  down  to  the  comparison  to  the 
190-million-dollar-a-day  cost  of  the  Afghan  war  and  the  GAO  report  on  Clinton's  trip,  had  already  been  reported 
over  twenty-four  hours  earlier  by  FactCheck.org.  Cooper  played  an  enormously  important  role  in  giving  voice  to 
and  amplifying  the  excellent  research  that  was  done  by  FactCheck.  Given  the  continued  importance  of  mass  me- 
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dia  outlets  in  reaehing  very  large  audienees,  that  is  indeed  an  important  role  for  someone  with  a  mass  media 
voiee  to  play.  It  is  certainly  a  necessary  counterweight  to  the  kind  of  propagandist  reportage  that  Fox  News  and 
talk  radio  employ  to  solidify  their  brand  and  retain  their  franchise,  as  well  as  perhaps  to  support  the  owner's 
politics.  But  the  story  is  emphatically  not  one  where  “the  Internet”  spreads  lies  and  professional  journalism  com¬ 
bats  them. 

The  story  of  these  three  days  in  November  2010  offers  some  insight  into  the  emerging  structure  of  the  glob¬ 
al,  networked  fourth  estate.  It  identifies  a  more  complex  relationship  than  simply  either  “good  professionals  vs. 
bad  amateurs”  or  “pure-hearted,  net-based  journalists  vs.  a  corrupt  mainstream  media.”  It  reveals  a  networked 
alternative  to  the  more  traditional  model  of  media  checks  and  balances.  Here,  publication  by  an  Indian  outlet 
was  globally  visible;  “the  Internet,”  or  rather  one  entrepreneurial  right-wing  blogger,  moved  that  information 
quickly,  and  the  network  and  its  relationship  to  mass  media  created  and  elevated  the  memes.  But  the  networked 
environment  also  included  nonprofit  academic  and  professional  groups  (FactCheck.org;  Media  Matters),  as  well 
as  a  small  commercial  professional  publisher  (Snopes),  all  of  whom  were  able  to  check  the  reporting  and  criti¬ 
cize  it.  And  the  Net  included  over  two  dozen  sites  that  sifted  through  the  original  and  the  refutation.  The  mass 
media,  in  turn,  took  both  the  false  and  the  correct  story  lines,  and  in  each  case  amplified  them  to  their  respective 
audiences. 


*385  D.  Mass  Media  Anxiety  Played  out  in  the  Wikileaks  Case  Endangers  the  Networked  Fourth  Estate  vis- 
a-vis  the  State,  and  Makes  Cooperative  Ventures  Across  the  Divide  Challenging 

The  concern  that  the  incumbent  news  industry  has  exhibited  in  the  past  two  years  over  the  emerging  compet¬ 
itors  in  the  networked  information  environment,  played  out  in  the  way  Friedman  ascribed  blame  for  the 
200-million-dollar-a-day  story,  was  also  on  display  in  the  way  that  American  newspapers  dealt  with  Wikileaks 
after  the  release  of  the  embassy  cables.  This  anxiety  has  two  practical  consequences.  The  first  is  that  the  kind  of 
cooperative  venture  that  Wikileaks  entered  into  with  the  major  newspapers  was  clearly  difficult  to  manage.  The 
cultural  divide  between  established  media  players  and  the  scrappy  networked  organizations  that  make  up  import¬ 
ant  parts  of  the  networked  fourth  estate  makes  working  together  difficult,  as  the  published  reports  from  the  me¬ 
dia  partners  in  this  enterprise  clearly  reveal. 

The  second  practical  consequence  is  that,  in  seeking  to  preserve  their  uniqueness  and  identity,  the  traditional 
media  are  painting  their  networked  counterparts  into  a  corner  that  exposes  them  to  greater  risk  of  legal  and  ex¬ 
tralegal  attack.  As  we  saw  in  the  analysis  of  the  legal  framework,  from  a  constitutional  law  perspective,  the  way 
in  which  the  traditional  media  respond  to,  and  frame,  Wikileaks  or  other  actors  in  the  networked  fourth  estate 
does  not  matter  a  great  deal.  But  from  the  practical  perspective  of  what  is  politically  and  socially  feasible  for  a 
government  to  do,  given  the  constraints  of  public  opinion  and  the  internalized  norms  of  well-socialized  elites  in 
democratic  countries,  the  more  that  newspapermen,  in  their  effort  to  preserve  their  own  identity,  vilify  and  se¬ 
gregate  the  individuals  and  nontraditional  components  of  the  networked  fourth  estate,  the  more  they  put  those 
elements  at  risk  of  suppression  and  attack  through  both  legal  and  extralegal  systems. 

i.  A  Difficult  Relationship 

Two  major  pieces  in  the  New  York  Times  exemplify  the  effort  to  assert  the  identity  of  the  traditional  media 
as  highly  professional,  well  organized,  and  responsible  by  denigrating  the  networked  alternative.  The  first  was  a 
Tom  Friedman  op-ed  piece  published  on  December  14,  2010.  In  it,  Friedman  wrote: 
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The  world  system  is  currently  being  challenged  by  two  new  forces:  a  rising  superpower,  called  China, 
and  a  rising  collection  of  superempowered  individuals,  as  represented  by  the  WikiLeakers,  among  others. 
What  globalization,  technological  integration  and  the  general  flattening  of  the  world  have  done  is  to  su- 
perempower  *386  individuals  to  such  a  degree  that  they  can  actually  challenge  any  hierarchy-from  a 
global  bank  to  a  nation  state-as  individuals.  [FN374] 

He  explains: 

As  for  the  superempowered  individuals-some  are  constructive,  some  are  destructive.  I  read  many 
WikiLeaks  and  learned  some  useful  things.  But  their  release  also  raises  some  troubling  questions.  I  don't 
want  to  live  in  a  country  where  they  throw  whistle-blowers  in  jail.  That's  China.  But  1  also  don't  want  to 
live  in  a  country  where  any  individual  feels  entitled  to  just  dump  out  all  the  internal  communications  of  a 
government  or  a  bank  in  a  way  that  undermines  the  ability  to  have  private,  confidential  communications 
that  are  vital  to  the  functioning  of  any  society.  That's  anarchy.  [FN375] 

As  a  factual  matter,  “a  country  where  they  throw  whistleblowers  in  jail”  is,  in  fact,  the  United  States. 
[FN376]  “They,”  read  “we  Americans,”  have  been  keeping  Bradley  Manning,  the  only  whistleblower  involved 
in  this  case,  in  solitary  confinement  for  months.  [FN377]  But  the  important  insight  from  this  op-ed  is  the  ex¬ 
pressed  fear  of  anarchy  and  the  fear  that  the  decentralized  network,  with  its  capacity  to  empower  individuals  to 
challenge  their  governments  or  global  banks,  is  not  democracy,  but  anarchy.  The  fact  that  the  individual  in  ques¬ 
tion  did  not  in  fact  “dump  out  all  the  internal  communications  of  a  government,”  but  rather  partnered  with  major 
traditional  news  outlets,  including  the  Times,  to  do  so,  is  eliminated  from  the  op-ed.  By  mischaracterizing  what 
Wikileaks  in  fact  did  and  labeling  those  imagined  actions  “anarchy,”  Friedman  is  able  to  paint  it  as  the  danger¬ 
ous  “other”;  just  like  China,  a  decentralized,  open  network  is  a  dangerous  threat  to  what  he  concludes  is  the  only 
thing  standing  between  us  and  either  anarchy  or  authoritarianism:  “a  strong  America.”  [FN378] 

More  revealing  yet  is  an  8,000-word  essay  by  New  York  Times  executive  editor  Bill  Keller  in  a  New  York 
Times  Magazine  cover  story  on  January  26,  2011.  [FN379]  Parts  of  the  essay,  particularly  around  its  middle, 
seem  intended  to  emphasize  and  legitimate  the  fourth  estate  function  of  the  Times  itself  against  critics  who  ar¬ 
gue  that  the  Times  should  not  have  published  the  materials.  Keller  writes,  for  example: 

A  free  press  in  a  democracy  can  be  messy.  But  the  alternative  is  to  give  the  government  a  veto  over 
what  its  citizens  are  allowed  to  *387  know.  Anyone  who  has  worked  in  countries  where  the  news  diet  is 
controlled  by  the  government  can  sympathize  with  Thomas  Jefferson's  oft-quoted  remark  that  he  would 
rather  have  newspapers  without  government  than  government  without  newspapers.  [FN380] 

But  any  close  reading  of  the  essay  makes  crystal  clear  that  a  central  purpose  it  serves  is  to  separate 
Wikileaks  from  the  Times,  and  to  emphasize  the  Times'  professionalism,  care,  and  organizational  rationality 
while  denigrating  the  contribution  and  reliability  of  Wikileaks.  Immediately  in  the  first  paragraph,  Keller  refers 
to  “an  organization  called  WikiLeaks,  a  secretive  cadre  of  antisecrecy  vigilantes.”  [FN381]  Compare  this  to  the 
Times'  own  characterization  of  Wikileaks  a  mere  ten  months  earlier  as  “a  tiny  online  source  of  information  and 
documents  that  governments  and  corporations  around  the  world  would  prefer  to  keep  secret,”  [FN382]  or  to  the 
2008  Pentagon  Report's  detailed  analysis  of  Wikileaks  as  a  website  dedicated  to  “expos[ing]  unethical  practices, 
illegal  behavior,  and  wrongdoing  within  corrupt  corporations  and  oppressive  regimes,”  or  the  Pentagon  Report's 
claim  that  “Wikileaks.org  supports  the  US  Supreme  Court  ruling  regarding  the  unauthorized  release  of  the 
Pentagon  Papers  by  Daniel  Ellsberg,  which  stated  that-'only  a  free  and  unrestrained  press  can  effectively  ex¬ 
pose  deception  in  government.”’  [FN383]  A  few  paragraphs  later,  Keller  then  emphasizes  Wikileaks'  mistake  in 
releasing  the  edited  version  of  the  Collateral  Murder  video,  writing:  “[I]n  its  zeal  to  make  the  video  a  work  of 
antiwar  propaganda,  WikiLeaks  also  released  a  version  that  didn't  call  attention  to  an  Iraqi  who  was  toting  a 
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rocket-propelled  grenade  and  packaged  the  manipulated  version  under  the  tendentious  rubric  ‘Collateral 
Murder.’”  [FN384]  This  sentence  repeats  the  Fox  News  accusation  against  the  edited  version,  ignoring  the  fact 
that  the  opening  slide  of  the  edited  footage  states,  “Although  some  of  the  men  appear  to  have  been  armed,  the 
behavior  of  nearly  everyone  was  relaxed!,]”  [FN385]  and  the  interpretive  disagreement  at  the  time  about  wheth¬ 
er  what  the  pilots  thought  was  an  RPG  was  in  fact  so.  [FN386]  Later,  Keller  writes:  “The  Times  was  never  asked 
to  sign  anything  or  to  pay  anything.  For  WikiLeaks,  at  least  in  this  first  big  venture,  exposure  was  its  own  re¬ 
ward!,]”  implying  that  perhaps,  in  the  long  term.  Wikileaks'  intentions  were  to  profit  from  its  relationships  with 
the  *388  press.  At  a  different  point,  Keller  implies,  without  pointing  to  any  evidence,  that  Wikileaks  volunteers 
hacked  into  the  Times'  computers  during  a  rocky  period  of  the  relationship.  [FN387] 

Beyond  Wikileaks  as  an  organization,  it  is  clear  that  Assange  and  the  Times  had  a  very  bad  relationship,  and 
Keller  peppers  the  essay  with  a  range  of  what  reads  more  like  gratuitous  name-calling  than  substantive  criticism. 
In  the  first  paragraph,  Keller  introduces  Assange  as  “an  eccentric  former  computer  hacker  of  Australian  birth 
and  no  fixed  residence.”  [FN388]  Keller  then  introduces  and  frames  Assange  by  describing  the  impressions  of 
the  first  Times  reporter  who  met  him: 

Assange  slouched  into  The  Guardian  office,  a  day  late.  .  .  .  “He  was  alert  but  disheveled,  like  a  bag 
lady  walking  in  off  the  street,  wearing  a  dingy,  light-colored  sport  coat  and  cargo  pants,  dirty  white  shirt, 
beat-up  sneakers  and  filthy  white  socks  that  collapsed  around  his  ankles.  He  smelled  as  if  he  hadn't  bathed 
in  days.”  [FN389] 

A  few  paragraphs  later,  Keller  recounts: 

Schmitt  told  me  that  for  all  Assange's  bombast  and  dark  conspiracy  theories,  he  had  a  bit  of  Peter  Pan 
in  him.  One  night,  when  they  were  all  walking  down  the  street  after  dinner,  Assange  suddenly  started 
skipping  ahead  of  the  group.  Schmitt  and  Goetz  stared,  speechless.  Then,  just  as  suddenly,  Assange 
stopped,  got  back  in  step  with  them  and  returned  to  the  conversation  he  had  interrupted.  [FN390] 

By  comparison,  the  Guardian,  which  had  as  difficult  and  stormy  a  relationship  with  Assange  as  did  the 
Times,  introduced  Assange  in  its  editor's  equivalent  of  Keller's  overview  essay  very  differently:  “Unnoticed  by 
most  of  the  world,  Julian  Assange  was  developing  into  a  most  interesting  and  unusual  pioneer  in  using  digital 
technologies  to  challenge  corrupt  and  authoritarian  states.”  [FN391]  As  Der  Spiegel  put  it,  in  reporting  on 
Keller's  essay:  “For  some  time  now,  Julian  Assange  has  been  sparring  with  New  York  Times  Executive  Editor 
Bill  Keller.  Assange  claims  the  paper  didn't  publish  the  *389  material  in  its  entirety  and  made  too  many  conces¬ 
sions  to  the  White  House  before  going  to  print.  Now,  Keller  is  fighting  back.”  [FN392] 

These  kinds  of  jabs  make  separating  out  the  personal  animosity  from  aspects  of  the  essay  that  reflect  struc¬ 
tural,  systemic  concerns  difficult.  Nonetheless,  it  is  possible  to  observe  in  the  piece  a  clear  core  theme:  asserting 
a  categorical  distinction  between  the  New  York  Times  as  an  institution  and  organizational  form  and  the  decent¬ 
ralized,  networked  form  represented  by  Wikileaks.  Keller  says,  “We  regarded  Assange  throughout  as  a  source, 
not  as  a  partner  or  collaborator.”  [FN393]  He  later  concludes  by  repeating  what  appears  to  be  a  central  argument 
of  the  essay:  “Throughout  this  experience  we  have  treated  Assange  as  a  source.  1  will  not  say  ‘a  source,  pure  and 
simple,’  because  as  any  reporter  or  editor  can  attest,  sources  are  rarely  pure  or  simple,  and  Assange  was  no  ex¬ 
ception.”  [FN394]  Further,  even  when  asserting  that  First  Amendment  values  require  that  Wikileaks  not  be  sup¬ 
pressed,  Keller  prefaces  by  restating:  “1  do  not  regard  Assange  as  a  partner,  and  I  would  hesitate  to  describe 
what  WikiLeaks  does  as  journalism.”  [FN395]  By  contrast,  the  Guardian  frames  its  own  account  of  its  relation¬ 
ship  quite  differently:  “[T]he  fruit  of  Davies'  eager  pursuit  of  Assange  would  result  in  an  extraordinary,  if  some¬ 
times  strained,  partnership  between  a  mainstream  newspaper  and  WikiLeaks:  a  new  model  of  co-operation 
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aimed  at  publishing  the  world’s  biggest  leak.”  [FN396]  It  is  certainly  possible  that  the  difference  in  framing  re¬ 
flects  jurisdictional  susceptibility  and  the  advice  of  counsel;  the  Times  may  be  trying  to  preempt  possible  co¬ 
conspirator  charges  against  it  should  the  Department  of  Justice  decide  to  proceed  against  Assange  and  Wikileaks 
on  such  a  theory.  It  seems  more  likely,  however,  that  the  difference  reflects  the  Guardian’s  strategic  embrace  of 
the  networked  models  of  journalism,  on  the  one  hand,  and  the  Times’  continued  rejection  of  the  model. 

The  professional/reliable  vs.  unprofessional/unreliable  dichotomy  is  repeated  throughout  Keller's  essay  in 
more  context-specific  instances.  At  one  point  he  describes  a  certain  problem  the  Times  reporters  had  with  dis¬ 
playing  the  data;  “Assange,  slipping  naturally  into  the  role  of  office  geek,  explained  *390  that  they  had  hit  the 
limits  of  Exeel.”  [FN397]  By  contrast  to  Assange,  who  was  merely  like  “the  office  geek,”  Keller  later  describes 
the  challenge  of  organizing  the  data  and  explains  how,  “[w]ith  help  from  two  of  The  Times’s  best  computer 
minds  [the  lead  reporters]  figured  out  how  to  assemble  the  material  into  a  conveniently  searchable  and  secure 
database.”  [FN398]  When  discussing  the  redaction  efforts,  Keller  writes  of  the  Times'  efforts; 

Guided  by  reporters  with  extensive  experience  in  the  field,  we  redacted  the  names  of  ordinary  cit¬ 
izens,  loeal  officials,  activists,  academics  and  others  who  had  spoken  to  American  soldiers  or  diplomats. 
We  edited  out  any  details  that  might  reveal  ongoing  intelligence-gathering  operations,  military  tactics  or 
locations  of  material  that  could  be  used  to  fashion  terrorist  weapons.  [FN399] 

Keller  does  recognize  Wikileaks’  efforts  to  avoid  harming  innocents,  but  the  tone  is  quite  different.  He 
writes;  “In  the  case  of  the  Iraq  war  documents,  WikiLeaks  applied  a  kind  of  robo-redaction  software  that 
stripped  away  names  (and  rendered  the  documents  almost  illegible),”  and 

there  were  instances  in  which  WikiLeaks  volunteers  suggested  measures  to  enhance  the  protection  of 
innocents.  .  .  .  WikiLeaks  advised  everyone  to  substitute  a  dozen  uppercase  X’s  for  each  redacted  passage, 
no  matter  how  long  or  short.  .  .  .  Whether  WikiLeaks's  ‘harm  minimization’  is  adequate,  and  whether  it 
will  continue,  is  beyond  my  power  to  predict  or  influence.  WikiLeaks  does  not  take  guidance  from  The 
New  York  Times.  [FN400] 

When  writing  about  responsible  journalism,  Keller  again  focuses  on  differentiating  between  the  traditional 
media  participants  in  the  disclosure,  and  the  networked  elements,  this  time  explicitly  using  Wikileaks  as  an  an¬ 
chor  for  denigrating  the  networked  fourth  estate  more  generally; 

[W]e  felt  an  enormous  moral  and  ethical  obligation  to  use  the  material  responsibly.  While  we  as¬ 
sumed  we  had  little  or  no  ability  to  influence  what  WikiLeaks  did,  let  alone  what  would  happen  once  this 
material  was  loosed  in  the  echo  chamber  of  the  blogosphere,  that  did  not  free  us  from  the  need  to  exercise 
care  in  our  own  journalism.  [FN401] 

The  essay  was  written  two  months  after  the  initial  release.  Keller,  by  this  point,  knew  full  well  that 
Wikileaks  in  fact  did  not  release  materials  irresponsibly.  Nor  did  anyone  else  in  what  he  calls  “the  echo  chamber 
of  the  *391  blogosphere.”  The  assertion  of  difference  does  not  reflect  an  actual  difference  in  kind  relative  to 
what  was  disclosed  by  one  or  another  of  the  traditional  media  players.  Instead,  the  aside  largely  seems  to  express 
the  Times’  own  anxieties  about  Wikileaks  and  the  more  general  genre  that  it  represents  for  Keller. 

This  sense  of  self  appears  to  have  been  complemented  and  reinforced  by  the  Obama  Administration.  Com¬ 
paring  the  Obama  Administration’s  response  to  Wikileaks  to  that  of  the  Bush  Administration’s  response  to  the 
NSA  eavesdropping  story,  Keller  recounts; 

[T]he  Obama  administration’s  reaction  was  different.  It  was,  for  the  most  part,  sober  and  professional. 
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The  Obama  White  House,  while  strongly  condemning  WikiLeaks  for  making  the  documents  public,  did 
not  seek  an  injunction  to  halt  publication.  There  was  no  Oval  Office  lecture.  On  the  contrary,  in  our  dis¬ 
cussions  before  publication  of  our  articles.  White  House  officials,  while  challenging  some  of  the  conclu¬ 
sions  we  drew  from  the  material,  thanked  us  for  handling  the  documents  with  care.  [FN402J 
This  basic  story  line  repeats  itself  in  the  Der  Spiegel  recounting.  In  describing  their  meetings  with  the  Ad¬ 
ministration,  Rosenbach  and  Stark  state  quite  clearly:  “The  official  fury  of  the  US  government  was  directed  at 
the  presumed  source,  Bradley  Manning,  and,  most  of  all,  WikiLeaks.  The  government  was  not  interested  in 
quarreling  with  the  media  organizations  involved.”  [FN403]  It  appears  as  though  the  Administration  either  really 
did  not  fear  disclosure,  as  long  as  it  was  by  organizations  it  felt  were  within  its  comfort  zone,  or  it  was  using  the 
distinction  and  relative  social-cultural  weakness  of  Wikileaks  to  keep  the  established  media  players  at  the  table 
and,  perhaps,  more  cooperative  with  the  Administration's  needs. 

It  is  precisely  in  these  descriptions  of  the  relationship  with  the  Administration,  from  both  the  Times  and  Der 
Spiegel,  that  we  see  the  danger  that  mixing  the  press'  own  identity  anxiety  with  reporting  on  the  press  presents 
for  the  networked  fourth  estate.  As  one  observes  the  multi-system  nature  of  the  attacks  on  Wikileaks,  as  well  as 
its  defenses,  it  becomes  obvious  that  law  is  but  one  dimension  in  this  multidimensional  system  of  freedom  and 
constraint.  As  we  saw  in  Part  III,  law,  at  least  First  Amendment  law,  is  largely  on  the  side  of  Wikileaks;  no  less 
so  than  it  is  on  the  side  of  the  New  York  Times  or  Der  Spiegel.  Law,  however,  is  not  the  only  operative  dimen¬ 
sion.  The  social-political  framing  of  the  situation,  alongside  the  potential  constraints  the  government  feels  on  its 
legal  chances  and  political  implications  of  attempting  to  prosecute,  as  well  as  the  possibility  of  using  the  various 
extralegal  avenues  we  saw  used  in  this  case,  have  a  real  effect  on  how  vulnerable  an  entity  is  to  all  these  various 
forms  of  attack.  Keller  writes: 

*392  As  one  of  my  colleagues  asks:  If  Assange  were  an  understated  professorial  type  rather  than  a 
character  from  a  missing  Stieg  Larsson  novel,  and  if  WikiLeaks  were  not  suffused  with  such  glib  anti¬ 
pathy  toward  the  United  States,  would  the  reaction  to  the  leaks  be  quite  so  ferocious?  And  would  more 
Americans  be  speaking  up  against  the  threat  of  reprisals?  [FN404] 

The  question,  of  course,  is  what  role  traditional  media  players  in  the  United  States  played  in  creating  that 
perception  of  Assange,  and  with  it  the  license  for  what  Keller  described  as  the  “ferocious”  responses.  Compare 
Keller's  “dirty  white  shirt”  or  “filthy  white  socks”  description  to  Der  Spiegel's  description  of  Assange  as 
“wearing  a  white  shirt  and  jacket  and  sporting  a  three-day  beard,  was  even  paler  than  usual  and  had  a  hacking 
cough.  ‘Stress,’  he  said,  by  way  of  apology.”  [FN405]  Similarly,  Rosenbach  and  Stark  describe  Assange  as  a 
man  who  is  very  difficult  to  work  with  but  one  with  whom,  after  extensive  interactions  involving  lawyers,  din¬ 
ner,  and  long  negotiations  over  wine,  a  deal  could  be,  and  was,  reached.  Keller's  vignettes  describe  someone 
who  was  only  marginally  sane  and  certainly  malevolent.  El  Pais  editor  Javier  Moreno  claimed  that  the  many 
hours  of  a  meeting  with  Assange  were  insufficient  to  form  a  rigorously-researched  profile,  but  he  could  attest 
that  the  discussion  was  purely  focused  on  a  common  publication  calendar  and  on  how  critical  it  was  to  protect 
names,  sources,  and  dates  that  could  put  people  at  risk.  [FN406]  Keller  and  the  Times,  then,  are  not  innocent 
bystanders  in  the  perceptions  of  Assange  that  made  the  response  to  him  so  ferocious,  but  primary  movers.  It  was 
the  Times,  after  all,  that  chose  to  run  a  front  page  profile  of  Assange  a  day  after  it  began  publishing  the  Iraq  war 
logs  in  which  it  described  him  as  “a  hunted  man”  who  “demands  that  his  dwindling  number  of  loyalists  use  ex¬ 
pensive  encrypted  cellphones  and  swaps  his  own  the  way  other  men  change  shirts,”  and  “checks  into  hotels  un¬ 
der  false  names,  dyes  his  hair,  sleeps  on  sofas  and  floors,  and  uses  cash  instead  of  credit  cards,  often  borrowed 
from  friends.”  [FN407] 

What  responsibility  does  the  established  press  have  toward  the  newcomers  in  the  networked  fourth  estate  not 
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to  paint  them  in  such  terms  that  they  become  fair  game  for  aggressive,  possibly  life-threatening,  and  certainly 
deeply  troubling  pressures  and  threats  of  prosecution?  There  is  a  direct  intellectual  line  connecting  Klein's  “you 
couldn't  have  a  starker  contrast  *393  between  the  multiple  layers  of  checks  and  balances,  and  a  guy  sitting  in  his 
living  room  in  his  pajamas  writing  what  he  thinks”  [FN408]  to  Keller's  “bag  lady  walking  in  off  the  street,” 
[FN409]  twice  denied  as  “a  source,  not  as  a  partner.”  [FN410]  In  combination  with  the  Administration's  clear 
deference  to  the  traditional  media,  on  the  one  hand,  and  its  repeated  denunciations  of,  threats  to,  and  multi¬ 
systems  attacks  on  Wikileaks  and  Assange  on  the  other,  the  need  of  the  incumbent  media  organizations  to  assert 
their  identity  and  shore  up  their  own  continued  vitality  threatens  emerging  elements  of  the  networked  fourth  es¬ 
tate.  “Multiple  layers  of  checks  and  balances”  are  merely  one  way  of  creating  accountability;  the  social  relations 
among  elite  players  that  make  these  meetings  feasible  and  that  allow  Keller  to  present  cables  to  the  administra¬ 
tion  are  central  aspects  of  what  both  the  government  and  the  incumbents  of  the  fourth  estate  value,  and  it  is  the 
absence  of  such  relations  in  the  new  organizational  forms  run  by  social  outsiders  that  is  so  threatening.  The  risk 
is  that  the  government  will  support  its  preferred  media  models,  and  that  the  incumbent  mass  media  players  will, 
in  turn,  vilify  and  denigrate  the  newer  models  in  ways  that  make  them  more  vulnerable  to  attack  and  shore  up 
the  privileged  position  of  those  incumbents  in  their  role  as  a  more  reliable  ally-watchdog.  This  threat  is  particu¬ 
larly  worrisome  because  it  comes  as  the  economics  of  incumbent  media  force  us  to  look  for  new  and  creative 
networked  structures  to  fill  the  vacuum  left  by  the  industrial  decline  of  mid-twentieth  century  media  models. 

ii.  Collaboration  Between  Networked  and  Incumbent  Models  of  Journalism 

The  events  surrounding  Wikileaks  mark  the  difficulties  with  what  will  inevitably  become  a  more  broadly  ap¬ 
plicable  organizational  model  for  the  fourth  estate.  This  new  model  will  require  increased  integration  between 
decentralized  networked  and  traditional  professional  models  of  information  production,  and  concentration  of  at¬ 
tention. 

On  the  production  side,  even  looking  narrowly  at  the  question  of  leaks,  whatever  else  happens,  spinoffs  from 
Wikileaks-OpenLeaks  or  BrusselsLeaks,  efforts  by  established  news  organizations  like  Al-Jazeera  and  the  New 
York  Times  to  create  their  own  versions  of  secure,  online  leaked  document  repositories— mark  a  transition  away 
from  the  model  of  the  leak  to  one  trusted  Journalist  employed  by  a  well-established  news  organization.  The  ad¬ 
vantages  of  this  model  to  the  person  leaking  the  documents  are  obvious.  A  leak  to  one  responsible  organization 
may  lead  to  non-publication  and  suppression  of  the  story.  The  New  York  Times  famously  delayed  publication  of 
*394  its  story  on  the  NSA  domestic  eavesdropping  program  for  a  year.  [FN41 1]  Wikileaks  has  shown  that  by 
leaking  to  an  international  networked  organization  able  to  deliver  the  documents  to  several  outlets  in  parallel, 
whistleblowers  can  reduce  the  concern  that  the  personal  risk  they  take  in  leaking  the  document  will  be  in  vain. 
Major  news  organizations  that  want  to  receive  these  leaks  will  have  to  learn  to  partner  with  organizations  that, 
like  Wikileaks,  can  perform  that  function. 

Leaking  is,  of  course,  but  one  of  many  ways  in  which  news  reporting  can  benefit  from  the  same  distributed 
economics  that  drive  open  source  development  or  Wikipedia.  The  user-created  images  from  the  London  Under¬ 
ground  bombing  in  2005  broke  ground  for  this  model.  They  were  the  only  source  of  images.  During  the  Iranian 
reform  movement  protests  in  2009,  videos  and  images  created  by  users  on  the  ground  became  the  sole  video 
feed  for  international  news  outlets,  and  by  the  time  of  the  Tunisian  and  Egyptian  uprisings  in  early  2011,  the  in¬ 
tegration  of  these  feeds  into  mainline  reporting  had  become  all  but  standard.  Just  as  in  open  source  software 
“given  enough  eyeballs,  all  bugs  are  shallow,”  [FN412]  a  distributed  population  armed  with  cameras  and  video 
recorders,  and  a  distributed  population  of  experts  and  insiders  who  can  bring  more  expertise  and  direct  experi¬ 
ence  to  bear  on  the  substance  of  any  given  story,  will  provide  tremendous  benefits  of  quality,  depth,  and  context 
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to  any  story. 

But  the  benefits  are  very  clearly  not  only  on  the  side  of  traditional  media  integrating  distributed  inputs  into 
their  own  model.  Looking  specifically  at  Wikileaks  and  the  embassy  cables  shows  that  responsible  disclosure 
was  the  problem  created  by  these  documents  that  was  uniquely  difficult  to  solve  in  an  open  networked  model. 
The  problem  was  not  how  to  release  them  indiscriminately;  that  is  trivial  to  do  in  the  network.  The  problem  was 
not  how  to  construct  a  system  for  sifting  through  these  documents  and  identifying  useful  insights.  Protestations 
of  the  professional  press  that  simply  sifting  through  thousands  of  documents  and  identifying  interesting  stories 
cannot  be  done  by  amateurs  sound  largely  like  protestations  from  Britannica  editors  that  Wikipedia  will  never  be 
an  acceptable  substitute  for  Britannica.  At  this  stage  of  our  understanding  of  the  networked  information  eco¬ 
nomy,  we  know  full  well  that  distributed  solutions  can  solve  complex  information  production  problems.  It  was 
the  decision  to  preserve  confidentiality  that  made  the  usual  approach  to  achieving  large-scale  tasks  in  the  net¬ 
worked  environment-peer  production,  large-scale  distributed  collaboration-unavailable.  One  cannot  harness 
thousands  of  volunteers  on  an  open  networked  platform  to  identify  what  information  needs  to  be  kept  secret.  To 
get  around  that  problem,  *395  Wikileaks  needed  the  partnership  with  major  players  in  the  incumbent  media  sys¬ 
tem,  however  rocky  and  difficult  to  sustain  it  turned  out  to  be. 

Another  central  aspect  of  the  partnership  between  Wikileaks  and  its  media  partners  was  achieving  salience 
and  attention.  There  is  little  doubt  that  mass  media  continues  to  be  the  major  pathway  to  public  attention  in  the 
United  States,  even  as  the  role  of  Internet  news  consumption  rises.  [FN413]  Debates  continue  as  to  the  extent  to 
which  the  agenda  set  through  those  organizations  can,  or  cannot,  be  more  broadly  influenced  today  through  non¬ 
mainstream  media  action.  [FN414]  Both  the  Wikileaks  case  and  the  brief  event  study  of  the 
200-million-dollar-a-day  story  suggest  that,  at  a  minimum,  ultimate  transmission  to  the  main  agenda  of  the  pop¬ 
ulation  requires  transmission  through  mass  media.  However  important  a  subject,  if  it  cannot  ultimately  make  its 
way  to  mainstream  media,  it  will  remain  peripheral  to  the  mainstream  of  public  discourse,  at  least  for  the  inter¬ 
mediate  future.  [FN415]  Networked  organizations  need  a  partnership  model  with  traditional  organizations  in 
large  part  to  achieve  salience. 

As  more  mature  sectors  in  which  collaboration  across  the  boundary  between  traditional  organizational  mod¬ 
els  and  new  networked  models  show,  creating  these  collaborations  is  feasible  but  not  trivial.  Open  source  soft¬ 
ware  is  the  most  mature  of  these,  and  it  shows  both  the  feasibility  and  complexity  of  the  interface  between  more 
hierarchical  and  tightly  structured  models  and  flat,  networked,  informal  structures.  [FN416]  The  informality  of 
loose  networks  and  the  safety  of  incumbent  organizations  draw  different  people,  with  different  personalities  and 
values;  working  across  these  differences  is  not  always  easy.  In  looking  at  the  Wikileaks  case,  it  is  difficult  to 
separate  out  how  much  of  the  difficulties  in  the  interface  were  systemic  and  how  much  a  function  of  interperson¬ 
al  antipathy,  Assange's  personality,  and  the  *396  Times'  ambivalence  about  working  with  Wikileaks.  [FN417J  In 
thinking  of  the  events  as  a  case  study,  it  is  important  not  to  allow  these  factors  to  obscure  the  basic  insights:  col¬ 
laboration  is  necessary,  it  is  mutually  beneficial,  and  it  is  hard. 

The  networked  fourth  estate  will  be  made  up  of  such  interaction  and  collaboration,  however  difficult  it  may 
be  initially.  The  major  incumbents  will  continue  to  play  an  important  role  as  highly  visible,  relatively  closed  or¬ 
ganizations  capable  of  delivering  much  wider  attention  to  any  given  revelation,  and  to  carry  on  their  operations 
under  relatively  controlled  conditions.  The  networked  entrants,  not  individually,  but  as  a  network  of  diverse  in¬ 
dividuals  and  organizations,  will  have  an  agility,  scope,  and  diversity  of  sources  and  pathways  such  that  they 
will,  collectively,  be  able  to  collect  and  capture  information  on  a  global  scale  that  would  be  impossible  for  any 
single  traditional  organization  to  replicate  by  itself.  Established  news  outlets  find  this  partnership  difficult  to  ad- 
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just  to.  Bloggers  have  been  complaining  for  years  that  Journalists  pick  up  their  stories  or  ideas  without  giving 
the  kind  of  attribution  they  would  normally  give  to  Journalists  in  other  established  organizations.  But  Just  as 
software  companies  had  to  learn  to  collaborate  with  open  source  software  developers,  so  too  will  this  industry 
have  to  develop  its  interactions.  We  already  see  outlets  like  the  Guardian  well  ahead  of  the  curve,  integrating 
what  are  effective  expert  blogs  into  their  online  platform  as  part  of  their  menu  of  offerings.  We  see  the  BBC  suc¬ 
cessfully  integrating  requests  for  photographs  and  stories  from  people  on  the  ground  in  fast-moving  news  situ- 
ations-although  not  quite  yet  solving  the  problem  of  giving  the  sources  a  personality  and  voice  of  a  collaborat¬ 
ive  contributor.  One  would  assume  that  the  networked  components  of  the  fourth  estate  will  follow  the  same  arc 
that  Wikipedia  has  followed:  from  something  that  simply  isn't  acknowledged,  to  a  Joke,  to  a  threat,  to  an  indis¬ 
pensable  part  of  life. 


Conclusion 

A  study  of  the  events  surrounding  the  Wikileaks  document  releases  in  2010  provides  a  rich  set  of  insights 
about  the  weaknesses  and  sources  of  resilience  of  the  emerging  networked  fourth  estate.  It  marks  the  emergence 
of  a  new  model  of  watchdog  function,  one  that  is  neither  purely  networked  nor  purely  traditional,  but  is  rather  a 
mutualistic  interaction  between  the  two.  It  identifies  the  peculiar  risks  to,  and  sources  of  resilience  of,  the  net¬ 
worked  fourth  estate  in  a  multidimensional  system  of  expression  and  restraint,  and  suggests  the  need  to  resolve  a 
major  potential  vulnerability-the  ability  of  private  infrastructure  companies  to  restrict  speech  without  being 
bound  by  *397  the  constraints  of  legality,  and  the  possibility  that  government  actors  will  take  advantage  of  this 
affordance  in  an  extralegal  public-private  partnership  for  censorship.  Finally,  it  offers  a  richly  detailed  event 
study  of  the  complexity  of  the  emerging  networked  fourth  estate,  and  the  interaction,  both  constructive  and  de¬ 
structive,  between  the  surviving  elements  of  the  traditional  model  and  the  emerging  elements  of  the  new.  It 
teaches  us  that  the  traditional,  managerial-professional  sources  of  responsibility  in  a  free  press  function  imper¬ 
fectly  under  present  market  conditions,  while  the  distributed  models  of  mutual  criticism  and  universal  skeptical 
reading,  so  typical  of  the  Net,  are  far  from  powerless  to  deliver  effective  criticism  and  self-correction  where  ne¬ 
cessary.  The  future  likely  is,  as  the  Guardian  put  it,  “a  new  model  of  co-operation”  between  surviving  elements 
of  the  traditional,  mass-mediated  fourth  estate,  and  its  emerging  networked  models.  [FN418]  The  transition  to 
this  new  model  will  likely  be  anything  but  smooth. 
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Building  of  the  House  of  Representatives:  The  Man  with  the  Muck-Rake  (Apr.  14,  1906),  available  at  Voices  of 
Democracy,  http://voicesofdemocracy.umd.edu/theodore-roosevelt-the-man-with-the-muck-rake-speech-text. 

[FN2].  Adam  Levine,  Gates:  Leaked  Documents  Don’t  Reveal  Key  Intel,  But  Risks  Remain,  Cnn  (Oct.  16,  2010, 
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[FN4].  See  detailed  description  and  sourcing  infra,  notes  53-55. 
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[hereinafter  Assange  Annotations], 

[FN25].  Pentagon  Report,  supra  note  21,  at  2. 

[FN26].  Id.  at  5.  These  are  descriptions  that  largely  appear  to  take  Wikileaks'  own  self-description  as  true. 
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[FN27].  Id.  at  2. 

[FN2S].  Id.  at  3. 

[FN29J.  Id. 

[FN30].  Id.  at  6  (quoting  New  York  Times  Co.  v.  United  States,  403  U.S.  713.  717  (1971)). 

[FN31].  Id.  at  9  (“The  foreign  staff  writer  for  Wikileaks.org,  Julian  Assange,  wrote  several  news  articles,  coau¬ 
thored  other  articles,  and  developed  an  interactive  data  base  for  the  leaked  documents.  In  addition,  other 
Wikileaks.org  writers  and  various  writers  for  other  media  publications  wrote  separate  news  articles  based  on  the 
leaked  information  posted  to  the  Web  site.”). 

[FN32].  Id.  at  11. 

[FN33].  Id. 

[FN34].  Id.  at  15. 

[FN35].  A  search  in  the  Lexis-Nexis  “News,  All”  database  for  articles  published  from  January  1,  2007  until 
December  31,  2008  using  the  term  “Wikileaks”  yielded  407  results.  A  “focus”  search  for  “Assange”  yielded  ten 
results. 

[FN36].  Pentagon  Report,  supra  note  21,  at  2. 

[FN37].  Id. 

[FN38].  David  Samo,  Burst  of  Leaks  Getting  Slippery,  L.A.  Times,  Apr.  16,  2008,  at  El. 

[FN39].  Pentagon  Report,  supra  note  21,  at  3.  Assange  notes  that  this  is  an  overstatement  of  inaccuracy;  his  an¬ 
notations  suggest  that  1%  of  received  documents  fail  verification  and  are  not  posted,  while  no  documents  posted 
to  date  on  Wikileaks  have  failed  verification.  Assange  Annotations,  supra  note  24. 

[FN40].  Pentagon  Report,  supra  note  21,  at  3. 

[FN41].  Wikileaks  itself  has  provided  no  public  statement  about  the  source.  Manning  was  charged  by  the  Army 
only  with  the  first  release.  Glenn  Greenwald  of  Salon  makes  a  powerful  case  that  the  evidence  against  Manning 
originates  in  a  highly  unreliable  source.  Glenn  Greenwald,  The  Strange  and  Consequential  Case  of  Bradley 
Manning,  Adrian  Lamo  and  Wikileaks,  Salon  (June  18,  2010,  8:20  AM),  ht- 

tp://www.salon.com/news/opinion/glenn_greenwald/2010/06/18/wikileaks  [hereinafter  Greenwald,  Strange  and 
Consequential],  For  the  background  story,  see  Chris  McGreal,  Hacker  Turns  in  US  Soldier  over  WikiLeaks  Iraq 
Video,  The  Guardian,  June  8,  2010,  at  15,  available  at  http:// 

www.guardian.co.uk/world/2010/jun/07/hacker-wikileaks-iraq-video-manning.  The  underlying  materials  Green¬ 
wald  discusses  include  Kevin  Poulsen  &  Kim  Zetter,  Suspected  Wikileaks  Source  Described  Crisis  of  Con¬ 
science  Leading  to  Leaks,  Threat  Level  (Wired)  (June  10,  2010,  8:41  PM),  http:// 

www.wired.com/threatlevel/20 10/06/conscience. 

[FN42].  Elizabeth  Bumiller,  Video  Shows  U.S.  Killing  of  Reuters  Employees,  N.Y.  Times,  Apr.  5,  2010,  at  A 13, 
available  at  http://  www.nytimes.com/2010/04/06/world/middleeast/06baghdad.html7hp. 
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[FN43].  Collateral  Murder,  WikiLeaks  (Apr.  5,  2010).  Full  version  available  at  ht- 

tp://www.youtube.com/watch?v=IS9sxRfU-ik  [hereinafter  Collateral  Murder,  full  version].  Edited  version  avail¬ 
able  at  http;//www.youtube. com/watch?  v=5rXPrfnU3GO  [hereinafter  Collateral  Murder,  edited  version]. 

[FN44].  See  Chris  McGreal,  Wikileaks  Reveals  Video  Showing  US  Air  Crew  Shooting  Down  Iraqi  Civilians, 
The  Guardian,  Apr.  6,  2010,  at  2,  available  at  ht- 

tp://www.guardian.co.uk/world/2010/apr/05/wikileaks-us-arniy-iraq-attack;  WikiLeaks  Posts  Video  of  ‘US  Mil¬ 
itary  Killings'  in  Iraq,  BBC  (Apr.  6,  2010),  http;//news.bbc.co.uk/2/hi/americas/8603938.stin. 

[FN45].  Greenwald,  Strange  and  Consequential,  supra  note  41. 

[FN46].  Glenn  Greenwald,  The  Inhumane  Conditions  of  Bradley  Manning's  Detention,  Salon  (Dec.  15,  2010, 
1:15  AM),  http://  www.salon.eom/news/opinion/glenn_greenwald/2010/12/14/manning/index.html  [hereinafter 
Greenwald,  Inhumane  Conditions];  Joshua  Norman,  Bradley  Manning,  Alleged  WikiLeaks  Source,  in  Solitary 
Confinement,  CBS  News  (Dec.  15,  2010),  http://www.cbsnews.eom/8301-503543_162-20025724-503543.html. 

[FN47].  See  Radio  Berkman  171:  Wikileaks  and  the  Information  Wars,  Berkman  Ctr.  for  Internet  &  Soc'y  at 
Harvard  Univ.  (Dec.  8,  2010),  http:// 

wilkins.law.harvard.edu/podcasts/mediaberkman/radioberkman/_files/2010-12-09_ 
004JZLESSlGTRANSCRlPT.pdf  (transcript  of  podcast). 

[FN48].  Justin  Fishel,  Military  Raises  Questions  About  Credibility  of  Leaked  Iraq  Shooting  Video,  Fox  News 
(Apr.  7,  2010),  http:// 

www.foxnews.com/politics/2010/04/07/military-raises-questions-credibility-leaked-iraq-shooting-video. 

[FN49].  The  helicopter  circled  the  struggling,  injured  man,  as  one  of  the  pilots  is  heard  saying,  “Come  on  buddy, 
all  you  gotta  do  is  pick  up  a  weapon.”  Collateral  Murder,  full  version,  supra  note  43,  at  6:55-7:03. 

[FN50].  Collateral  Murder,  full  version,  supra  note  43,  at  2:30-2:42;  Collateral  Murder,  edited  version,  supra 
note  43,  at  4:05-4: 17. 

[FN51].  The  edited  version  excludes  the  moment  when  the  pilot  hears  that  the  ground  troops  have  found  a 
wounded  girl  and  says,  “Ah,  damn,  oh  well,”  in  an  aural  shrug.  Collateral  Murder,  full  version,  supra  note  43,  at 
17:1 1.  Similarly,  an  unrelated  incident,  fifteen  minutes  later  and  caught  as  part  of  the  full  cut,  clearly  displays 
the  same  gunship's  crew  shooting  hellfire  missiles  into  a  building  just  as  an  unarmed  civilian  walks  by  the 
house,  and  again  describes  in  conversation  among  the  pilots  another  missile  hitting  the  same  building  as  three 
apparently  unarmed  civilians  walk  through  the  rubble  looking  for  survivors.  Collateral  Murder,  full  version, 
supra  note  43,  at  34:00.  At  least  some  individuals  walking  into  the  building  before  that  point  appear  unarmed. 
These  much  more  damning  images  were  not  part  of  the  edited  version,  presumably  because  they  were  not  part  of 
the  story  about  shooting  the  Reuters  crew.  An  advocacy  piece  aiming  to  besmirch  the  U.S.  military  would 
clearly  have  highlighted  those  unambiguous  examples  of  callous  disregard  for  human  life  by  the  same  gun  crew, 
minutes  after  they  had  seen  that  they  shot  and  injured  two  children  in  the  course  of  trying  to  prevent  the  evacu¬ 
ation  of  an  unarmed  person  they  had  injured  in  their  prior  volley. 

[FN52].  At  minute  16:00  of  the  full  video,  the  pilot  reiterates  seeing  the  RPG  as  the  reason  to  ask  for  permission 
to  fire;  at  minute  19:22-26  of  that  video,  one  of  the  ground  troops  is  heard  saying,  “I  got  one  individual  looks 
like  he's  got  an  RPG  round  laying  underneath  him.”  Collateral  Murder,  full  version,  supra  note  43,  at  16:00, 
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19:22-26. 

[FN53].  See  David  Leigh,  Afghanistan  War  Logs:  How  the  Guardian  Got  the  Story,  The  Guardian,  July  26, 
2010,  at  2,  available  at  http://  www.guardian.co.uk/world/2010/jul/25/afghanistan-war-logs-explained-video. 

[FN54].  See  David  Leigh  &  Luke  Harding,  WikiLeaks:  Strained  Relations,  Accusations-and  Crucial  Revela¬ 
tions,  The  Guardian,  Feb.  1,  2011,  at  16,  available  at  ht- 

tp://www.guardian.co.uk/world/201  l/Jan/31/wikileaks-embassy-cables-publication;  Bill  Keller,  Dealing  with 
Assange  and  the  WikiLeaks  Secrets,  N.Y.  Times,  Jan.  26,  201 1,  at  MM32,  later  online  version  of  article  avail¬ 
able  at  http://www.nytimes.com/2011/01/30/magazine/30Wikileaks-t.html7_  r=l&pagewanted=all;  Marcel 
Rosenbach  &  Holger  Stark,  An  Inside  Look  at  Difficult  Negotiations  with  Julian  Assange,  SPIEGEL,  Jan.  28, 
2010,  available  at  http://www.spiegel.de/international/world/0, 151 8,742 163,00.html. 

[FN55].  Assange  explains  that  posting  the  materials  included  removing  about  one-fifth  of  the  materials  to  pre¬ 
vent  potential  harm  to  individuals  mentioned  in  them,  processing  to  provide  distribution  and  statistical  analyses, 
and  in  particular  that  he  himself  identified  the  documents  relating  to  one  of  the  most  significant  finds,  the  de¬ 
scription  of  Taskforce  373,  a  force  that  undertook  targeted  assassinations  in  Afghanistan.  Assange  Annotations, 
supra  note  24.  For  a  publication  of  this  story,  see  Nick  Davies,  Afghanistan  War  Logs:  Task  Force  373“Special 
Forces  Hunting  Top  Taliban,  The  Guardian,  July  25,  2010,  at  4,  available  at  ht- 

tp://www.guardian.co.uk/world/2010/jul/25/task-force-373-secret-afghanistan-taliban. 

[FN56].  C.  J.  Chivers  et  al..  View  is  Bleaker  than  Official  Portrayal  of  War  in  Afghanistan,  N.Y.  Times,  July  25, 
2010,  at  Al,  available  at  http://  www.nytimes.eom/2010/07/26/world/asia/26warlogs.html;  Nick  Davies  &  David 
Leigh,  Afghanistan  War  Logs:  Massive  Leak  of  Secret  Files  Exposes  Truth  of  Occupation,  The  Guardian,  July 
26,  2010,  at  I,  available  at  http://www.guardian.co.uk/world/2010/jul/25/afghanistan-war-logs-military-leaks. 

[FN57].  Eric  Schmitt,  In  Disclosing  Secret  Documents,  WikiLeaks  Seeks  ‘Transparency,’  N.Y.  Times,  July  26, 
2010,  at  All. 

[FN58].  Terence  Burlij,  The  Morning  Line:  Leaked  Afghanistan  Field  Reports  to  Shape  Political  War  Debate  At 
Home,  The  Rundown  (PBS  Newshour)  (July  26,  2010,  9:30  AM),  ht- 

tp://www.pbs.org/newshour/rundown/2010/07/the-moming-line-leaked-afghanistan-field-reports-to-shape-politi 
cal-war-debate-at-home.html. 

[FN59].  Adam  Brookes,  Huge  Wikileaks  Release  Shows  US  ‘Ignored  Iraq  Torture,’  BBC  News  (Oct.  23,  2010), 
http://www.bbc.co.uk/news/world-middle-east-l  1611319. 

[FN60].  Levine,  supra  note  2. 

[FN61].  Nancy  A.  Youssef,  Officials  May  be  Overstating  the  Danger  from  WikiLeaks,  McClatchy  (Nov.  28, 
2010),  http://  www.meelatchydc.com/2010/1 1/28/104404/officials-may-be-overstating-the.html. 

[FN62].  See  Adam  Levine,  Top  Military  Official:  WikiLeaks  Founder  May  Have  ‘Blood’  on  His  Hands,  CNN 
(July  29,  2010),  http://  www.cnn.eom/2010/US/07/29/wikileaks.mullen.gates/index.html.  A  BBC  report  attrib¬ 
uted  a  similar  statement  to  Defense  Secretary  Robert  Gates.  Brookes,  supra  note  59. 

[FN63].  The  Iraq  Archive:  The  Strands  of  a  War,  N.Y.  Times,  Oct.  23,  2010,  at  Al. 
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[FN64].  Hans  Hoyng  et  al..  The  WikiLeaks  Iraq  Logs:  A  Protocol  of  Barbarity,  Spiegel  Online,  Oct.  25,  2010, 
http://  www.spiegel.de/international/world/0, 1 5 1 8,724026,00. html. 

[FN65].  Brookes,  supra  note  59. 

[FN66].  For  an  example,  see  Sabrina  Tavemise  &  Andrew  W.  Lehren,  Detainees  Fared  Worse  in  Iraqi  Hands, 
Logs  Say,  N.Y.  Times,  Oct.  23,  2010,  at  A8. 

[FN67].  “Mr.  Morrell,  of  the  Pentagon,  told  the  BBC  that  the  leak  was  a  ‘travesty’  which  provided  enemies  of 
the  West  with  an  ‘extraordinary  database  to  figure  out  how  we  operate’.  He  said  the  cache  of  documents  con¬ 
tained  ‘nothing  new’  with  regards  to  fundamental  policy  issues.  And  he  once  again  asked  Wikileaks  to  remove 
the  documents  from  the  web  and  return  them  to  the  Department  of  Defense."  Brookes,  supra  note  59. 

[FN68].  id. 

[FN69].  John  F.  Bums  &  Ravi  Somaiya,  WikiLeaks  Founder  on  the  Run,  Trailed  by  Notoriety,  N.Y.  Times,  Oct. 
23,  2010,  available  at  http://  www.nytimes.eom/2010/10/24/world/24assange.html. 

[FN70].  id. 

[FN71].  See  Strom,  supra  note  22  (“[A]  tiny  online  source  of  information  and  documents  that  governments  and 
corporations  around  the  world  would  prefer  to  keep  secret.’’). 

[FN72].  Friedman,  supra  note  8. 

[FN73].  Scott  Shane,  Keeping  Secrets  WikiSafe,  N.Y.  Times,  Dec.  12,  2010,  at  WKl;  US  Embassy  Cables:  The 
Background,  BBC  News  (Nov.  29,  2010),  http://  www.bbc.co.uk/news/world-us-canada-l  1862320. 

[FN74].  Shane,  supra  note  73;  David  Leigh,  How  250,000  US  Embassy  Cables  Were  Leaked,  The  Guardian, 
Nov.  28,  2010,  at  2,  available  at  http://  www.guardian.co.uk/world/2010/nov/28/how-us-embassy-cables-leaked. 

[FN75].  Letter  from  Harold  Hongju  Koh,  Legal  Advisor,  U.S.  Dep't  of  State,  to  Jennifer  Robinson,  attorney  for 
Julian  Assange  (Nov.  27,  2010),  available  at  ht- 

tp://media.washingtonpost.com/wpsrv/politics/documents/Dept_of_State_Assange_  letter.pdf. 

[FN76].  18  U.S.C.  §  793(d)  (2006). 

[FN77].  Pentagon  spokesman  Geoff  Morrell  used  language  very  similar  to  that  which  would  be  used  by  the  State 
Department’s  legal  counsel  a  few  months  later,  claiming  that  the  documents  threaten  our  forces  and  Afghan  ci¬ 
vilians,  and  demanding  their  return.  U.S.  Dep't  of  Defense,  News  Transcript,  DOD  News  Briefing  with  Geoff 
Morrell  from  the  Pentagon  (Aug.  5,  2010),  available  at  ht- 

tp://www.defense.gov/transcripts/transcript.aspx?transcriptid=53001. 

[FN78].  See  infra  note  149;  Keller,  supra  note  54;  Marcel  Rosenbach  &  Holger  Stark,  Lifting  the  Lid  on 
WikiLeaks:  An  Inside  Look  at  Difficult  Negotiations  with  Julian  Assange,  Spiegel  Online,  Jan.  28,  201 1,  http:// 
www.spiegel.de/intemational/world/0, 1 5 1 8,742 1 63,00. html. 

[FN79].  Brett  J.  Blackledge  &  Jamey  Keaten,  Respected  Media  Outlets  Collaborate  with  WikiLeaks,  ABC  News 
(Dec.  3,  2010),  http://  abcnews.go.com/Business/wireStory ?id=  12302 107;  Shane,  supra  note  73. 
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[FN80].  See  infra  text  accompanying  notes  108-124. 

[FN81].  Lists  of  the  relevant  cables  are  maintained  by  several  news  organizations.  One  that  tracks  releases  by  a 
wide  range  of  organizations  is  the  Guardian.  See  WikiLeaks  Embassy  Cables,  The  Key  Points  at  a  Glance, 
guardian.co.uk,  Dec.  7,  2010,  http;// 

www.guardian.co.uk/world/2010/nov/29/wikileaks-embassy-cables-key-points.  A  shorter  list  is  maintained  by 
the  BBC.  See  At  a  Glance:  Wikileaks  Cables,  BBC  News  (Dec.  18,  2010),  ht- 

tp://www.bbc.co.uk/news/world-us-canada-l  1914040. 

[FN82].  Elizabeth  Dickinson,  The  First  WikiLeaks  Revolution?,  Foreign  Policy  (Jan.  13,  2011),  http;// 
wikileaks. foreignpolicy. com/posts/201  l/01/13/wikileaks_and_the  tunisia_  protests;  Scott  Shane,  Cables  from 
American  Diplomats  Portray  U.S.  Ambivalence  on  Tunisia,  N.Y.  Times,  Jan.  16,  201 1,  at  A14. 

[FN83J.  Leigh  &  Harding,  supra  note  54,  at  16. 

[FN84].  See,  e.g..  At  a  Glance;  Wikileaks  Cables,  supra  note  81;  Cable  09STATE151 13,  WikiLeaks,  ht- 
tp://213.251.145.96/cable/2009/02/09STATE15 113.html  #parl5  (last  visited  Feb.  19,  2011). 

[FN85].  In  his  annotations  to  the  February  8,  201 1  draft  of  this  article,  Julian  Assange  explained  that  the  “[n]ews 
value  of  this  cable  was  two  fold  1)  to  further  show  that  US  diplomats  were  being  illegally  used  to  conduct  for¬ 
eign  spying  (it  is  explicitly  stated  in  the  cable  to  keep  such  inquiries  secret  from  the  host  government),  and  to  re¬ 
veal  ‘assets'  the  US  might  fight  a  war  over  or  otherwise  use  its  diplomatic  muscle  to  control.”  Assange  Annota¬ 
tions,  supra  note  24. 

[FN86].  In  his  annotations  to  the  February  8,  201 1  draft  of  this  article,  Julian  Assange  reports  that  this  release 
was  done  in  coordination  with  the  Times  of  London,  rather  than  with  one  of  the  five  main  organizations  that  col¬ 
laborated  on  the  release.  Id. 

[FN87].  WikiLeaks  Publishes  List  of  Worldwide  Infrastructure  ‘Critical’  to  Security  of  U.S.,  MSNBC.com 
(Dec.  6,  2010),  http://www.msnbc.msn.com/  id/40526224/ns/us_news-wikileaks_in  security. 

[FN88].  David  Smith,  Morgan  Tsvangirai  Faces  Possible  Zimbabwe  Treason  Charge,  guardian.co.uk,  Dec.  27, 
20 1 0,  http://  www.guardian.co.uk/world/20 1 0/dec/27/wikileaks-morgan-tsvangirai-zimbabwe-sanctions. 

[FN89].  The  cable  was  posted  to  the  Guardian  on  December  8,  2010  at  21:30  GMT.  See  US  Embassy  Cables: 
Tsvangirai  Tells  US  Mugabe  Is  Increasingly  ‘Old,  Tired  and  Poorly  Briefed,’  guardian.co.uk,  Dec.  8,  2010,  ht¬ 
tp://  www.guardian.co.uk/world/us-embassy-cables-documents/241595.  It  was  posted  to  Wikileaks  that  same 
day,  apparently  about  an  hour  later.  See  Cable  09HARARE1004,  WikiLeaks  (Dec.  8,  2010,  22:31  GMT),  http:// 
213.251. 145.96/cable/2009/12/09HARARE1004.htmL  Assange  confirms  that  the  release  was  coordinated  and 
simultaneous.  Assange  Annotations,  supra  note  24.  The  release  appears  to  fall  within  the  practice  of  following 
the  judgment  of  the  mainstream  media  organizations  rather  than  releasing  independently. 

[FN90].  In  his  annotations  to  the  February  8,  201 1  draft  of  this  article,  Assange  explains: 

This  is  absolutely  false.  I  have  never  used  “poison  pill,”  nor  ever  made  a  threat.  I  have  stated  on  many 
times  that  we  have  distributed  backups,  to  insure  that  history  will  not  be  destroyed.  If  we  are  not  in  a  position  to 
continue  publishing  ourselves,  we,  in  understanding  the  significance  of  history,  will  release  the  passwords  to 
these  backups  of  future  publications  to  ensure  that  others  can  take  up  the  work.  The  disincentive  is  not  of  a 
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threatening  nature,  but  rather  to  make  mass  arrests,  sabotage  or  assassinations  pointless  exereises  in  prior  re¬ 
straint. 

Assange  Annotations,  supra  note  24.  This  annotation  suggests  no  misunderstanding.  The  term  “poison  pill” 
implies  a  measure  taken  by  a  potential  target  of  hostile  action  (originally,  a  shareholder  plan  intended  to  dilute 
the  holdings  of  the  winner  in  a  potential  hostile  corporate  takeovers  battle  in  the  1980s)  to  make  itself  toxic  to 
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Wikileaks— which  was,  of  course,  the 
outfit  which  leaked  that  infamous 
helicopter  video 

(http://collateralmurder.org/)— tweeted 
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moments  ago. 
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871  reading:  Search  Engine 


However,  a  visit  to  Facebook.com/wikiIeaks  (http://Facebook.com/wikileak^  shows  that  the 
"Official  Facebook  Page”  of  Wikileaks  is  up.  So  what's  the  big  deal?  It  appears  the  pafe  that  ^as" 
deleted  was  a  user-run  fan  page,  which  Wikileaks  tweeted  about  earlier  this  month: 

■loin  I.m  |■•an■lK.(lk  l■■:uu■lul.  at 
iiMi.  :v  V,!  (owner  of 

taneUil)  please  eimtaet 
wi-siipporteis(<:  sim.shinepres.s.org) 


Visiting  the  link  there  leads  nowhere  now. 

Wikileaks  and  Facebook  have  clashed  in  the  past.  When  they  released  their  helicopter  video 
earlier  this  month,  Wikileaks  accused  Facebook  of  "censoring"  links  to  it.  (Facebook  denied  this 
{http://blog.dogsounds.com/2010/04/06/facebook-censoring-wikileaks-not-so/).) 

But  the  most  interesting  Facebook-Wikileaks  episode  occurred  in  2008,  when  Wikileaks  was 
sued  by  Swiss  bank  Julius  Baer  (http://bits.blogs.nytimes.com/2008/03/05/bank-asks-judge- 
to-dismiss-its-suit-against-wikileaks-site/)  over  posting  stolen  documents  relating  to  one  of  its 
clients.  In  the  course  of  the  trial,  Julius  Baer  subpoenaed  an  officer  of  a  Wikileaks  Facebook 
page,  mistaking  him  for  an  officer  of  Wikileaks  itself.  According  to  Network  World 
(http://www.networkworld.com/community/node/25540),  Julius  Baer's  lawyer  sent  the 
following  to  the  guy— a  Stanford  student  named  Daniel  Matthews: 


Wikileaks  lists  you  as  an  officer  of  the  company  on  its  Facebook  page.  As  an  officer 
of  a  defendant  in  this  action,  my  client  is  entitled  to  serve  you  a  copy  of  the 
summons  and  complaint  pursuant  to  Rule  4(h)(1)(B)  of  the  Federal  Rules  of  Civil 
Procedure. 

Since  Julius  Baer  wasn't  able  to  get  hold  of  a  real  Wikileaks  employee— scattered  worldwide  as 
they  are— some  random  Stanford  student  had  to  go  to  trial  on  their  behalf  in  a  high  profile 
lawsuit.  (He  was  listed  as  the  "Stanford  representative"  of  Wikileaks 
(http://arstechnica.com/tech-policy/news/2008/03/wikileaks-restraining-order-a-failure- 
judge-says.ars)  on  the  page.)  He  was  not  pleased.  And  the  possibility  of  Facebook  users  being 
sued  simply  for  belonging  to  groups  probably  gave  Facebook  headaches,  too.  (The  suit  resulted 
in  Wikileaks  being  shut  down  for  a  bit  by  a  judge,  before  the  bank  ultimately  withdrew  their 


It's  possible  that,  having  been  burned  by  this  previous  episode,  Facebook  is  looking  to  head  off 
any  other  possible  legal  complications  for  its  users.  That,  or  Facebook  is  WORKING  FOR  THE 
CIA. 

Update:  Facebook  spokesman  Andrew  Noyes  responds: 


The  disabled  Wikileaks  page  was  flagged  as  an  inauthentic  Facebook  page  and  its 
fans  will  be  migrated  to  the  authentic  page  soon.  The  administrator  of  the 
inauthentic  page  violated  our  Statement  of  Rights  and  Responsibilities,  particularly 
Section  12.2,  which  states:  "You  may  only  administer  a  Facebook  page  if  you  are  an 
authorized  representative  of  the  subject  of  the  page. " 
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SWORN  STATEMENT 


For  uw  at  ffi'ta  torn,  3e«  AR  190-45;  Vie  proponent  agency  !a  PMG. 


PtWVACY  ACT  STATEMEWT 

Tf»8 10.  use  Socton  301;  Titte  S.  use  Section  2951;  E.O,  9397  Social  Security  Number  (SSNl. 

PffiNCIPAL.  PURPOSE:  To  document  potenlid  critninai  activity  involving  the  U.S.  Army,  and  to  eJiow  Army  olficiale  to  mainlaJn  diacipline, 

isw  Sid  order  through  Investigatim  of  complainia  and  inddenUL  '  . 

InftmnaBon  provided  may  be  further  disclosed  to  tederst.Blste,  local,  and  fcreign  government  lew  enfercament 
agendes,  proaecajtorTi,  caurla,  child  protective  soivicea,  victims,  witnessae,  the  Oepartment  of  VetetBra'^lfaji^,  and 
the  Office  of  Personnel  Management  infaemalion  provided  may  be  used  for  det«rtninalionsro9an»ngfo<®c^% 
non-Fitficial  purtshment,  oVier  administrative  discipHnary  schans,  security  ciearanoss,  recrusmepCiMenhon,' 
placement  end  other  personnel  aclions.  /?•  r'  ■  •  t 

h 

Dbclosura  of  yotjr  SSN  and  other  information  Is  voluntary.  V  ■>  ’"  U 


AUTHORITY: 


ROUTINE  USES: 


DISCLOSURE: 


i'guweeR 


LOCATION 

2/1 0  MTN  DIV.  Foil  Drum.  New  York 


1 2.  DATE  {yyyrMX/iix)) 

2011/01/39 


I  3.  TIME 

[  1300 


4  nUE- 


5.  LAST  NAME,  FIRST  NAME,  MItXiLE  NAME 
Showman,  Jihrleah  Wittney 


.  GRADE/STATUS 
E4/AD 


5.  ORGANIZATION  OR  ADDRESS 

S2.  2nd  HCT,  1 0th  MTN  DIV,  Fort  Drum  NY 


I  Jthrieah  Wittney  Showman 


_ .  WANT  TO  MAKE  THE  FOLLOVWKG  STATEMENT  UNDER  OATH. 

What  is  your  name,  rank,  SSN,  and  duty  position? 

A;  Jihrleah  Wittney  Showman,  SPC,  208-6^0036.  BCT  Security  Specialist  i{' 

Q;  When  did  you  first  come  to  know  PFC  Manning?  4;’ 

A:  MAR  of  09  when  he  got  to  the  unit.  I  was  arriving  to  the  unit  and  was  told  by  NtSG  A.dkiirs  that  I  would  be  the  team  leader  of  the 
35Fs.  ,  '  ^ 

Q:  Tell  me  about  the  incident  in  the  spring  when  Manning  missed  fT  formation. 

A;  He  missed  PT  Formation  in  APR  or  MAY,  there  was  still  snow  rm  the  ground.  I  ■went  to  Manning’s  room  to  make  sure  he  was 
alive,  knocked  on  the  door,  and  he  answered,  looking  like  he  just  wote  up.  I  told  kini  to  get  his  PTs  on  and  meet  me  at  the  entrance 
to  the  barracks.  I  was  not  yelling  at  him,  I  was  telling  him  what  to  do.'tJp  the  way  out  to  formation,  I  explained  to  him  In  a  very  calm 
voice  that  he  would  have  to  report  early  to  the  ccHnpany  for  PT  to  ensure  that  he  was  on  time.  I  also  told  him  I  would  have  to  give 
him  a  counseling  for  missing  fonnaiion.  We  were  approaching  MSG  Adkins  in  the  company  parking  lot,  whwi  Manning  frora  in  his 
tracks,  stai^  jumping  up  and  down  and  waving  his  arras,  yelling  to  the  point  that  saliva  was  com  ing  out  of  his  mouth.  MSG  Adkins 
approached  Manning  and  asked  him  in  a  calm  voice  what  his  problem  was.  After  Manning  calmed  down,  he  explained  that  his 
outburst  was  because  he  can't  handle  it  when  he  makes  inistakeb  or  messes  up.  He  was  counseled  later  that  day  and  his  corrective 
training  was  to  report  to  me  at  the  company  20  minutes  early  Ibr  PT  wery  day  for  about  month.  He  started  showing  up  on  time  after 
that. 

Q:  Was  any  thought  given  to  not  deploying  Manning? 

A;  Yes,  I  was  asked  by  MSG  Adkins  a  lot  about  Nbnning’s  mental  sate.  If  h  dealt  with  Manning,  I  was  asked  because  I  was  his  first 
line  supervisor.  Initially,  Manning  went  to  Behavior  A  Health  beie  at  Drum,  but  since  it  was  sel  f-rcferral  we  never  got  any  data  back 
ftom  his  appointments  and  no  follow-ups  w|^  scheduled.  Adtually,  several  incidents  occurred  that  should  have  led  to  Manning  not 
deploying;  emotkmai  break  downs — he  would  emotionally;  he  stated  that  he  felt  no  loyalty  to  this  nation,  that  the  flag  on  his 
shouMer  meant  nothing  to  him;  he  stated. several  timdslhat  he  felt  paranoid,  that  he  felt  people  were  listening  in  on  him;  at  one 
point  he  described  to  me  that  in  the  proceis  pf  joining  the  Anny  that  he  had  to  scrub  the  internet  of  anything  with  his  name  on  it  or 
he  wouldn't  have  gotten  a  security  clearance.  He  told  me  that  these  things  were  blogs  and  expressed  that  if  the  military  had  seen  his 
blogs  that  he  never  would  have  gotten  a  security  clearance.  ]  promptly  filled  MSG  Adkins  in  on  that  conversation  and  1  thought  that 
was  extreme  for  a  person  with  a cleainnee  and  talked  to  MSG  Adkins  about  it  He  went  to  our  OIC  MAJ  Clausen,  from  my 
understanding,  there  wa^todimg  on  paper  that  could  have  proved  Mann  big  should  have  stayed  behind.  That  was  due  to  our  shop 
keeping  everything  interni^a^  not  tel, ling  the  company  commander.  We  did  get  Manning  to  go  back  to  Bdiaviorat  Heahh.  We 
don’t  know  what  was  disccl^  because  ft  wasn’t  command  referred.  That  by  itself,  along  with  Manning  not  being  able  to  handle  a 
day  at  work  without  an  emolignal  breakdown  should  have  caused  him  to  stay  here.  I  even  used  the  phrase  "possible  spy”  to  MSG 
Adkins  during  this  tinaga^^S// 
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STATEMENT  OF 


Showman,  /ihrlcah  W itlney 


)  201i/0i/l^ 


IS  that  hejbrought 


CTfkTEMENT  (Continued) 

'  So  you  don’t  know  who  decided  to  deploy  with  Manning? 

A:  No,  it  could  have  stayed  at  the  S2  level  or  he  may  have  brought  it  to  the  BCT  Staff.  All  MSG  Adkins  told  me 
totheS2.  ‘  , 

Q:  About  how  often  did  he  have  these  outbursts?  ^  , 

A:  At  least  once  a  week,  He  would  have  incidents  where  he  couldn’t  woric  if  he  was  corrected.  He  would  (ip  cqMpiletdjr  rigid  ifhe 
was  corrected  on  anything.  Almost  on  a  daily  basis.  Even  to  the  point  that  we  had  to  lay  down  the  foundatiiAt  for  ho>>r'Soldiers  were 
interact  with  Officers  because  the  work  environment  was  getting  a  little  too  friendly  and  the  Soldtere  were  losingtheir  military 
bearing.  Even  after  that,  where  I  briefed  the  whole  shop  on  it.  Manning  got  rigid  and  unresponsive'again.'  It  got  to  the  point  where  LT 
Fields  had  to  go  over  and  check  if  Manning  was  breathing. 

Q;  V/hat  was  that  like  as  his  supervisor? 

A:  It  was  frustrating,  whatever  way  we  could  give  him  a  task  and  he  was  allowed  to  do  it,  hcvraisfinc,  bbtMy  detour  ftom  that  track 
for  him  mentally  would  cause  him  to  freeze  and  be  would  become  emotitmaliy  unstable  for  a  short  period  of  time. 

Q;  What  was  the  effect  ofManning’s  behavior  on  the  rest  of  the  section?  ' 

A;  Hard  to  say.  It  got  them  in  trouble  often.  When  one  Soldier  would  mess  up,  we  would  ^ng  them  all  into  the  conference  room  to 
iddrcss  it  with  SGT  Mitchell.  They  were  constantly  being  corrected  and  having  to  learn  the  ruteaj^in.  It  made  them  less 
productive. 

Q;Duringdcploymcnt,  what  was  your  job? 

A:  1  was  initially  the  NCOIC  of  the  Fusion  Cell  and  Manning  worked  nights  with  ipe.  This  w^  during  the  RIFfTOA.  About  a  mondi  * 
later,  after  wc  got  Padgett  to  the  shop,  I  was  moved  to  targeting  durinjgf^  i^y  and  ^CPaflgctt  took  over  on  nights.  In  mid 
December,  Manning  was  late  to  vrork  twice  and  Padgett  counseled  hfiii.  This  vras  wheVi  Manning  flipped  the  table.  1  witnessed  whart 
happenedjust  after  the  table  was  turned  over  because  it  was  near  sl^lft  change  and  t  ^nt  to  see  what  happened  until  Manning  was 
subdued.  I  wasn’t  surprised,  I  was  just  counting  down  the  days  until  He  lost  it,  we  all.^etty  much  thought  that  way.  Manning  had 
physically  gone  after  Padgett,  thought  about  it,  and  then  kind  of  gone  Hv  the  M4  i^'the  comer.  That’s  when  Chief  Ehresman  put  him 
in  a  fill!  Nelson. 

Q:  After  Manning  returned  from  EML,  around  FEB,  he  went  back  to  days,’  whti  vm  that  like? 

A:  Manning  had  no  physical  incidents  because  he  was  watched.  He  would  still  freeze  up  if  people  tried  to  get  him  back  cm  track 
during  a  brief,  but  overall,  he  wasn’t  as  bad  as  before.  Wc  tried  to  listen  things  up  with  a  newsletter  in  the  SCIFthatttrfd  funny 
stories  because  it  was  getting  pretty  serious. 

Q:  Was  this  about  the  time  of  the  EO  complaint? 

A:  I  truly  don’t  remember,  but  he  was  on  days  at  the  timc^thisallowi^  him  to  bear  everybody’s  conversations.  'Hie  EQ.complaint  ' 
accused  me  facing  hateful  towards  homosexuals  b&Eause  ytfecd^e  word  “faKKoty”  with  rcfer£iice4aLiiot  bcihg  able  to  do  so  many 
to  nomosexuals.  At  sompflfife.  CPT Martin  and  Chiefl^csman  and  myself  were  talking  about  how  they 


mishuiw - - - - . - - -  - - - - - - - - - 

can’t  prove  that  President  Ubama  was  bom  in  theVo'tcd  States  and  wc  mentirmed  that  if  that  was  twe,  then  Arnold  Shwarzenegger 
should  run.  What  was  reported  to  the  EO  office  wiiiy^t  we  had  said  the  President  Obama  had  an  inability  to  lead  this  country 
because  he  was  a  foreigner,  which  was  not  the  direction  of  the  conversation.  We  ail  told  the  EO  officer  what  the  truth  was  and 
nothing  was  really  done  about  it  that  I  know  of.  were  asked  to  stop  talking  about  anything  that  could  offend  people  so  we  just 

stopped  talking.  Shortly  before  the  indent  yith  me,  t^gh.  Manning  started  using  words  like  “faggoty"  and  "gay”  in  a  derogatory 
faction,  JO  I  sent  out  a  shop  email  reminding  everyone  of  the  EO  complaint. 

Q:  Describe  the  incident  when  Manning  attacked^ou. 

A;  1  was  called  in  to  the  office  froihmyCHD  and  someone  couldn’t  find  a  file  on  someone  we  were  targeting.  1  walked  into  Ac 
SCIF  and  no  one  was  realjy  work^,  CPT  M^in,  SPC  Bales,  and  LT  Fields  were  in  there.  Manning  was  playing  Zuma,  the  game  on 
his  computer.  I  asked  if  1  wld  bfief  onihe  situation  since  no  one  was  working  on  the  task  I  was  called  in  to  research  and 
Bales  told  me  what  they  it^ed.  I  went  to  my  workstation  and  asked  t^ere  everyone  had  looked  for  the  information  and  started  to 
pull  it  up  on  my  computer.  (At  that  time,'  Maiming  got  up  from  his  computer  and  walked  over  tome  with  his  Coke  can  and  told  me  he 
had  already  looked  for  the  information  and  couldn’t  find  it,  Aat  CPT  Martin  didn’t  know  what  she  was  talking  about.  While  he  paced 
back  and  forth,  I  fiddled  my  computer  and  asked  Manning  if  he  had  looked  in  a  particular  location  on  the  Division  Poital, 

Manning  said  yes  they  liad  I'jaid  they  obviously  hadn’t  because  here  it  is  and  pulled  it  up  on  my  screen.  Manning  asserted  that  they 
had  done  so  and  that  wiere^as  nO  reason  to  berate  the  Soldiers  in  Ae  SCIF.  He  was  probably  a  good  4  feet  away  from  me.  I  told 
him,  “Manning  how  ali^tyou  (bt  your  shit  before  you  tell  me  how  to  fix  mine”.  He  Arew  his  hands  up  in  Ac  air,  yelled  “no”  and 
rushed  nKL\f)e  punched  me  In  the  Ace  and  kind  of  body  slammed  me.  Then  I  pushed  my  chair  back,  he  rushed  me  again  and  t  pinned^^ 
him  totiid  ground  and  screamed  at  him  if  Ais  is  what  he  wanted.  He  said  a  couple  of  times  be  was  tired  of  Ais.  Thai  SGT  Taua 
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all  knew  this  was  gwng  to  happen.  Nothing  happened  until  the  next  day  when  LT  Gaab  changed  the  code  on  the  cipher  lock  to  the 
SCiF  door  and  demanded  that  his  weapon  be  taken  avmy.  The  company  commander  was  not  infonned  and  she  ha<j  MPs  ocwne 
over  and  take  my  statement.  No  one  had  taken  my  statement  until  then.  1  believe  this  was  in  an  attempt  to  keep  it  i  ntertal  to  tHe  S2 
shop,  but  LT  Gaab  is  very  bold  and  I'm  thankful  for  that  because  she  warned  the  company  commander  to  (now  about  it.  We  then 
immediately  wrote  up  a  derogatory  report  to  have  Manning's  clearance  pulled.  i  'v' ' '  r 

Q:  What  happened  after  the  MP’s  took  your  statement?  ' 

A:  The  MPs  detained  Manning  and  he  was  moved  out  of  the  S2  shop.  Then  the  Wikileaks  in  vestigation  .hippcncd'Bnd  we  were 
interviewed  that  night.  f- 

Q:  Who  did  Manning  go  to  chow  with?  .  ‘ 

A;  A  lot  of  the  time,  SPC  Cooley  would  take  him  to  chow  in  the  rear.  He  would  go  to  Pizza  Hut  hem  and  walking  to  his  room.  On 
deployment,  he  would  typiimlly  go  with  Cooley  and  then  when  they  were  separated  and  he  was  on  days  i  wpuld  only  sec  him  walking 
from  the  Chow  Hail  back  to  his  CHU.  .  i 

Q;  Did  he  have  any  friends?  v  v 

A;  Not  that  was  made  known.  He  ^pically  was  referred  to  as  a  loner.  If  he  had  friends  thiy  would  be  his  opinion  of  friends,  kind  of 
one-sided  friends  that  he  talked  to  in  the  smoke  pit  kind  of  randomly,  .  . 

Q:  Did  he  ever  go  on  pass?  /'4  "  ’  ^ 

A:  In  garrison,  yes,  he  would  always  go  back  to  DC,  he  would  take  a  bus  if  he  could  afford  it  i^  four  day  weekends.  He  has  an  aunt  in 
the  area  and  his  server  is  in  the  DC  area  and  he  would  remote  into  it  from  here  and  Iraq.  / 

Q:  What  about  weekends?  j.r 

A:  He  spent  them  in  his  room.  Once  he  went  to  Mexico,  NY  to  han|[  but  with  buddies  oHsltc  a  taxi  to  Watertown  to  go  shopping.  At 
least  that’s  what  he  said.  He  didn’town  a  car,  spent  most  of  his  mqitpy  on  computt^and  investments — ^hc  was  always  bragging 
about  bow  much  money  he  made  with  his  investments.  ■ '  ' 

Q;  Anything  you  care  to  add?  ' 

A:  in  the  Intel  community  there  is  a  large  disconnect  between  Soldier  diitiesaad  Tech  duties.  This  has  caused  large  difficulties 
when  leading  these  soldiers.  All  Soldiers  must  know  bow  to  fulfill  the  basic  fcs^nsibiiitics  of  a  Soldier  and  this  has  not  been  a 
standard  in  the  toch  MOS's,  leaders  must  lead  regardless  of  the  MOS,  a  Soldier  first  a  Tech  second,  Manning  could  not  grasp  how  a 
true  Soldier  should  be. 

Manning  had  way  too  many  windows  open  on  his  computeir-No  oik  else  in  the  shop  had  as  many  windows  open  at  once;  in  return  no 
one  else  had  their  computers  crash  as  many  times  cither.  Jhc  computer  Tech  had  indicated  many  times  that  Manning  overioaded  his 
computer  by  opening  to  many  windows  and  he  was  downlo^lhg  to  many  things  at  once.  He  had  to  have  his  computer  wiped  multiple 
times  during  the  depioymcni.  ,  „ 

Command  referral  to  Behavioral  Health  for  flippW  the  table-'-1  SG  told  me  to  talk  to  Manning  about  his  command  referral  to 
Behavioral  Health.  This  was  an  interesting  intenrie^-inew  he  would  be  chaptered  out  This  would  have  “negative  effects  on  the 
world”.  He  had  said  that  if  he  is  honest  wito  the  cbimselor  that  they  would  have  to  chapter  him  out  and  if  he  ^ts  kicked  out  that  It 
would  affect  toe  whole  world.  1  Informed  ^.that  he  has  no  choice  but  to  be  honest  with  them. 

That  night  before  shift  change  Prior  to  M^lng  asking  me  in  toe  face  he  sat  on  the  ftoor  in  the  conference  room  in  a  fetus 
position  rocking  back  and  forth. 
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DEPARTMENT  OF  THE  ARMY 
tiXlTF.O  hTATES  EORCES-  lRv\0 
BAGtlWO.  IRAQ 
Aj'O  AK  09541 


USFf-TC4l-ENG 


15  July  2010 


MEMO!LAnDI,T^  for  record 

SUBiCCT.  Ou'-ition  List  for  MSG  Paul  Adkins  reference  USF-1  AJR  1 5-6  Invesiigaticn 

1  On  !  •'  July  2010  I  interviewed  MSG  Paul  Adkins  in  support  of  the  AR  15-6  Invcshgation  that  I  was 
cpcuir-^  1  >0  rornplete 


2,  1  pro  .'idee  him  a  !isJ.  of  questions  to  answer  using  the  DA  Form  2823,  Sworn  Statement. 

3.  Yhc  foitov  i.ig  is  the  list  C-f  questions  he  used  to  getierate  his  statement  responses  and  are  numbered 
ac.:orri;rig,>y  Cjn  nis  statement: 

! .  Wno  .Tii  ;i.tges  the  account  request  process  for  the  Brigade? 

2  Who  CTe,Htes  the  accounts  and  what  documentation  is  required  (lA  training,  phishing,  etc.)? 

:s  required  to  suspend  an  account  (process,  documents,  time)? 

Du;  ing  daily  duties  a  san  analyst  what  level  and  type  of  information  was  PFC  Manning  required 
to  -.vork  with? 

5.  Wliit  level  o  f  analysis  was  required  -  search  and  fusion  or  merely  static  analysis  of  provided 

I  epo-os ! 

0  Wiict  aedit'ond  n  aicria:  was  available  in  work  areas  for  PFC  Manning’s  acce.ss? 

■ ,  Die  ha  have  access  via  snother  SIPR  workstation  or  only  via  the  SCIF? 

8.  Did  /  does  PFC  Niarsnlng  possess  an  account  on  JWICS? 

How  lOony  users'in  your  facility  hzvi  iWICS  access? 
iO  Hov  ar,’.  JWiCS  accouns  requests  handled?  (decision  authority  /  job  position) 

1  i.  ’*vii8t  phyjice!  separation  of  work  area  /  terminal.s  do  you  have  from  Secret  to  .'WICS? 

‘.5.  Cct-id  PFC  Marming  have  used  other  accounts  or  other’s  access  to  pul!  TS  material? 

1 3  ??C  M.snri.-ig  s.atec  in  chat  'ogs  that  t.c  !>ad  Ts  itvd  (jWlCS)  data-  do  you  think  that  is 
po.tfibie?  Why  i  Wny  net? 

!  A  Is  £;asen  Secu.i.y  .Syste.i’  (HESS)  fielded  to  sysems  in  your  brigade? 

1 5.  How  ofen  are  pcrioaic  cest.s  cofiductcd  cf  machines  in  your  organization? 

16.  Have  you  had  a  Divisicr  icvc;  assistance  visit  (or  higher)  for  lA/security  durin.g  your  tour? 

What  tog.»ar€'kepiicrind'vidu3itirmirials(ifany’/and  for  how'  long? 

!  ?  What  richss  (l.MC.  S.A,  F.A)  ievel  did  PFC  Manning  possess  on  SIPR? 

15.  Would  t.i  have  hac  .ne  permissior;:  to  in-tah  c  ’’web  crawler"  to  his  SiPR  machine  (i.e.,  WGET)? 

20.  Hew  many  a,.d  who  are  the  iMOs  for  <.‘.c  BDE  SCI? ? 

2 1 .  '4'r.  it  type  of  irainiitg  is  provided  for  INsO's  in  your  organization? 

22.  Do  jc-  leiiev'?.  PFC  Manniny  coi'-c:  hi  vs  convinced  them  to  install  such  a  program  for  him? 

23.  '-ijv  you  aware  cf  3  Division  icva'.cr  USF-1  policy  for  any  of  the  things  wc'vc  discussed  so  far: 
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^srs  Ai?  ic-i 

USf{-TC4f-£NG 

SUBJECT;  O'Jcstion  Lis!  for  MSG  Paul  Adkins  reference  USF-1  AR  15-6  Investigation 


a.  Account  creation 

b.  Rights  management 

c.  Permissions 


d.  Logging 

e.  Periodic  Scanning 

f.  User  Training 

24.  What  training  have  you  received  reiated  to  information  assurance  /  security? 

25.  Do  )ou  have  your  Sccodty+cenificaiion?  CISSP? 

26.  Do  you  know  of  any  cc^raiiiviai  sccurm.-  wenknoses  that  may  have  cau.scd,  contributed  to,  or 
fatililatf  d  litis  compromise? 

27.  Do  you  kno.r  r  f  anv  i>vrsonnel  policies  that  may  have  caused,  contributed  to,  or  facilitated  this 
compromise’’ 

2S  Ar.y  other  Issves  you  deem  materia!  to  diis  Command’s  situational  awareness. 

4.  TTit  point  of  contst:  for  this  memoranaum  is  MAJ  Randy  Arvay  at  DSN  3 1 8-485-4153. 


RAN.DALL  J,  ARVA\'" 
MAJ,  FAy24 

Chief  Network  Engineering 
USF-1  J6,TC4l  Ops 
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DEPARTMENT  OF  THE  ARMY 

^AOCtUARTERS,  2^  BRIGADE  COMBAT  TEAM 
10™  MOUKTAM  DIVISION  (UGHT  INFANTRY) 
FORT  DRUM.  HY  13602 


AFZS-BBA-IN 


29  April  2011 


MEMORANDUM  THRU  Commander,  2d  Brigade  Combat  Team,  10*  Mountain  Division 
(Light  In&ntry),  Fort  Drum,  NY  1 3602-5000 

CommandCT,  itf**  Mountain  Division  (Light  Infantry),  Fort  Drum,  NY  13602-500 

FOR  Commander,  Headquarters,  United  States  Army  Forces  Command,  Fort  McPherson, 
Georgia  30330-1062 

SUBJECT:  Rebuttal  of  General  Officer  Memorandum  of  Reprimand  of  Master  Sergeant  Paul  D. 
Adkins,  Headquarters  and  Headquarters  Company,  2d  BCT,  10*  MTN  DIV,  Fort  Dram,  NY 
13602-5000 


1 .  I  respectfiiUy  request  that  this  statement  be  reviewed  and  considered  before  a  final 
detenninatiaa  is  made  regarding  filing  of  this  Administrative  Reprimand  in  accordance  with 
Army  Regulation  (AR)  600-37,  paragraph  3-4(bXl)(b). 

2.  I  aclmowledge  receiving  this  Administrative  Reprimand 

3.  I  have  read  and  understand  die  unfavorable  information  presented  against  me  and  submit  the 
following  on  my  behalf 

a.  Understanding  of  time  line  of  events  while  in  garrison. 

(1)  I  have  read  the  AR  15-6  Report,  and  it  fails  to  provide  and  establish  a  timeline  of 
events  t^t  would  give  the  reader  a  better  perspective  of  why  certain  courses  of  actions  were 
taken. 

(2)  As  a  leader,  one  learns  to  employ  a  variety  of  tactics  to  train,  mentrw  and  address 
deficiencies.  Therefore,  to  my  recollection,  the  first  outburst  (he  did  not  harm  himself  or  others) 
that  PFC  Manning  had  occurred  around  August  of 2009.  We  were  set  to  deploy  in  September  of 
2009.  I  determined  as  a  leader  it  was  urgent  to  address  whatever  issues  PFC  Manning  was 
having,  to  ensure  our  section’s  aWlity  to  support  the  needs  of  the  Command.  I  had  to  take 
control  because  the  S-2  section  was  not  fully  functional.  The  S-2  was  below  staffing 
requir^ents  in  accordance  with  the  UMR.  Additionally,  five  key  leaders  within  the  section 
(one  CPT,  one  1 LT,  one  CW2,  one  SSG  and  one  SGT)  deployed  at  least  one  month  later  than  the 
main  body  due  to  medical,  familial  or  administrative  reqiurements.  Contrary  to  the  misleading 
statements  in  paragraph  (5)  of  the  AR  15-6  Report,  I  expressed  my  concerns  about  PFC  Manning 
at  the  time  with  MAJ  Clausen,  the  brigade  S-2.  We  discussed  leaving  ITC  Manning  with  the 
rear  detachment,  but  we  were  faced  with  another  soldier  v^bo  had  recently  had  a  heart  attack  and 
was  pending  medical  retirement  in  the  near  future.  One  incident  in  August  of 2009  by  PFC 
Manning  was  of  him  yelling  and  would  not  justify  leaving  him  with  rear  detachment 
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AFZS-BBA-IN  29  April  2011 

SUBJECT:  Rebuttal  of  General  OfBcer  Memorandum  of  Reprimand  of  Master  Sergeant  Paul  D. 
AdJdns,  Headquarters  and  Headquarters  Company,  2d  BCT,  1 0^  MTN  DI V,  Fort  Drum,  NY 
13602-5000 


Additionally,  I  informed  MAJ  Clausen  that  I  was  referring  PFC  Manning  to  Behavioral  Health. 

(3)  The  Army  has  been  placing  an  enormous  emphasis  on  its  leaders  to  not  stigmatiae  and 
instead  assist  thoT  Soldiers  in  receiving  mental  health  treatment,  avoiding  situations  that 

may  lead  to  suicide  or  other  behaviors  harmful  to  Soldiers.  Therefore,  after  his  outburst,  I  not 
only  addressed  concerns  with  leadership  in  the  S-2  section,  but  guided  PFC  Maiming  to  seek  the 
services  of  a  behavioral  health  specialist.  PFC  Manning  went  through  a  pre-screening  exam. 
However,  there  was  not  enough  time  to  initiate  therapy  because  of  tlm  impending  deployment  in 
only  about  a  month. 

(4)  I  was  able  to  conclude  from  the  lack  of  concern  from  the  pie-screeoing,  that  PFC 
Manning’s  issues  were  not  grave  enough  to  concern  a  behavioral  he^th  expert,  or  disqualify  him 
from  deploying  on  time  with  the  unit  It  was  my  understanding  at  the  time  that  there  simply  wffi 
not  enough  time  to  initiate  long  term  ther^y.  The  recommendation  from  Behavioral  Health  was 
to  initiate  therapy  in  theater. 

(5)  Essentially,  what  the  AR  1 5-6  Report  characterizes  as  leadership  that  appeared  to  be 
hands  on,  personal  and  close  allowed  me  to  lose  ol^tivity  is  erroneous.  PFC  Manning’s 
immediate  supervisors  during  a  mcmth  prior  to  deployment  had  enough  to  deal  with,  and  I  took 
control  of  the  atuation.  I  ensured  they  siqiported  the  needs  of  the  command  while  I  ensured  PFC 
Manning  received  attrition  through  the  £^ropriate  services  the  Army  has  available,  allowing 
the  section  to  support  the  Command’s  intelligence  requirements. 

b.  Events  while  deployed. 

(1)  While  deployed,  I  ensured  PFC  Manning  initiated  therapy,  as  was  reconunended  in 
garrison.  He  attend^  therapy  sessions  at  the  combat  stress  center  shortly  after  arriving  in 
theater,  aHiroidmately  November  of 2009.  MAJ  Clausen  and  myself  wanted  to  reduce  the  risk 
of  problems  with  PFC  ManninK  thereby,  he  was  placed  on  the  night  shift  to  mitigate  his  stress 
level.  During  tlw  course  of  the  deployment,  I  also  suggested  to  the  company  commander  MAJ 
Potter  that  a  Command  referral  be  made  for  a  mental  health  evaluatioa  The  commander 
concurred.  Theevaluation,  however,  determined  the  Soldier  was  fit  to  return  to  duty.  However, 
he  continued  therapy  until  he  was  arrested  around  May  of  20 1 0. 

(2)  I  wrote  three  memorandums  for  record,  December  of 2009,  March  of  2010  and  April 
of  2010.  The  three  memorandums  were  addressed  to  PFC  Manning’s  therapist,  which  described 
his  behaviors  and  outburst.  My  intention  of  writing  those  memorandums  was  to  ensure  the 
therapist  had  a  clear  understanding  of  PFC  Maiming’s  behavior  since  I  was  not  pivy  to  thdr 
discussion  and  did  not  want  PFC  Manning  to  sugarooat  or  fail  to  mention  the  inddents. 
Additionally,  I  met  face-to  face  at  least  twice  with  his  thereqjist  to  discuss  PFC  Marming’s 
conditions. 


.00013086 


9 


9 


■- } 


AFZS-BBA-IN 


29  April  2011 


SUBJECT:  Rebuttal  of  General  OfiBcer  Memorandum  of  Reprimand  of  Master  Sergeant  Paul  D. 
Adkins,  Headquarters  and  Headquarters  Company,  2d  BCT,  10*  MTN  DIV,  Fort  Drum,  NY 
13602*5000 


(3)  The  AR  1 5-6  Report  states  1  failed  to  take  appropriate  actions  after  PFC  Manning 
assaulted  SPC  Showman  and  allowed  him  to  retain  his  weapon.  This  statanent  is  misleading. 
PFC  Manning  kept  his  weapon,  but  I  secured  PFC  Manning’s  boft  jSrora  his  weapon  the  evening 
of  the  incident.  I  placed  the  bolt  m  a  locked  ammo  can  which  was  chained  to  the  floor,  thus 
rendering  his  weapcm  unusable. 

(4)  Paragraph  (4)  of  the  AR  1 5-6  Report  is  again  misleading  in  that  it  states  that  I  failed 
to  notify  fte  chain  of  command  of  the  incident  ccmcerning  SPC  Showman,  when  in  fact  CPT 
Fulton,  the  S-2  Planning  Officer,  was  present  during  the  incident  PFC  Manning  was  removed 
immediately  from  the  T-SCIF  and  later  charged  with  assault  I  notified  the  S2,  CPT  Lim,  as  well 
as  the  company  1 SG,  immediately  after  the  situation  stabilized.  Due  to  this  incident,  he  was 
reduced  fiom  SPC  to  PFC.  Additionally,  he  lost  access  to  the  T-SClF  and  no  Imiger  had  access 
to  his  Ml  computer. 

(5)  Lastly,  I  do  not  recall  PFC  Manning  making  any  statements  to  me  that  indicated  a 
lack  of  loyalty  to  flie  United  States  or  that  the  United  States  flag  meant  nothing  to  him. 

4.  In  conclusion,  I  should  not  be  reprimanded  for  tiie  actions  of  PFC  Manning.  I  made 
leadership  decisions  based  on  limited  information.  I  deemed  these  decisions  at  the  time  to  be  in 
tiie  best  interests  of  the  Soldier  and  our  imit  I  attempted  to  mitigate  risk  by  affording  PFC 
Manning  proper  medical  attention  while  continuing  to  empdoy  him  effectively  in  a  combat 
rituatioa  Within  my  service  time  I  have  deployed  four  times  for  a  total  of  42  months,  to  both 
Iraq  and  Af^ianistan.  I  conader  myself  a  patriot  of  a  country  I  love,  and  have  always  been 
willing  to  die  for.  I  always  had  the  best  interests  of  my  unit.  Army  and  our  naticai  in  mind.  I  am 
just  as  appalled  and  disgusted  by  the  actions  of  PFC  Manning  as  all  are  in  our  nation. 

5.  For  the  forgoing  reasons,  1  respectfiiUy  request  that  you  withdraw  the  Administrative 
Reprimand  and  not  place  it  in  my  OMPF. 

6.  The  point  of  contact  for  this  memorandum  is  the  imdersigned  at  DSN  774-2753  or 


DSN  774-2959 


PAUL  D.  ADKINS 
MASTER  SERGEANT 
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STATEMENT  OF  AMBASSADOR  PATRICK  KENNEDY 
UNDER  SECRETARY  FOR  MANAGEMENT 
U.S.  DEPARTMENT  OF  STATE 
Before  the  Senate  Committee  on 
Homeland  Security  and  Governmental  Affairs 
“Information  Sharing  in  the  Era  of  WikiLeaks; 

Balancing  Security  and  Collaboration” 

March  10, 2011 


Chairman  Lieberman,  Ranking  Member  Collins,  Members  of  the 
Committee,  good  afternoon  and  thank  you  for  this  opportunity  to  appear  before 
you  today  to  address  the  status  of  information  sharing  in  light  of  the  WikiLeaks 
disclosures,  and  in  particular  to  discuss  efforts  within  the  executive  branch  both  to 
improve  the  security  of  its  systems,  and  to  ensure  that  information  is  shared 
effectively  and  in  a  manner  that  continues  to  advance  national  security  objectives. 
The  Department  of  State  and  our  interagency  partners  here  today  have  long  been 
closely  engaged  in  achieving  the  dual  objectives  of  appropriate  information- 
sharing  and  protection,  and  in  light  of  the  WikiLeaks  compromises,  we  are 
working  together  with  renewed  attention  on  achieving  these  dual  objectives. 


As  you  may  be  aware,  I  bring  a  rather  unique  perspective  to  the  challenges 
of  sharing  and  protecting  information.  I  have  served  most  of  my  career  at  the  State 
Department  -  overseas,  at  the  United  States  Mission  to  the  United  Nations  and 
here  in  Washington,  and  I  was  also  honored  to  serve  as  the  first  Deputy  Director  of 
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National  Intelligence  for  Management  at  the  creation  of  the  Office  of  the  Director 
of  National  Intelligence  (ODNI).  Given  this  experience,  I  especially  appreciate  the 
commitment  of  this  Committee  to  work  with  us  in  addressing  the  challenges  of 
information  security  and  sharing.  Despite  events  of  the  past  eight  months,  I  want 
to  assure  Members  of  this  Committee  at  the  outset  that  we  at  the  State  Department 
maintain  our  commitment  to  fully  share  our  diplomatic  reporting  on  which  our 
interagency  partners  rely.  Our  collective  challenge  is  to  do  so  in  a  manner  that 
provides  safeguards  and  protections  that  are  reasonable,  pragmatic,  and 
responsible,  not  to  stop  sharing. 

The  focus  of  my  testimony  this  afternoon  is  threefold:  first,  to  explain 
briefly  the  Department’s  unique  role  within  the  executive  branch  as  a  source  of 
diplomatic  reporting  that  is  essential  to  a  variety  of  different  agencies;  second,  to 
provide  an  overview  of  the  State  Department’s  mitigation  efforts;  and  finally,  to 
highlight  the  challenges  as  we  move  forward  to  share  and  protect  our  classified 
information. 

Role  of  Diplomatic  Reporting 

The  State  Department  has  historically  accomplished  basic  communication 
between  Washington  and  overseas  posts  through  the  use  of  diplomatic  telegrams  or 
cables.  These  communications  serve  as  the  vehicle  for  our  internal  deliberations 
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relating  to  all  aspects  of  our  foreign  relations  and  include  candid  assessments  of 
conditions  overseas  and  of  diplomatic  instructions  that  are  vital  to  national-level 
decision-making.  This  formal  channel  between  Washington  and  our  overseas  posts 
provides  the  Department  and  other  U.S.  Government  agencies  crucial  information 
about  the  context  in  which  we  collectively  advance  our  national  interests  on  a 
variety  of  issues.  For  example,  these  communications  may  contain  information 
about  promoting  American  export  opportunities,  protecting  American  citizens 
overseas,  and  supporting  military  operations.  We  consider  this  reporting  from 
posts  around  the  world  to  be  one  of  our  most  valuable  contributions  to  every  facet 
of  national  security,  and  we  share  this  diplomatic  reporting  through  automatic 
dissemination  to  over  65  agencies  based  on  profiled  requirements  these  agencies 
provide  to  the  Department.  Recent  events  have  not  changed  our  commitment  to 
sharing  this  vital  information. 

WikiLeaks  Disclosures  and  State  Department  Mitigation  Actions 

July  2010 

When  DoD  material  was  leaked  in  July  2010,  we  worked  with  DoD  to 
identify  any  alleged  State  Department  material  that  was  in  WikiLeaks’  possession. 
We  immediately  asked  Chiefs  of  Mission  at  affected  posts  to  review  any  purported 
State  material  in  the  release  and  provide  an  assessment,  as  well  as  a  summary  of 
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the  overall  effect  the  WikiLeaks  release  could  have  on  relations  with  the  host 
country. 

Following  the  completion  of  the  review  in  August,  when  it  was  believed  that 
purported  State  cables  might  be  released,  the  State  Department  instructed  all 
Chiefs  of  Missions  to  familiarize  themselves  with  the  content  in  the  Net  Centric 
Diplomacy  (NCD)  database  should  a  release  actually  occur. 

November  2010 

When  the  press  and  WikiLeaks  announced  that  they  were  going  to  release 
purported  State  cables  starting  on  November  28,  2010,  the  State  Department  took 
the  following  immediate  actions:  1)  Established  a  24/7  WikiLeaks  Working  Group 
composed  of  senior  officials  from  throughout  the  Department,  notably  our  regional 
bureaus;  2)  Created  a  group  to  review  potential  risks  to  individuals;  and  3) 
Suspended  SIPRNet  access  to  NCD  (SlPRNet  is  a  DOD  network). 

The  Department  also  created  a  Mitigation  Team  to  address  the  policy,  legal, 
security,  counterintelligence,  and  information  assurance  issues  presented  by  the 
release  of  these  documents.  During  this  period,  the  Department  kept  Congress 
apprised  of  both  the  international  fallout  caused  by  the  WikiLeaks’  disclosure  and 
the  steps  undertaken  to  mitigate  them.  The  Department  convened  two  separate 
briefings  for  members  of  both  the  House  of  Representatives  and  the  Senate  within 
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days  (December  2,  2010)  of  the  first  disclosure  by  WikiLeaks  and  appeared  twice 
before  the  House  Permanent  Select  Committee  on  Intelligence  (December  7  and  9, 
2010). 

Ongoing  Mitigation  Efforts 

State  continues  its  thorough  review  of  policies  and  procedures  related  to 
information  security  to  ensure  that  they  fully  meet  the  current  challenges.  Efforts 
are  being  coordinated  throughout  the  Department,  as  well  as  with  the  interagency, 
to  ensure  that  we  share  classified  information  in  an  effective  and  secure  manner 
with  those  who  need  it  in  their  work  to  advance  our  national  security. 

•  While  the  Department  already  had  strong  safeguards  in  place,  we  have 
further  enhanced  and  updated  our  computer  security  policies  that  prohibit 
the  downloading  of  classified  information  to  removable  media  (e.g.,  thumb 
drives,  CDs/DVDs)  on  the  Department’s  classified  network. 

•  The  Department  continues  to  deploy  an  automated  tool  that  audits  and 
monitors  the  Department’s  classified  network  to  detect  anomalies  that  would 
not  otherwise  be  apparent.  This  capability  is  backed  up  by  professional  staff 
who  promptly  analyze  detected  anomalies  to  ensure  that  they  do  not 
represent  threats  to  the  system. 
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•  The  NCD  database  of  diplomatic  reporting  and  the  State  Department’s 
classified  web  sites,  although  now  inaccessible  through  SIPRNet,  remains 
available  via  the  more  limited  distribution  Joint  Worldwide  Intelligence 
Communications  System  (JWICS).  Throughout,  the  State  Department  has 
continued  to  share  its  diplomatic  reporting  among  federal  agencies  through 
its  traditional  system  of  cable  dissemination. 

•  To  heighten  awareness  of  what  is  and  is  not  permitted  when  working  on  the 
Department’s  classified  network  and  on  classified  systems,  user  awareness 
reminders  are  now  available  for  Department  employees  on  its  classified 
network,  in  addition  to  the  standard  in-person  briefings  about  handling 
classified  material  and  a  soon-to-be-released  computer-based  course  on 
identifying  and  marking  classified  and  sensitive  information. 

In  addition,  the  Department  is  exploring  solutions  to  improve  how  we  share 
and  protect  information  with  those  who  are  not  direct  recipients  of  our  telegrams. 
One  such  solution  would  involve  the  creation  of  a  website  with  a  searchable 
database  that  would  allow  appropriately  cleared  personnel  to  use  key  word 
searches  to  discover  relevant  State  cables;  the  search  would  reveal  cable  metadata, 
such  as  the  subject  line,  but  would  not  provide  the  full  text  of  the  cables  in  a 
potentially  vulnerable  database.  This  would  ensure  that  cleared  personnel  are 
aware  of  cables  they  have  an  operational  or  strategic  need  to  see.  Cleared 
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personnel  from  other  agencies  would  then  be  able  to  seek  cables  necessary  for 
their  work  functions  through  their  own  organization’s  internal  distribution  system. 
The  responsibility  will  be  on  the  receiving,  not  the  originating,  agency  to 
disseminate  information  to  its  internal  personnel. 

The  Department  has  continued  to  work  with  the  interagency  on  information 
management  issues  by  participating  in  meetings  of  the  new  Interagency  Policy 
Committee  (IPC)  chaired  by  the  Special  Advisor  for  Information  Access  and 
Security  policy  as  well  as  existing  IPCs  such  as  the  Information  Sharing  and 
Access  IPC. 


Challenges 

The  interagency  is  grappling  with  the  complexities  of  three  main  challenges 
in  the  aftermath  of  WikiLeaks. 

The  first  main  challenge  is  ensuring  information  sharing  policies  are 
consistently  directing  the  use  of  technology  to  solve  problems,  not  the  other  way 
around.  The  post-9/1 1  mindset  was  focused  on  providing  technical  solutions  to 
information  sharing  problems.  As  a  result,  technical  experts  were  asked  to  develop 
solutions  to  the  barriers  inhibiting  information  sharing.  The  post-WikiLeaks 
environment  reminds  us  that  technology  is  a  tool  to  execute  solutions  but  is  not  in 
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itself  the  answer.  Simply  put,  we  must  more  consistently  sort  out  what  we  share 
before  determining  how  we  share  it.  Connecting  systems  and  networks  may 
provide  the  means  to  share  information,  but  we  must  still  manage  and  share  the 
content  in  the  most  appropriate  way. 

Mr.  Chairman,  the  national  security  community  must  do  a  better  job  of 
articulating  what  information  is  appropriate  to  share  with  the  widest  appropriate 
distribution,  and  what  is  more  appropriately  confined  to  a  narrower  audience,  in 
order  to  ensure  adequate  safeguards.  The  State  Department  believes  that  the  way 
in  which  we  share  cables  through  our  traditional  means  of  dissemination  and  the 
steps  we  have  taken  already  since  November  are  leading  us  firmly  in  this  direction. 

The  second  main  challenge  involves  each  agency’s  rigorous  adherence  to 
existing,  or  improved,  information  security  policies.  This  includes  improved 
training  of  cable  drafters  in  the  use  of  labels  to  indicate  appropriate  breadth  of 
dissemination  based  on  the  sensitivity  of  a  cable’s  content.  The  executive  order  on 
classified  information  (E.O.  13526)  establishes  the  basic  levels  of  classification 
within  the  Executive  Branch.  From  that  foundation,  individual  agencies  may  still 
have  their  own  captions  that  denote  how  information  should  be  disseminated 
because  not  all  cleared  personnel  need  to  see  every  diverse  piece  of  classified 
information.  Agencies  that  receive  information  need  to  understand  how  to  handle 

8 


o 


o 


that  captioned  information,  so  that  it  is  not  inappropriately  made  available  to  a 
wide  audience,  which  would  undermine  the  intent  of  the  captions. 

The  Office  of  Management  and  Budget  (0MB)  directed  agencies  to  create 
teams  to  address  security,  counterintelligence,  and  information  assurance  issues. 
We  believe  that  the  State  Department’s  Mitigation  Team  serves  as  a  model  for 
broad,  cross-discipline  coordination,  or  governance,  because  it  brings  together 
various  subject  matter  experts  from  different  fields  to  address  information  sharing 
and  security  issues  in  a  coordinated  manner.  Many  information  sharing  and 
security  issues  can  be  resolved  at  the  agency  level  as  long  as  there  are  standards  in 
place  for  agencies  to  execute.  For  the  most  part,  standards  have  been  created  by 
existing  interagency  bodies,  but  there  are  some  areas  where  further  coordination  is 
needed. 

The  third  main  challenge  involves  the  coordination,  or  governance,  of 
information  management  in  the  interagency  community.  Numerous  interagency 
groups  are  wrestling  with  issues  related  to  the  technological  aspects  of  information 
sharing,  such  as  those  dealing  with  data  standards,  systems,  and  networks.  Others 
are  wrestling  with  the  policy  decisions  of  who  should  have  access  to  what 
classified  information.  New  interagency  governance  structures  to  coordinate 
information  sharing  have  been  developed,  including  those  focused  on  sharing  with 
state,  local,  and  tribal  governments,  as  well  as  with  foreign  partners.  In  keeping 


9 


o 


Oi 


with  the  first  main  challenge,  these  new  structures  should  maintain  or  increase  their 
focus  on  defining  the  content  to  be  shared  and  protected  as  well  as  on  the 
technology  by  which  it  is  shared  and  protected.  Each  agency  must  be  confident 
that  security  processes  and  procedures  are  applied  in  a  uniform  and  consistent 
manner  in  other  organizations.  In  addition,  it  must  be  understood  that  material 
originating  in  one  agency  will  be  treated  by  other  agencies  in  accordance  with 
mutually  understood  handling  instructions. 

The  State  Department  shares  information  with  the  intent  of  providing  the 
right  information  to  the  right  people  at  the  right  time.  We  will  continue  to  share 
this  reporting  appropriately  so  that  we  can  continue  our  diplomatic  mission  as  well 
as  our  role  in  the  national  security  community.  We  recognize  the  imperative  to 
make  diplomatic  reporting  and  analysis  available  appropriately  with  the 
interagency  community.  We  continue  to  review  how  our  information  is 
disseminated  at  other  agencies. 

Conclusion 

To  recap,  the  State  Department  has  long  been,  and  remains,  committed  to 
both  appropriately  sharing  and  protecting  information  critical  to  our  national 
security.  This  commitment  requires  ongoing  efforts  to  confront  multiple,  complex 
challenges  associated  with  information  sharing.  First,  national  security  agencies 
must  consistently  put  policies  about  content  ahead  of  technological  solutions. 
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Second,  each  agency  must  manage  the  sharing  and  protecting  of  information  it 
originates  and  receives.  Third,  the  interagency  as  a  whole  must  continue  to 
coordinate  better  to  improve  all  facets  of  information  sharing. 

Thank  you  for  this  opportunity  to  appear  here  today.  I  look  forward  to 
working  with  the  Committee  on  the  challenges  of  sharing  and  protecting 
diplomatic  and  other  sensitive  information,  and  would  be  pleased  to  respond  to  any 
questions  you  may  have. 
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Defense  Exhibit  EEE 
have  been  entered  into 
the  record  as  a  CD/DVD 
and  will  be  maintained 
with  the  original 
Record  of  Trial 
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Defense  Exhibit  FFF 
have  been  entered  into 
the  record  as  a  CD/DVD 
and  will  be  maintained 
with  the  original 
Record  of  Trial 
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Front  Cover  Image: 

U.S.  Soldier  uses  a  metal  detector 
to  search  for  possible  Improvised 
explosive  devices  during  a  security 
patrol  In  Afghanistan. 

Photo:  CpI.  Artur  Shvartaberg 


Message  from  the  Director  Image: 

A  U.S.  Marine  Corps  mlne-resistant, 
ambush-protected  vehicle,  equipped 
with  a  mine-roller,  is  parked  at  the 
Combined  Anti-Armor  Teem  2'a  patrol 
base  in  Afghanistan. 

Photo:  Lance  CpI.  James  Purschwltz 
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For  five  years,  the  crfffcal  purpose  of  the  Joint  Improvised  Explosive  Device  (lED)  Defeat 
Organizatiwi  (JIEDDO)  has  been  to  rapidly  provide  counter-IED  <C-IED)  capabilities  to 
warfighters.  JIEDDO  has  provided  significant  support  along  three  lines  of  effort  —  Attack  the 
Network,  Defeat  the  Device,  and  Train  the  Force. 

This  annual  report  provides' an  accounting  of  JIEDDO’s  efforts  and  investments  in  fiscal  year 
(FY)  2010.  Highlights  include: 

•  Supporting  increased  Operation  Enduring  Freedom  (OEF)  C-IED  requirements  via  rapid 
acquisition,  reprogramming  of  funds,  and  repurposing  of  previous  investments  on  the 
magnitude  of  $1.2  billion  from  an  overall  $2.7  billion  effort 

•  Providing  fused  information  tools  for  warfighters  in  the  field  to  enable  and  enhance 
their  capabilities  to  attack  enemy  lED  networks 

•  Streamlining  organizational  processes  to  speed  acquisition  efforts 

As  2010  closes,  wdihave  witnessed  the  return  on  our  significant  C-IED  Jrivestments  that 
reduced  the  volume,  as  well  as  lethaility,  of  lEOs  in  Iraq.  lED  juse  has  leveled  off  to  the 
lowest  in  six  years.  ^  ' 

In  Afghanistan,  as  v^'have  witnessed  escalated  use  of  lEDs  in  response  to  the  surge,  we 
have  adiordingly  sh^d  our  resources  to  enable  and  enhance  mission  accomplishment  for 
the  warfighter. 

We  are  in  an  ei^nded  era  of  pensitent  coriflict  that  spans  the  globe.  On  avenge,  more 
than  260  lEDs  aife  employ^  every  montfi  outskie  of  Iraq  and  Afghanistan.  Terrorist  and 
criminal  networks  hay4»contlnued,  tb  demonstrate  remarkabte  skills  and 

delivery  of  lEDs. 

As  we  rnove  forward  into  2011  and  previous  yesrs^  Investments  and  acquisitions  come 
to  useful  fruition,  JIEPDQ  continue' to  Seek  responsible  use  of  fending,^  ^ 

progmms  to  fulfil  ^'lifeds  of  combatant- ccromanders  tkh  improved  capabilities  wherever 


they  serve. 


L  Oates 

Ueuttall}^  Geqeml,  ^nrtty 
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lEDs  continued  to  be  the  main 
threat  to  coalition  forces  (CF) 
in  both  Afghanistan  and  Iraq. 
In  Afghanistan,  lED  casualties 
continued  at  elevated 
seasonal  cycles  that  began  in 
May  2009.  In  Iraq,  lED  activity 
continued  to  decline. 

lEDs  increased  as  the 
weapon  of  choice  for  global 
insurgents  and  terrorists  with 
an  average  of  more  than 
260  lED  incidents  per  month 
outside  of  Afghanistan  and 
Iraq.  Device  effectiveness  and 
lethality  continued  to  improve 
in  diverse  regions  around  the 
world. 


An  Improvised 
explosive  device 
blest  hole  slows 
tretfic  neer  News, 
Afghenlsten. 
Photo: 

Sgt  Justin  Howe 


Statement,  existing 
structure,  and 
processes  with 
the  objective 
of  enhancing 
clarity  and 
streamlining 
processes. 

Early  in 
FY  2010, 
the  Secretary  of 
Defense  (SECDEF)  established 
the  C-IED  Senior  Integration 
Group  (C-SIG),  charged  with 
the  mission  to  integrate  and 
prioritize  C-IED  efforts  with 
the  goal  of  ensuring  the  right 
capabilities  are  deployed  to 


Supported  by  Government 
Accountability  Office  (GAO) 
recommendations, 
JIEDDO  critically 
reviewed  its  mission 


the  right  theater  at  the  right 
time.  JIEDDO  committed  to 
rapidly  field  prioritized  C-IED 
technologies  in  accordance 
with  C-SIG  instruction. 

JIEDDO’s  Attack  the  Network 
(AtN)  Line  of  Operation  (LOO) 
enables  offensive  operations 
against  complex  networks 
of  financiers,  lED  makers, 
trainers,  and  their  supporting 
infrastructure  by  providing 
intelligence,  surveillance, 
reconnaissance,  information 
operations,  counter-bomber 
targeting,  biometrics, 
and  weapons  technical 
intelligence  capabilities. 
Supporting  the  warfighter 
in  this  fiscal  year,  JIEDDO 
developed  several  AtN 
enablers. 

JIEDDO’s  Defeat  the  Device 
(DtD)  LOO  enhanced  freedom 
of  maneuver  and  safe 
operations  for  CF,  focusing 
on  providing  defensive 
technologies  to  detect  lEDs, 
neutralizing  them  before 
they  can  be  detonated,  or 
mitigating  the  effects  of 
detonations.  Supporting  the 
warfighter  in  FY  2010,  JIEDDO 
developed  multiple  DtD 
enablers  and  initiatives. 

JIEDDO’s  Train  the  Force 
(TtF)  LOO  assessed  joint 
and  service  C-IED  training 
requirements  and  supported 
the  development  and 
improvement  of  training 


initiatives  to  enable 
warfighters  to  organize, 
plan,  and  conduct  C-IED 
operations;  properly  employ 
C-IED  equipment;  and  improve 
understanding  of  new  lED 
threats. 

JIEDDO’s  rapid  technology 
development  program  focuses 
activities  in  a  number  of  areas 
spanning  the  three  lines  of 
operation. 

JIEDDO  seeks  to  transition 
or  transfer  proven  C-IED 
initiatives  to  the  military 
services,  combatant 
commands  (COCOMs),  or 
government  agencies  for 
lifecycle  management  and 
sustainment  within  two  years. 
Similarly,  JIEDDO  seeks  to 
terminate  initiatives  that 
met  an  urgent  requirement 
and  are  no  longer  needed 
or  have  failed  to  deliver 
anticipated  results.  Timely 
initiative  transition,  transfer, 
or  termination  (T3)  prevents 
long-term  resource 
commitments  residing  within 
JIEDDO  and  enables  the 
organization  to  apply  limited 
resources  to  the  most  urgent 
C-IED  requirements. 
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Threats  and  Trends 

lED  Overview  for  Afghanistan  and  iraq^ 
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lEDs  continue  to  pose  the  main  threat  to  CF  in  both  Afghanistan 
and  Iraq  as  seen  above.  The  number  of  lED-related  casualties 
for  CF,  host  nation  security  forces,  and  civilians  in  Afghanistan 
increased  19  percent  during  the  previous  year.  In  Iraq,  the 
number  of  CF,  host  nation  security  force,  and  civilian  lED 
casualties  declined  29  percent. 


A  Mine  Rotfv  ft  litmagtft  by  t 
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Afghanistan  ied  efficacy  trends  fy  2009-2010 
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Afghanistan 


Afghan  insurgents  used  lEDs  effectively  to  cause  casualties,  restrict  CF  freedom  of  maneuver, 
challenge  legitimate  government  authority,  and  isolate  CF  from  civilians.  Widespread  insecurity, 
intimidation  of  local  populations,  and  readily  available  sources  of  homemade  explosives  (HME) 
enabled  insurgents  to  elevate  IED  use  rates.  Insurgents  leveraged  external  support  and  safe  havens 
to  sustain  IED  campaigns. 


The  volume  of  IED  use  increased  significantly  from  FY  2009,  alongside  an  increased  CF  operational 
tempo.  Despite  this  increased  volume  of  attacks,  efficacy  rates  remained  steady  in  the  last  half  of 
FY  2010  as  seen  above.  Decreased  severity  of  IED  events,  combined  with  other  operational  factors 
led  to  a  decreasing  rate  of  U.S.  personnel  killed  in  action  (KIA)  per  effective  IED  attack.  Non-U.S. 

CF  KIA  per  effective  attack  remained  constant. 
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Afghan  insurgents  continue  to  rely  predominantly  on  victim-operated  lEDs  (VOlEDs)  and  command 
v/ire  lEDs  employing  simple,  yet  effective  technologies  and  designs  often  used  with  large  net 
explosive  weight  charges.  The  incorporation  of  HME  and  other  block  explosives  into  lEDs  continued 
to  be  the  most  significant  lED  threat  to  CF  in  Afghanistan.  Insurgents  also  continued  elevated 
targeting  rates  of  dismounted  forces  due  to  the  increase  of  dismounted  operations  by  CF  forces  in 
support  of  counterinsurgency  (COIN)  operations. 

Afghanistan  Outlook.  Afghan  insurgents  will  continue  to  use  low-tech  solutions  and  increased 
volume  of  lED  emplacements  to  conduct  their  lED  campaign.  Most  devices  will  be  constructed  with 
simple  technologies  and  readily  available  materials. 


IRACL 

In  Iraq,  the  overall  number  of  lED  attacks  occurred  at  consistently  reduced  levels  not  seen  since 
August  2003.  The  overall  effect  of  attacks  remained  generally  stable  through  the  year,  as  noted  in 
the  lED  trend  chart  below. 


iraqjED  Efficacy  Trends,  fy  2009  -2010 
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Global 

Globally,  lEDs  increased  as  the  insurgent  and  terrorist  weapon  of  choice.  The  average  number 
of  lED  incidents  per  month  outside  of  Afghanistan  and  Iraq  was  260,  up  from  the  previous  year 
as  noted  below.  JlEDDO’s  review  of  worldwide  lED  reporting  showed  device  effectiveness  and 
lethality.  Complex  suicide  attacks  in  Pakistan  and  areas  of  U.S.  Africa  Command  are  notable  lED 
events  of  FY  2010.  Communications  and  coordination  among  threat  groups  has  continued  the 
proliferation  of  lED  technology  and  techniques  worldwide. 


GLOBAL  I  ED  INCIDENTS 
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JIEDDO  Mission  and  Mission  Areas 


During  2010,  JIEDDO 
critically  reviewed  its  mission 
statement,  existing  structure, 
and  procedures  with  the 
objective  of  enhancing  clarity 
and  streamlining  processes. 

JIEDDO'S  REVISED 
MISSION  STATEMENT: 
JIEDDO  leads  Department 
of  Defense  (DoD)  actions 
to  rapidly  provide  C-IED 
capabilities  in  support  of  the 
combatant  commanders  and 
to  enable  the  defeat  of  the 
lED  as  a  weapon  of  strategic 
influence. 

ORGANIZATION 

STRUCTURE 

The  director  determined 
that  JIEDDO  should  be 
organized  as  a  headquarters 
element  with  three  operating 
arms  to  execute  JIEDDO 
efforts  across  three  lines  of 
operation.  A  deputy  director 
structure  to  provide  the 
command  group  a  single 
point  of  accountability  for 
each  mission  area  was 
implemented.  A  revised 
organizational  chart  is 
provided  on  page  10.  Deputy 
director  responsibilities  are: 

Deputy  Director 
of  Operations  and 
Requirements  (DDOR) 

The  DDOR  serves  as  the  lead 


for  JIEDDO  in  managing  C-IED 
requirements,  synchronizing 
JIEDDO  operational 
activities,  coordinating 
C-IED  operational  support  to 
COCOMs,  identifying  C-IED 
gaps,  and  facilitating  C-IED 
concepts  of  operations  and 
doctrine. 

Deputy  Director  of 
Training  (DDT) 

The  DDT  serves  as  the 
training  lead  for  JIEDDO, 
maintaining  and  managing 
the  distributed  Joint 
Center  of  Excellence 
(JCOE)  that  facilitates 
individual,  collective, 
and  unit  C-IED  training; 
enabling  the  development 
and  propagation  of  new 
operational  techniques 
and  tactical  procedures; 
and  providing  a  venue  for 
training  and  support  for  the 
experimentation  and  testing 
of  emerging  C-IED  equipment 
and  concepts.  The  DDT  also 
serves  as  the  director  of  the 
JIEDDO  JCOE. 

Deputy  Director  of 
Rapid  Acquisition  and 
Technoiogy  (DDRA&T) 

The  DDRA&T  serves  as  the 
lead  for  JIEDDO  in  rapidly 
developing,  acquiring, 
integrating,  assessing,  and 
fielding  proven  materiel  and 
non-materiel  C-IED  initiatives 


to  counter  known,  newly 
deployed,  and  emerging 
lED  threats.  The  DDRA&T 
ensures  the  initiatives 
program  includes  required 
training,  sustainment,  an 
effective  feedback  loop, 
and  product  improvement 
spirals  and  provides  lifecycle 
management  oversight 
of  JIEDDO-funded  C-IED 
solutions.  With  the  science 
advisor,  the  DDRA&T 
oversees  science  and 
technology  (S&T)  efforts 
on  behalf  of  JIEDDO  and 
works  with  the  services  to 
coordinate  C-IED  science 
and  technology  investments 
for  the  future.  The  DDRA&T 
also  serves  as  the  director  of 
the  Capabilities  Acquisition 
Center  (CAC). 

Deputy  Director  of 
Operations/Intelligence 
Integration  (DDOl) 

The  DDOl  serves  as  the  lead 
for  JIEDDO  in  supporting 
the  C-IED  mission  through 
the  supervision  of  relevant 
information  collection, 
intelligence  analysis,  fusion, 
and  dissemination  to  deliver 
rapid  C-IED  and  network- 
attack  capabilities  in  support 
of  COCOMs.  The  DDOl  also 
serves  as  the  director  of  the 
Counter-IED  Operations/ 
Intelligence  Integration 
Center  (COIC). 
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Notable  changes  from  the  previous  organizational  design  are: 

•  The  Competitive  Strategies  Group  was  disbanded  and  its  functions  were  realigned  within  the 
COIC  and  CAC. 

•  The  Joint  Training  C-IED  Operations  Integration  Center  (JTCOIC)  transferred  to  U.S.  Army 
Training  and  Doctrine  Center.  DDT  coordinates  training  support  requirements  provided  by 
JTCOIC. 


JIEDDO  Organization  Chart 


RESOURCES 

Funding 

Established  by  Congress  in 
FY  2007  as  a  new  appropriation, 
the  Joint  lED  Defeat  Fund 
(JIEDDF)  provides  flexible, 
three-year  duration  funds 
enabling  JIEDDO  to  rapidly 
develop  capabilities  that 
counter  constantly  morphing 
lEDs  and  the  highly  adaptive 
networks  employing  them. 


This  annual  report  provides  a 
snapshot  of  the  $2.7  billion 
drawn  from  the  FYs  2008, 
2009,  and  2010  appropriations 
JIEDDO  expended  in  FY 
2010  (see  JIEDDO  Funding 
Highlights  on  pages  13-14). 
During  FY  2007  through 
FY  2010,  Congress  provided 
more  than  $13  billion  for  the 
JIEDDF,  primarily  through 
supplemental  appropriations 
(see  chart  on  page  11).  For 
FY  2007  through  FY  2008, 
JIEDDO’s  main  effort  was 


countering  the  Iraq  lED  threat. 
In  FY  2009,  JIEDDO’s  focus 
shifted  as  national  priorities 
changed  and  forces  surged  to 
Afghanistan. 

Anticipating  this  shift,  JIEDDO 
requested  and  received  $1.1 
billion  in  funding  planned 
for  FY  2010  to  provide 
C-IED  resources  essential 
to  support  the  expected 
surge.  Due  to  this  early 
appropriation  of  multi¬ 
year  funds  in  anticipation 
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of  the  build-up  offerees  in 
Afghanistan,  JIEDDO’s  FY 
2010  execution  included 
significant  funding  drawn  from 
FY  2009  appropriations. 

The  FY  2010  DoD 
Appropriations  Act 
provided  both  overseas 
contingency  operations 
(OCO)  supplemental  and 
base  budget  funding  to 
JIEDDO  through  the  JIEDDF. 
Approximately  95  percent  of 
the  total  budget  authority  was 
OCO  supplemental  funds, 
with  the  remaining  5  percent 
in  the  base  budget. 

JIEDDO’s  financial 
execution  profile  differs 
significantly  from  traditional 
DoD  programs  —  and 
consequently  leaves 
observers  believing  that 
JIEDDO  is  under-executing 
its  resources.  Commitments, 
rather  than  obligations, 
are  a  better  reflection  of 
JIEDDO  meeting  COCOMs’ 


requirements.  JIEDDO  is 
not  a  contracting  activity 
and  consequently  relies 
exclusively  upon  other 
organizations  to  obligate 
JIEDDF  funds  that  deliver 
C-IED  solutions. 

Other  factors  contribute  to 
JIEDDO’s  unique  financial 
execution  profile.  First, 
a  significant  portion  of 
JIEDDO’s  budget  is  dedicated 
to  responding  to  joint  urgent 
operational  needs  (JUONs). 
Each  year  when  the  budget 
is  approved,  neither  specific 
nor  aggregate  JUON  costs 
are  known,  making  financial 
targets  difficult  to  set  and 
more  difficult  to  achieve  as 
JIEDDO  shifts  resources  to 
meet  lED  threats  that  can 
surface  or  change  in  weeks. 

Complex  measures  written 
into  the  Federal  Acquisition 
Regulation  (FAR)  protect 
the  government’s  interests 
but  delay  full  obligation. 


As  an  example,  the  FAR 
requires  contracting  officers 
to  negotiate  in  good  faith, 
meaning  they  must  know  with 
certainty  funds  are  available 
when  soliciting  proposals  for 
goods  and  services.  Another 
example  deals  with  letter 
contracts,  where  contracting 
officers  are  limited  in  the 
amount  of  committed  funds 
they  can  obligate.  Up  to  49 
percent  of  the  funds  can 
be  obligated  when  a  letter 
contract  is  awarded;  the 
amount  can  increase  to  75 
percent  if  a  qualified  proposal 
is  received  within  120  days. 
JIEDDO  closely  tracks  initial 
commitment  to  obligation 
rates,  typically  within  60 
days.  These  are  examples 
of  many  procurement 
requirements  delaying 
obligations.  Consequently, 
JIEDDO  has  little  control  over 
the  typical  six-month  lag 
between  fund  commitment 
and  obligation  and  its  unique 
financial  execution  profile. 


JIEDDO  BUDGET  IN  HISTORICAL  PERSPECTIVE 
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PERSONNEL  AND 
STAFFING 

An  institutional  review, 
reassessment,  and 
revalidation  of  the 
organization’s  mission 
and  functions,  supported 
by  repeated  GAO 
recommendations,  highlighted 
the  ui^ent  need  to  increase 
government  oversight  and 
direction.  To  address  the 
noted  concerns,  141  new 
government  civilian  billets 
were  approved  to  provide 
an  experienced,  mid-level 
leadership  team  raising 
the  percentage  of  JIEDDO 
military/government 
personnel  from  10  to  14 
percent.  In  FY  2010,  JIEDDO 
filled  69  percent  of  its  joint 
manning  document  personnel 
authorizations.  While  making 
great  strides  to  fill  the 
additional  government  civilian 
billets.  JIEDDO  continued 
to  have  challenges  filling  its 
military  personnel  billets. 

To  further  reinforce 
government  oversight 
and  direction  of  its  largely 
contractor-based  workforce, 
JIEDDO  also  received 
approval  to  convert  192 
contracted  manpower 
equivalent  authorizations 
to  government  civilian 
positions  in  FY  2012.  Once 
the  conversion  is  complete, 
JIEDDO  will  improve  the 
percentage  of  military/ 


government  personnel  from 
14  to  24  percent. 

Recognizing  the  military 
services’  difficulty  in  providing 
active  duty  military  personnel. 
JIEDDO  initiated  an 
aggressive  effort  to  develop 
and  gain  approval  for  reserve 
component  augmentation. 
JIEDDO  received  approval 
for  119  Army  Reserve,  13  Air 
Force  Reserve,  and  23  Marine 
Corps  Resen/e  augmentation 
positions,  with  30  requested 
Navy  Reserve  billets  pending 
the  Navy  FY  2011  Program 
Objective  Memorandum 
review. 

JIEDDO  continued  to  rely 
heavily  on  service  contracts 
to  quickly  acquire  the 
variety  of  skill  sets  not 
easily  found  in  the  services 
or  through  government 
civilian  recruiting.  To  this 
end.  JIEDDO  implemented 
a  comprehensive  services 
support  contract  providing 
a  flexible  and  enduring 
contracting  vehicle,  enabling 
JIEDDO  to  respond  quickly  to 
warfighters’  needs. 

COUNTER-1  ED  SENIOR 
INTEGRATION  GROUP 

At  the  beginning  of  FY  2010, 
the  SECDEF  established 
the  C-SIG  to  “harmonize 
resources  organizationally 
across  the  Department  and 
allocate  them  efficiently  in 


order  to  more  effectively 
counter  the  lED  threat  in 
Afghanistan.”  The  C-SIG’s 
mission  is  to  integrate  and 
prioritize  C-IED  efforts  with 
the  goal  of  ensuring  the  right 
capabilities  are  deployed  to 
the  right  theater  at  the  right 
time.  JIEDDO  committed  to 
rapidly  field  prioritized  C-IED 
technologies  in  accordance 
with  C-SIG  instruction. 
Beginning  in  July  2010, 
JIEDDO  began  to  perform 
secretariat  roles  for  the  C-SlG, 
providing  relief  for  the  Joint 
Chiefs  of  Staff,  J-34.  This 
handover  was  completed  in 
August  2010. 
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FISCAL  YEAR  2010  JIEDD( 


$2.7B 


FY10 


COfC:  $249.0M* 

WTI: 

-  ExpioKatfon  Laboratory  Enhancements:  $14.SNt* 

^  National  lED  Exploitation  Facility:  $6.0M 

-  Torchlight: 

-TEDAC:  $59.5M* 

•  Special  Programs: 

-Vttonhound:$49.8M* 

-Sonbobcat:$22.^ 

-  Forgersnoop:  $8M* 

•  Detect  Air: 

>  Desert  Owl:  $274ir 

>  Copperhead  MiniSAR:  $31 .8M* 

•  C-tED  Electronic  Warfare: 

-  CREW  Fixed  Site  CVRJ:  $47.7M* 

>  CREW  Universal  Test  Sets:  $49.3M* 

-  EWO  Kits:  $12^M 

•  D^s^Oround: 

-  Persistent  Threat  Detection  System:  $376.(WI 

-  Pendstent  Group  Surveillance  System:  $119.0M 

-  Handheld  Ground  Penetrating  Radar  (Mlnehound):  $23.6M* 

-  Goldie:  $19.5M* 

-  Counter  Bombw^  $7^ 

•>  Beachcomber  $21.7M* 

-  PBIEDA/BIED  Defeat  -  Entry  Control  Point :  $134JM 

•  Neutralise: 

-Jackal:  $17.7M 

•  J<dnt  Center  of  Excellence: 

-  C-IEO  Training  Support  Mission:  $26.9Nr 

-  Exportable  Training  Support  JATAC:  $29.SM* 

-  C-IEO  Suf^rt  Element  &  C-IED  Team  Training:  $18.gM* 

-  C-IEO  Mobile  Assistance  Training  Teams:  $8.4M* 

-  CJTF  Paladin  Training  Support:  $10M* 

-C-IEO  Force  on  Force  Environment:  $8.8M 

-  C-iED  Live  Fire  Environment:  $13.8M 

-  Mobile  CJEO  Interactive  Trainer  $15.4M- 

-  Home  Made  Explosives  Training  Program  $1.0M* 

-  Tactical  Site  Exploitation;  $3.5M 

•  Headquarters:  $121.5M* 


-Radial 
-BlueC 
-Speck 
-Sand  I 
Addition 
-  VAOEi 


-Quiet 
-BCT  < 
Antiyi 

-Robot 
(RMOt 
-Devil  I 
-Sheric 
-MaxP 
-Gray  F 
Mitigate 
-USMC 
-  lED  R< 
-John  I 
-Hardii 
-Ghost 
-ARDEi 
-Santin 


•t^stema 

(JTCOiC 

•  JTCOIC 
Sbmtlatii 

•  Syntheti 
Environr 

•  Skunetil 

•  Infantry 

•  hrWMNrsk 
•C-IED  in 
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D  FUNDING  HIGHLIGHTS 


-  Integrated  Signatures  Program: 

-Saturn  Arch:  $43.7M* 

-  PersonoBome  iEO  Counter  Architecture;  $15M 
-London Brook:  $4.9 M 

-  Tripwire  Analytic  CapabHIty:  $22.4  M 

•  Other  77  R&D  inveatmente  and  RMnaining 
Programs:  $123.1M* 


ic  Mounted  Detecdon  System 
i)withLAOAR:$5.0MJ 
>up  EOD  Mini  Robot:  $32.8M 
ck:  $4.7Mr 
ower:  $7.1M* 

•ox:  $6.3Nr 

Mine  Roller  System:  $13.8M 
>llers  (Sparks  il):  $236.0M 
ED  Neutralize  Roller  (JOLLER):  $11 .9M 
mpact:  $12.6M 
Ship:  $1.3M 

Z  Ob|ective  Armor  Protection;  $7.9M 
ei  Scout:  t2.4M 

Integration  and  ModeHrm  and  Simulattcm 
MtetHM#);  S22.8M 
Systems  bite^patiofi,  Modethig  and 
>ns:$4.7M 

c  Environment  Core  Connnon  Virtual 
nent  $12.2M* 

cs  &  Forensics  Virtual  Training:  $4.2M 
Immersion  Trahwn  $S.6M 
re  TrMning  Environment:  $1.2M 
tegradon  CeN  <Ct2C):  $14.5Nr 


•  Technical  Collecdon;  $23.0M 

•  Joint  Expeditionary  Team  (MTAT):  $13.3M* 

•  Ist  Army  Combat  Tralnbig  Crniter  LevsHng:  ».4M 

•  Joint  Knowtedge  Infcarmadon  Fusion  Exchange:  $5.SHM* 

•  VirtuaiMedIcal  Training:  $22.6M* 

•  Tissue  StaMlization  Program:  $10.3M 

•  Lost  Umb  Mitigadon:  $6.5Nr 

•  RtenMning  13  Programs;  $18.3M* 


•  Joint  Test  Board:  $48.5Nr 

•  Other  62  RAD  bivMtmente  and  Remaining 
Programs:  $106.7M* 


It  Falcon:  $24.1M 
)evil:  $61 .9M 
let:  $9.9M* 

Jragon:  $5.8M 
al  Detect  Air: 

^.S41.3M‘ 
ics:  $13.0M 
md  Prevent: 
le:  $74.6M 

Clearance  Optics  Suites;  $47.1M 
Storm:  $6.1M 

JpetstfcwMd  and  Sy^4oma 


•ieuW.y*ar  Fund*:  FY2008  -  $9,4M,  FY2009  -  $1,064.0M,  FY2010  -  $1.W«.5U 
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FY  2010  MAJOR  Accomplishments 

This  section  describes  new  initiatives  in  FY  2010  on  which 
JIEDDO  expended  budgetary  resources  from  the  JIEDDF. 
Descriptions  of  initiatives  started  in  other  years  can  be  found 
in  the  JIEDDO  annual  report  for  that  fiscal  year.  Descriptions 
of  initiatives  started  and  terminated  within  FY  2010  are  listed 
in  the  table  of  T3  initiatives  on  pages  23-26. 

ATTACK  THEN  ETWORK 

JlEDDO’s  AtN  LOO  enables  offensive  operations  against  a 
complex  networks  of  financiers,  lED  makers,  trainers,  and 
their  supporting  infrastructure  by  providing  intelligence, 
surveillance,  reconnaissance,  information  operations, 
counter-bomber  targeting,  biometrics,  and  weapons  technical 
intelligence  capabilities. 

COIC  Technology  Integration.  The  International  Security 
Assistance  Force  (ISAF)  commander  established  the  Afghan 
Mission  Network  (AMN)  as  the  principal  command  and  control 
system  to  enable  real-time  collaboration  and  information 
sharing  across  the  coalition.  COIC  provided  hardware, 
software,  and  technical  engineering  support  enabling  JIEDDO 
COIC  Analytic  Support  Team  analysts  to  transition  quickly  to 
the  AMN.  The  Joint  Staff  designated  the  COIC  as  the  lead  for 
establishing  the  AMN  in  the  National  Capital  Region. 

COIC  Training  Integration.  COIC  made  41  tool  and 
process  training  modules  available  to  classified  computer 
users  supporting  pre-deployment  and  deployed  unit  needs. 
These  modules  included  familiarization,  tool  integration, 
network  analysis,  and  advanced  integration  and  collaboration. 
COIC  developed  13  interactive  e-learning  modules  for  tool 
familiarization  and  training. 

Weapons  Technical  Intelligence  (WTI).  WTI  is  a 

process  and  a  category  of  intelligence  derived  from  the 
forensic  and  technical  exploitation  of  lEDs,  associated 
components,  and  improvised  weapons.  WTI  uniquely 
combines  service,  intelligence  community,  federal  law 
enforcement,  and  national  laboratory  capabilities  to  produce 
actionable  intelligence  not  only  enabling  the  identification 
and  disruption  of  low-signature  networks  employing  lEDs, 
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but  also  contributing  to 
the  development  of  time- 
sensitive  countermeasures, 
targeting  of  enemy 
combatants,  material 
sourcing  efforts,  and 
supporting  the  prosecution 
of  those  attributed  to  attacks 
on  U.S.  and  CF. 

Zionbobcat.  Zionbobcat 
is  a  proof-of-concept 
passive  integrated  airborne 
tactical  deployment  sensors 
system  for  interrogation  of 
communications  devices. 

Detect  Air.  Detect 
Air  systems  enable  the 
warfighter  to  detect 
insurgent  lED  emplacement 
activity  and  all  observables 
associated  with  lEDs  and 
their  emplacement. 

Blue  Devil.  Blue  Devil  is 
a  unique,  developmental, 
integrated,  multi¬ 
intelligence,  auto-tipping, 
and  cueing  C-IED  airborne 
intelligence,  surveillance, 
and  reconnaissance  (ISR) 
capability.  Blue  Devil 
integrates  the  highest 
resolution  wide  field  of  view 
electro-optical  (EO)  sensor 
with  high-definition  cameras 
and  signals  intelligence 
geo-location  sensors.  The 
imagery  is  simultaneously 
sent  to  a  tactical  operations 
center  and  remote  video 
terminals  in  real  time. 


Speckles.  Speckles  is  a 
developmental  35-pound 
unmanned  aerial  vehicle  with 
EO  and  short-wave  or  long¬ 
wave  infrared  (IR)  sensors 
for  route  clearance  patrol 
(RCP)  operations.  Runway 
independent,  rail  launched, 
and  belly  landed.  Speckles  is 
capable  of  eight-hour  mission 
endurance  and  direct  video 
downlink.  This  enables  the 
RCP  to  rapidly  investigate 
areas  of  interest  and  maintain 
immediate-area  situational 
awareness. 


Photo;  JIEDDO 

Sand  Dragon.  Sand  Dragon 
is  a  small,  long-endurance, 
runway  independent, 
unmanned  aerial  system 
asset  suited  for  the  detection 
of  lED  observables  during  RCP 
operations  in  OEF. 

BIstatics  Surveillance 
System  (BSS).  BSS  is 

a  tower-mounted  ground 


moving  target  indicator 
(GMTl)  radar  providing  high- 
detection  probability,  low 
false-alarm  rate,  and  precise 
geo-location  against  moving 
targets.  The  system  uses 
inexpensive  radars  to  cue 
EO/IR  sensors. 

Predict  and  Prevent. 

Predict  and  Prevent  efforts 
facilitate  the  rapid  fielding  of 
sensitive  C-IED  materiel  and 
non-materiel  technologies  to 
give  the  warfighter  collection, 
exploitation,  and  analytic 


advantage  in  multiple 
intelligence  disciplines. 

Quiet  Storm.  Quiet  Storm 
funds  intelligence  analysts 
focused  on  the  lED  supply 
chain.  Leveraging  federal 
law  enforcement  data 
made  available  to  DoD,  lED 
facilitators  are  identified 
and  intelligence  and  law 


A  developmental  Speckles  system  takes  off  for  a  test  route  clearance  patrol 
operation. 
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enforcement  operations  are 
synchronized  against  lED 
facilitation  networks. 

Brigade  Combat  Team/ 
Regimental  Combat 
Team  Operations 
Research  Systems 
Analysis  (ORSA).  This 
AtN  C-IED  capability  provides 
operations  research  capability 
in  immediate  proximity  to 
tactical  problems,  enabling 
real-time  analysis  of  issues 
addressing  Brigade/ 
Regimental  Combat  Team 
Command’s  needs. 

Person-borne  lED 
(PBIED)  Counter 
Architecture.  The 

PBIED  counter  architecture 
effort  is  a  JIEDDO  and 
Department  of  Homeland 
Security  cooperative 
project.  This  detection 
system  incorporates  a 


family  of  sensors,  a  software 
information  backbone, 
and  software  that  assists 
in  prioritizing  threats  and 
allocating  detection  assets 
against  those  threats. 

London  Brook.  This  target 
audience  analysis  study 
examined  how  to  best  affect 
insurgent  behaviors,  including 
those  involved  in  commission 
and  execution  of  lED  attacks. 
The  complete  report  was 
delivered  to  ISAF. 

Tripwire  Analytic 
Capability  (TAC).  TAC 

is  a  Web-based  analytic 
and  decision  support 
system  enabling  real-time 
and  collaborative  analysis 
through  persistent  querying 
of  streaming  and  stored 
data.  TAC  supports  the 
JIEDDO  mission  by  enhancing 
C-IED-related  decision 


PBIED  sensors  must  be  able  to  conduct  multimodel  scans  with  a 
predetermined  percentage  of  the  crowd,  accurately  scan  people  approaching 
at  differing  angles,  address  crowd-blocking  and  proximity  effects,  and  target 
people  of  Interest  within  a  wide  field  of  view. 

Photo:  SPIE  paper  April  2010;  Paper  Number  7660-60 
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making  through  quantitative 
analytics. 

Defeat  the  device 

JIEDDO  enhances  freedom 
of  maneuver  and  safe 
operations  for  CF  through 
the  DtD  line  of  operation. 

DtD  focuses  on  providing 
defensive  technologies 
to  detect  lEDs,  neutralize 
them  before  they  can  be 
detonated,  or  mitigate  the 
effects  of  detonations. 

Counter-IED  Electronic 
Warfare  (CIEW). 

CIEW  seeks  to  integrate 
counter  radio-controlled 
lED  electronic  warfare 
(CREW)  systems  with  other 
capabilities  operating 
within  the  electro¬ 
magnetic  spectrum  to 
ensure  compatibility  and 
interoperability  within  U.S. 
DoD  and  coalition  nations. 
CIEW  broadens  the  aperture 
expanded  from  jamming 
to  include  C-IED  sensor 
capabilities.  JIEDDO  funded 
the  research,  development, 
and  procurement  of  man- 
portable,  vehicle-mounted, 
and  fixed-site  jamming 
technologies. 

CREW  Universal  Test 
Set  (UTS).  CREW-UTS 
is  a  follow-on  capability 
configured  to  give  operators 
a  go/no-go  test  capability 
to  confirm  CREW  equipment 
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performance  at  the  warfighter 
level. 

Electronic  Warfare 
Officer  (EWO)  Tool 
Kits.  EWO  tool  kits 
provide  the  next  level  of 
maintenance  and  diagnosis 
support  for  CREW  systems 
complementing  the  CREW- 
UTS. 

Detect  Ground.  Detect 
Ground  systems  seek 
to  detect  person-borne, 
vehicle-borne,  and  buried 
lEDs,  as  well  as  suspicious 
activity  associated  with  lED 
emplacement. 

Persistent  Threat 
Detection  System 
(PTDS).  The  PTDS  is  a 
tethered  aerostat  (balloon) 
equipped  with  a  suite  of  high- 
resolution  EO/IR  equipment. 


An  aerostat  balloon 
Is  released  to 
keep  watch  over 
and  around  a 
multinational  base  In 
Afghanistan. 

Photo:  CpI. 
Christopher  Dickson 


The  PTDS  provides  a 
persistent  surveillance 
and  situational  awareness 
capability. 

Persistent  Ground 
Surveillance  System 
(PGSS).  The  PGSS  system 
is  a  suite  of  single-  and 
dual-configurable  sensors, 
mounted  on  a  tethered 
aerostat  (balloon).  PGSS  can 
operate  at  a  higher  altitude, 
has  a  larger  balloon,  and  a 
greater  payload  option  than 
the  PTDS. 

Handheld  Ground 
Penetrating  Radar 
(GPR)  Mlnehound.  The 

Minehound  GPR  system  is  a 
lightweight,  hand-held,  ground 
penetrating  radar  enabling 
dismounted  patrols  to  find 
lEDs  with  low-  or  no-metallic 
signature. 

Goldie.  The  Goldie  system 
is  a  lightweight,  man- 
portable,  handheld  device  for 
detecting  lED  components 
while  conducting  dismounted 
patrols.  This  initiative  is  a 
one-time  commercial  off-the- 
shelf  (COTS)  procurement. 

Subtle  Madness.  Subtle 
Madness  is  a  magnetometer- 
based  system  for  detecting 
suicide  bombers  in 
unstructured  crowds,  at 
installation  entry  checkpoints, 
and  traffic  control  points. 


Robotic  Mounted 
Detection  System 
(RMDS)  with  Laser 
Detection  and  Ranging. 

RMDS  is  a  developmental 
effort  designed  to  remotely 
operate  the  Husky  Mounted 
Detection  System.  RMDS 
allows  remote  detection  of 
lEDs  from  a  trailing  vehicle. 

NEUTRALIZE 

Neutralize  systems  seek  to 
deny  lED  actuation  at  a  time 
and  place  of  the  enemy’s 
choosing. 

Devii  Pup  Mini  Robot. 

Devil  Pup  is  a  man-packable, 
highly  agile,  miniature 
robot  specifically  designed 
for  dismounted  explosive 
ordnance  disposal  (EOD) 
operators. 

Sherlock.  Sherlock  is  a 
COTS  trace  detector  for 
identifying  suspicious  solids 
and  liquids.  Sherlock  provides 
portable  trace  detection  of 
explosives. 

Blue  Fox.  Blue  Fox  is  an 
effort  to  characterize  a  COTS, 
man-portable,  radiography 
system  exceeding  current 
EOD  radiography  penetration 
capabilities. 

Gray  Fox.  Gray  Fox  is  a 
backscatter  X-ray  imaging 
system.  Gray  Fox  enables  the 
EOD  operator  to  remotely 
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X-ray  thick  cased  containers 
and  munitions  to  determine 
the  presence  of  an  lED  fusing 
system  or  hazardous  liquids. 

MITIGATE 

Mitigate  systems  seek  to 
minimize  the  effects  of 
ED  blasts  on  personnel, 
equipment,  and  facilities. 

U.S.  Marine  Corps 
(USMC)  Mine  Roiier 
System-Panama  City 
(PC)  Roiier.  PC  rollers 
mitigate  the  effects  of  VOlEDs 
by  standoff  pre-detonation, 
reducing  causalities  and 
vehicle  damage. 

Hard  Impact.  Hard  Impact 
is  a  device  to  deny  the 
enemy  the  use  of  culverts 
for  emplacing  lEDs  virhile 
still  allowing  water  flow. 

The  system  is  adaptable  to 
different  culvert  sizes.  This 
program  is  also  creating 
tools  and  criteria  to  assist 
operators  in  assessing  road 


culverts  and  determining 
which  options  within  the  Hard 
Impact  designs  will  be  most 
effective. 

Ghost  Ship.  Ghost  Ship  is 
a  kit  installed  in  High  Mobility 
Multipurpose  Wheeled 
Vehicles  allowing  complete 
remote  operation  of  the 
vehicle  by  an  operator  in  a 
trailing  vehicle. 

The  U.S.  Army 
Research,  Development 
and  Engineering  Center 
(ARDEC)  Objective 
Armor  Protection.  The 
ARDEC  objective  armor 
protection  seeks  to  provide 
developmental  armor 
technologies  for  protection 
against  large  explosively 
formed  penetrators  and 
rocket  propelled  grenades  at 
a  reduced  weight  compared 
to  currently  available  armor 
solutions. 

Sentinel  Scout.  This 
developmental  appliqu6  kit 


is  installed  on  a  vehicle  to 
permit  remote  operation 
from  a  control  panel  in  a 
trailing  vehicle.  The  semi- 
autonomous  vehicle  control 
system  is  designed  to 
enable  remote  detection  and 
neutralization  of  lEDs  using 
C-IED  enablers  such  as  rollers 
and  ground  penetrating  radar 
on  an  unmanned  vehicle. 

Joint  lED  Defeat  Test 
Board  (JTB).  The  JTB 

validates  that  JlEDDO-funded 
C-IED  initiatives  are  proven 
capabilities,  and  allows  DoD 
leadership  to  confidently  field 
new  technologies.  In  FY  2010, 
JIEDDO  funded  434  JTB  test 
events,  evaluating  317  C-IED 
efforts  across  the  JIEDDO 
LOOs. 

TRAIN  THE  FORCE 

JIEDDO’s  TtF  LOO  assesses 
joint  and  service  C-IED 
training  requirements  and 
supports  the  development 
and  improvement  of 
training  initiatives  to  enable 
warfighters  to  organize, 
plan,  and  conduct  C-IED 
operations;  properly  employ 
C-IED  equipment;  and  improve 
understanding  of  new  ED 
threats. 

U.S.  Soldlars  Install  a  Hard  Impact 
device,  a  culvert  denial  system, 
designed  to  prevent  Insurgents 
from  planting  lEDs  undemeatti 
roadways. 

Photo:  SgL  Jon  E.  Dougherty 
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In  response  to  the  SECDEF’s 
memo  of  March  18,  2010, 
JIEDDO  has  dramatically 
increased  C-IED  training 
support  to  ISAF  troop 
contributing  nation  partners 
through  support  to  U5. 
European  Command  and 
in  cooperation  with  North 
Atlantic  Treaty  Origanization 
(NATO)  Allied  Command 
Transformation. 

JIEDDO’s  major  training 
investments  were  in  filling 
Afghanistan  surge  operations 
and  increased  emphasis 
on  live,  virtual,  constructive 
gaming  (LVCG),  formerly 
modeling  and  simulation. 

JCOE  launched  several 
initiatives  during  this  yean 

JCOE  C-IED  Training 
Support  Mission. 

This  initiative  funded 
the  development  and 
propagation  of  new  C-IED 
training  capabilities  based  on 
emerging  threats.  Major  types 
of  support  include:  training, 
tactics,  and  procedures 
development;  publication  and 
distribution;  and  support  to 
the  Afghan  training  fusion  cell. 

C-IED  Support  Elements 
and  C-IED  Team 
Training.  This  Battle  Staff 
Training  Team  provided 
training  that  supported  units’ 
C-IED  training  for  surge 
deployment  to  Afghanistan. 


Oj 


U.S.  soldiers  examine  evidence  at  an  lED  training  site  at  the  National 
Training  Center  at  Fort  Irwin,  CA. 

Photo:  JIEDDO 


JCOE-Combined  Joint 
Task  Force  (CJTF) 
Paladin  Training  Support 
Team.  This  initiative 
provides  forward-stationed 
instructors  to  conduct 
receipt,  staging,  onward 
movement,  and  integration 
training  to  incoming  forces 
in  Afghanistan  such  as,  EOD, 
special  forces/COIN,  and 
search  and  site  exploitation. 

LVCG  Training.  To 

overcome  the  joint 
operational  problem,  JIEDDO 
partnered  with  the  services  to 
develop  LVCG  initiatives. 

Synthetic  Environment- 
Core  Common  Virtual 
Environment  (SE- 
Core).  JIEDDO  funded  the 
acceleration  of  a  proven 
training  program  to  meet 
C-IED  requirements.  JIEDDO 
funded  the  procurement  of 
hardware  and  software  for  the 
SE-Core  program  enabling 


a  significant  increase  of 
visual  graphic  and  computer 
generated  entity  quality  within 
virtual  training  systems. 

Biometrics  and 
Forensics  Virtual 
Training.  This  initiative 
provides  virtual  gaming 
interactive  multimedia 
instruction  on  comprehensive 
and  persistent  biometrics  and 
forensics  training. 

Tissue  Stabilization. 

This  initiative  will  accelerate 
research  in  tissue  repair  and 
skin  grafting.  It  accelerates 
(by  three-to-eight  years) 
additional  surgical  procedures 
to  reduce  infection,  rapidly 
grow  skin,  and  reduce/ 
remove  scar  tissue  caused  by 
lED  injuries. 
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SCIENCE  AND 
TECHNOLOGY 
DEVELOPMENT 

JIEDDO  invests  in  S&T  to 
mature  technology  and 
accelerate  a  capability 
to  theater.  Some 
projects  explore  unknown 
phenomenology  to  gain 
better  understanding  to 
develop  a  component 
technology  required  for 
a  larger  system.  JIEDDO 
programs  are  often  worked  in 
partnership  and  collaboration 
with  experts  from  across  the 
DoD  S&T  community.  Efforts 
in  these  areas  span  all  three 
lines  of  operation. 

Sensor  and  Data 
Exploitation.  JIEDDO 
continues  to  explore  new 
sensors  and  exploitation 
methods  to  demonstrate  the 
ability  to  detect  command 
wires,  disturbed  earth,  signs 
of  emplacement  activity, 
and  other  observables 
associated  with  emplaced 
lEDs,  to  include  integration 
and  demonstration  of  these 
capabilities  on  both  aerial 
and  ground  platforms. 

PBIED  Detection 
Technology.  JIEDDO  is 
exploring  new  techniques 
for  detecting  explosives 
to  include  neutron-based 
detection,  millimeter  wave 
imaging,  ultrasonic,  and 
multi-modal  detection. 


Neutralization.  JIEDDO’s 
technology  development 
program  is  exploring 
technologies  to  neutralize  the 
lED.  The  use  of  high-power 
microwave  as  a  technique  to 
pre-detonate  an  lED  remains 
a  challenge. 

Information  Technology. 

JIEDDO  is  working  with 
information  technology 
experts  across  industry, 
academia,  and  the  services 
to  advance  the  state  of 
the  art  in  a  number  of 
information  technology  areas 
to  include  fusion,  knowledge 
management,  natural 
language  processing,  and 
human  computer. 

Social  Dynamic 
Analysis.  The  JIEDDO 
social  dynamic  analysis 
program  includes  several 
programs  that  look  at 
network  analysis,  cultural 
understanding,  and  metrics 
to  gauge  success  in  security 
operations  and  other  COIN 
activities.  These  efforts 
promise  to  provide  a  set 
of  integrated  solutions  for 
JIEDDO,  DoD,  and  other 
agencies  to  consider  as  part 
of  their  philosophy  of  using 
social  and  cultural  aspects  of 
a  network. 

Cognitive  Analysis. 

JIEDDO  successfully 
completed  a  cognitive 
analysis  study  providing 


scientific  evidence  to 
understand  why  60  percent 
of  detected  lEDs  are 
discovered  by  the  human 
eye.  Understanding  of  critical 
skills  is  enabling  the  services 
to  incorporate  the  cognitive, 
physical,  and  individual 
differences  into  live,  virtual, 
and  gaming  systems  to  better 
train  warfighters  to  detect 
lEDs. 

Medical.  In  cooperation  with 
the  Army  Surgeon  General’s 
office,  JIEDDO  focused  a 
number  of  medical  research 
initiatives  and  treatment 
capabilities  intended  to 
defeat  lED  wounding  effects. 


21 


o 


o. 


FISCAL  YEAR  2010  TRANSITIONS,  TRANSFERS,  AND  TERMINATIONS 

Chartered  by  DoD  to  rapidly  acquire  C-IED  capabilities,  JIEDDO  seeks  to  transition  or  transfer  prov¬ 
en  C-IED  initiatives  to  the  services.  COCOMS,  or  government  agencies  for  lifecycle  management 
and  sustainment  within  two  years.  Similarly,  JIEDDO  seeks  to  terminate  initiatives  that  have  met  an 
urgent  requirement  and  are  no  longer  needed  or  have  failed  to  deliver  anticipated  results.  Timely 
initiative  transition,  transfer,  or  termination  avoids  JIEDDO  being  saddled  with  long-term  resource 
commitments  and  enables  JIEDDO  to  apply  limited  resources  to  the  most  urgent  emerging  C-IED 
requirements. 

JIEDDO  transitioned  or  transferred  76  C-IED  capabilities  and  terminated  four  initiatives  in  FY  2010 
(see  charts  on  pages  23-26).  JIEDDO  transitions  C-IED  initiatives  when  those  initiatives  are  judged 
to  be  integral  to  an  existing  and  enduring  capability  for  the  joint  force  and  are  expected  to  be¬ 
come  part  of  an  existing  program  of  record  funded  in  the  president’s  budget.  JIEDDO  transfers 
C-IED  initiatives  when  the  solution  is  not  judged  to  be  part  of  an  existing  approved  capability,  but 
will  continue  to  be  used  in  the  current  conflict  and  sustained  through  OCO  supplemental  funding 
requests. 

Annually  in  the  third  quarter,  JIEDDO  formally  briefs  T3  recommendations  to  the  Protection  Func¬ 
tional  Capabilities  Board  Working  Group,  Joint  Capabilities  Board,  and  Joint  Requirements  Over¬ 
sight  Council  (JROC).  Based  upon  JROC’s  endorsement,  a  JROC  memorandum  (JROCM)  signed 
by  the  vice  chairman  of  the  Joint  Chiefs  of  Staff,  informs  the  services  and  agencies  of  the  JROC 
action.  The  T3  list  and  JROCM  are  forwarded  to  the  Deputy  Secretary  of  Defense  for  T3  decision. 


URAP pushes  a  mine  roller  through  the  route  ensuring  the  path  la  clear  of  lEDs  during  a  5-day  convoy  to  FOB 
Edinburgh,  Afghanistan. 

Photo:  Lance  CpI.  Bruno  J.  Bego 
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ACRONYMS 


AAR 

after  action  review 

EW 

electronic  warfare 

AMN 

Afghanistan  Mission  Network 

EO 

electro-optical 

ARDEC 

Army  Research,  Developmental, 

EOD 

explosive  ordnance  disposal 

and  Engineering  Center 

EWO 

electronic  warfare  officer 

AtN 

Attack  the  Network 

FAR 

Federal  Acquisition  Regulation 

C2 

command  and  control 

FY 

fiscal  year 

CAC 

Capabilities  Acquisition  Center 

GAO 

Government  Accountability  Office 

CF 

coalition  forces 

GMTI 

ground  moving  target  indicator 

CIDNE 

combined  information  data 

GPR 

ground  penetrating  radar 

network  exchange 

GSM 

global  system  for  mobile 

C-IED 

counter-improvised  explosive 

HME 

homemade  explosive(s) 

device 

lED 

improvised  explosive  device 

CIEW 

counter-lED  electronic  warfare 

IR 

infrared 

C12C 

counter-IED  integration  cell 

ISAF 

International  Security  Assistance 

cue 

company-level  intelligence  cell 

Force 

CJTF 

combined  joint  task  force 

ISR 

intelligence,  surveillance,  and 

COCOM 

combatant  command 

reconnaissance 

COIC 

Counter-IED  Operations/ 

JATAC 

Joint  Asymmetric  Treat  Awareness 

Intelligence  Integration  Center 

C-IED  training 

COIN 

counterintelligence 

JCOE 

Joint  Center  of  Excellence 

COTS 

commercial  off-the-shelf 

JIEDD 

Joint  Improvised  Explosive  Device 

CREW 

counter  radio-controlled  lED 

Defeat  Fund 

electronic  warfare 

JIEDDF 

Joint  lED  Defeat  Fund 

C-SIG 

Counter-IED  Senior  Integration 

JIEDDO 

Joint  lED  Defeat  Organization 

Group 

JOLLER 

Joint  lED  Neutralize  Roller 

CTC 

combat  training  center 

JROC 

Joint  Requirements  Oversight 

CVRJ 

combined  vehicle  radio  jammer 

Council 

DDOl 

Deputy  Director  of  Operations 

JROCM 

JROC  memorandum 

Integration 

JTB 

JIEDDO  Test  Board 

DDOR 

Deputy  Director  of  Operations 

JTCOIC 

Joint  Training  Center  lED 

and  Requirements 

Operations  Integration  Center 

DDRA&T 

Deputy  Director  of  Rapid 

JUON 

joint  urgent  operational  need 

Acquisition  and  Technology 

KIA 

killed  in  action 

DDT 

Deputy  Director  of  Training 

LFX 

live-fire  exercise 

DoD 

Department  of  Defense 

LOO 

line  of  operation 

DSDM 

Deputy  Secretary  of  Defense 

LVCG 

live,  virtual,  constructive  gaming 

memo 

MFR 

memo  for  record 

DtD 

Defeat  the  Device 

MTAT 

Marine  Training  Advisory  Team 
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ACRONYMS 


NATO 

North  Atlantic  Treaty  Organization 

S&T 

science  and  technology 

NSA 

National  Security  Agency 

SE 

synthetic  environment 

OEF 

Operation  Enduring  Freedom 

SECDEF 

Secretary  of  Defense 

OCO 

overseas  contingency  operations 

T3 

transitions,  transfers,  and 

OPFOR 

opposing  forces 

terminations 

ORSA 

operations  research  systems 

TAC 

tripwire  analytic  capability 

analysis 

TEDAC 

Terrorist  Explosive  Device 

PBIED 

Person-borne  lED 

Analytical  Center 

PC 

Panama  City 

TtF 

Train  the  Force 

PGSS 

persistent  ground  surveillance 

USCENTCOM  U.S.  Central  Command 

system 

USMC 

U.S.  Marine  Corps 

PTDS 

persistent  threat  detection  system 

UTS 

universal  test  set 

QRD 

quick  reaction  dismount 

VBIED 

Vehicle-borne  lED 

RCP 

route  clearance  patrols 

VOIED 

victim-operated  lED 

RMDS 

robotic-mounted  detection  system 

WTI 

weapons  technical  intelligence 
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Message  from  the  Director 


The  Department  of  Defense  (DoD)  established  the  Jtoint  lED  Defeat  OrganlsrtJon  (JIEDDO) 
in  February  2006  to  meet  an  urgent  and  compelling  need  to  counter  improvised  explosive 
devices  (lEDs)  in  Iraq  and  Afghanistan.  Since  then,  JIEDDO  has  provided  significant 
capabilities  to  warfighters  -  enabling  lED  network  attack,  enabling  lED  detection  and  defeat, 
and  providing  leading-edge  counter-IED  training  to  our  men  and  women  in  uniform. 

This  Annual  Report  provides  an  acoountfog  Of  JIEiXX>%  ^nificant  efforts  in  Rscal  Year 
2009.  Highlights  include: 

•  Orchestrating  a  $3.1  billion  effort  to  develop  and  deliver  counter-IED 
capaWItitles  on  abbreviated  timelines. 

•  Improving  effectiveness  in  developing  and  fusing  information  to  understand 
and  enable  attacks  against  1H>  networks  -  and  pushing  that  information  forward 
to  troops  in  theater. 

•  Posturing  JIEDDO  to  meet  long-tom  DoD  needs  to  counter  lEDs  as  weapons 
of  strategic  influence. 

At  the  end  of  2009,  JIEDDO  continued  to  deliver  urgently  needed  counter-IED  capabilities 
to  U.S.  Fforces  in  Afghanistan,  where  lED  use  dramatically  escalated  in  2009.  On  a  positive 
note,  lED  use  continued  to  decline  in  Iraq.  Elsewhere  In  the  world,  violent  extremis 
employed,  on  average,  more  than  250  lEDs  per  month.  Notably,  lED  networks  continued 
to  demonstrate  remarkably  rapid  lED  innovation  cycles. 

We  are  in  an  extended  era  of  persistent  conflict  that  spans  the  gbbe.  lEDs  figure  prominently 
as  the  weak  adversary's  weapon  of  choice  -  continuing  a  several-century  traid.  To  counter 
tire  persistent  lED  threat,  our  nation  needs  new  arri  Improved  counter-IED  capabilities  with 
an  eye  toward  leaping  b^ond  the  terrorists'  next  innovation. 

As  we  move  forward  in  2010  and  beyond,  the  men  and  women  of  JIEDDO  remain  committed 
to  putting  improved  counter-IED  capabilities  in  the  hands  of  Soldiers,  Marines,  Sailors,  and 
Airmen  wherever  they  save. 


fiSchaidt  Oates 
LtG,  U.S.  Army 
Director 
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Threats  and  Trends 

lED  Overview  for  Afghanistan  and  Iraq 

lEDs  continued  to  be  a  significant  threat  in  both  Afghanistan 
and  Iraq  in  FY  2009,  with  overall  incidents  against  U.S.  and 
Coalition  Forces  (CF)  decreasing  in  Iraq,  and  increasing  in 
Afghanistan.  As  reflected  in  Figure-1,  while  the  number 
of  casualties  caused  by  lEDs  in  Iraq  has  followed  FY  2008 
trends,  lED  casualties  in  Afghanistan  began  to  increase  in 
May  2009.  lEDs  in  Iraq  accounted  for  more  than  14,400 
casualties  in  FY  2009,  a  31  percent  decline  from  nearly 
19,000  such  casualties  in  FY  2008.  In  contrast,  the  number 
of  casualties  caused  in  Afghanistan  increased  39  percent 
to  almost  6,200  casualties  in  FY  2009  from  approximately 
3,800  casualties  in  FY  2008. 


Q 

6,800  lED  incidents  in  FY  2009,  52  percent  were  found  and 
safely  cleared;  26  percent  detonated  but  failed  to  produce  a 
casualty;  and  22  percent  detonated  and  caused  a  CF,  Non- 
CF,  or  Host  Nation  casualty.  As  measured  by  CF  casualties 
per  incident,  lEDs  were  14  percent  more  effective  in  FY  2009 
over  FY  2008.  Coupled  with  the  significant  corresponding 
increase  in  lED  incidents,  this  resulted  in  over  twice  the 
number  of  CF  casualties  that  were  suffered  in  FY  2008. 

lEDs  in  Afghanistan  continued  to  present  a  significant  threat 
to  CF.  Most  lEDs  encountered  in  Afghanistan  continued  to 
employ  simple,  yet  effective,  technologies  and  designs  such 
as  Victim  Operated  lEDs  (VOIEDs)  (e.g.,  pressure  plates) 
and  Command  Wire  lEDs  (CWIEDs)  that  often  used  large 
net  explosive  weight  (NEW)  charges.  These  basic  devices 
circumvented  many  CF  countermeasures  due  to  their 
simplicity  and  difficulty  of  detection. 
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Figure-I:  lED  Casualties  (Coalition  Force,  Non.Coalltion  Force,  and  Host  Nation)  in  Iraq  and  AfghanisUn 

The  incorporation  of  homemade  explosives  (HME)  and 
other  bulk  explosives  into  large  lEDs  continued  to  be  the 
most  significant  lED  threat  to  CF  in  Afghanistan.  HME,  and 
other  bulk  explosives  were  used  in  the  majority  of  lED  main 
charges  in  Afghanistan. 

In  addition  to  targeting  CF  vehicles,  insurgents  also 
increased  targeting  of  dismounted  forces  in  FY  2009  due 
to  the  increase  of  dismounted  operations  by  CF  forces  in 
support  of  Counterinsurgency  (COIN)  operations.  The  lEDs 
used  in  these  attacks  often  employed  the  same  types  of 
simple  victim  operated  and  command  wire  initiation  used  in 
attacks  against  mounted  forces. 

Afghanistan  Outlook:  Driven  largely  by  the  increased  CF 
presence  and  expanded  COIN  operations  in  Afghanistan, 
lED  activity  and  lED-related  casualties  will  persist  at 
elevated  levels  in  the  near  term.  lED  activity  will  increase 
as  CF  push  into  areas  previously  controlled  by  the  Taliban, 
especially  in  traditional  insurgent  strongholds  in  RC-South 
as  well  as  traditional  insurgent  areas  of  RC-East. 


Afghanistan 

lEDs  were  the  most  serious  threat  to  Coalition  Forces  (CF) 
in  Afghanistan  in  FY  2009.  The  use  of  lEDs  in  Afghanistan 
dramatically  increased  in  FY  2009,  continuing  its  steady 
climb  since  2005.  Taliban,  other  insurgent  groups,  and  al 
Qaeda-aligned  foreign  fighters  use  lEDs  to  cause  casualties, 
restrict  CF  Freedom  of  Maneuver,  create  insecurity  in  the 
populace,  and  separate  CF  from  the  civilian  population. 
The  increase  in  CF  troop  levels  in  Regional  Commands 
(RC)  South  (S)  and  East  (E)  during  FY  2009  resulted  in  a 
significant  increase  in  lED  incidents  as  these  units  pushed 
into  areas  formerly  controlled  by  the  Taliban  and  other 
insurgent  groups.  "Hie  influx  of  CF  into  areas  has  led  to  the 
highest  rates  of  lED  attacks  on  CF  since  the  conflict  began 
in  2001. 

In  FY  2009,  the  number  of  lED  incidents  in  Afghanistan 
nearly  doubled  from  FY  2008  (ngure-2).  Of  the  more  than 


o 


Q 


Flgure-2;  Afghanistan  -  lED  Incident  Trends 


Most  lEDs  encountered  by  CF  in  Afghanistan  will  continue 
to  employ  simple,  yet  effective,  technologies  and  designs. 
Insurgents  will  continue  to  target  armored  vehicles  with  large 
net  explosive  weight  lEDs  in  an  attempt  to  cause  significant 
casualties.  With  increased  COIN  operations  requiring 
dismounted  tactics,  insurgents  will  also  increasingly  focus 
on  targeting  dismounted  troops.  In  addition,  insurgents 
will  focus  on  conducting  high-profile  suicide  attacks 
similar  to  the  multiple  Suicide  Vehide-Bome  lED  (SVBIED) 
attacks  against  CF  and  Government  of  the  Islamic  State  of 
Afghanistan  (GIRoA)  targets  in  Kabul  during  FY  2009. 

Iraq 

The  decline  in  lED  activity  in  Iraq  continued  in  FY  2009, 
with  attacks  at  their  lowest  levels  since  May  2004;  and 
lED  incidents  falling  nearly  50  percent  as  compared  to  the 
previous  fiscal  year  (Rgure-3).  The  withdrawal  of  the 
majority  of  U.S.  Forces  Iraq  (USF-I)  from  Combat  Outposts 


in  the  dties  to  Forward  Operating  Bases  (FOBs)  in  June 
2009  was  a  major  contributing  factor  to  the  dedine  in  the 
lED  threat.  As  a  result,  insurgents  shifted  some  of  their  lED 
targeting  efforts  to  Iraqi  Security  Forces  (ISF),  government 
and  sectarian  targets  in  attempts  to  reverse  recent  gains  in 
security  and  stability. 

Due  to  the  reduced  operational  posture  of  U.S.  Forces 
Iraq  (USF-I),  many  threat  groups  in  Iraq  have  shifted  a 
significant  portion  of  their  lED  targeting  efforts  to  Iraqi 
Security  Forces  and  symbolic  government  and  sectarian 
targets.  However,  despite  a  significant  reduction  in  lED 
incidents,  lEDs  continue  to  present  a  significant  threat  to 
USF-I  and  will  continue  to  threaten  USF-I  forces  remaining 
in  Iraq  after  the  completion  of  the  drawdown. 

Iraq  Outlook:  The  overall  decline  in  lED  attacks  against 
USFI  will  likely  continue,  although  there  is  potential  that 
insurgents  may  attempt  to  increase  attacks  against  USF-I 
depending  on  the  outcome  of  Iraqi  elections  in  FY  2010 


Flgure-3:  Iraq  •  lED  Incidents  Trends 
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and  during  USF  withdrawal  operations.  Al  Qaeda  in  Iraq 
(AQI)  and  Shia  extremists  will  continue  to  propagate 
sectarian  violence  while  AQI  will  attack  Iraqi  government 
and  security  targets  using  large  SVBIEDs  and  Person- 
t)orne  lEDs  (PBIEDs).  Periodic  spikes  in  lED  violence  can 
be  anticipated  during  post-election  government  formation, 
religious  holidays,  and  associated  pilgrimages. 

Global 

lEDs  continued  to  be  the  weapon  of  choice  for  global 
insurgents  and  terrorists.  FY  2009  saw  an  average  of 
over  250  lED  incidents  per  month  outside  of  Afghanistan 
and  Iraq  as  shown  in  Figure-4.  Device  effectiveness  and 
lethality  continued  to  improve  in  many  areas  outside  of 
Afghanistan  and  Iraq.  Improved  global  communications 
and  coordination  among  threat  groups  has  enabled 
proliferation  of  lED  technology  world-wide  (Figure-5). 
Many  global  terrorist  and  insurgent  groups  outside  of  Iraq 
and  Afghanistan  increasingly  relied  on  lEDs  and  incorporated 
successful  indigenous  tacHcs,  techniques,  and  procedures 
(TTPs)  as  well  as  those  demonstrated  by  insurgents  in  Iraq 
and  Afghanistan. 

lEDs  will  continue  to  threaten  security  forces  throughout 
the  globe.  While  some  threat  groups  will  employ  lEDs 


that  grow  in  sophistication,  others  will  continue  to  rely 
on  relatively  simple,  but  effective  I  IPs  until  they  are 
effectively  countered.  lED  events  will  increase  in  frequency 
in  many  unstable  areas  of  the  globe  as  threat  groups  share 
information,  capitalize  on  rapidly  evolving  global  wireless 
communications  technologies,  homemade  explosives  (HME), 
and  realize  the  potential  psychological,  social,  and  political 
impact  of  this  weapon.  These  trends  are  already  being 
seen  In  places  such  as  Pakistan,  North  and  East  Africa,  and 
South  America  (Colombia).  No  other  widely  available  terror 
weapon  garners  such  potential  for  mass  media  attention 
and  strategic  influence  as  does  the  lED. 

U.S.  Central  Command  (CENTCOM) 

Threat  groups  in  CEffTCOM  (outside  Iraq  and  Afghanistan) 
employed  nearly  every  type  of  lED  in  FY  2009.  Suicide 
attacks  in  the  form  of  SVBIEDs  and  PBIEDs  were  common 
and  caused  significant  casualties  in  countries  such  as 
Pakistan.  The  proliferation  of  suicide  lED  tactics  by  al- 
Qaeda  and  their  proxies  in  CENTCOM  continued  to  be  a 
growing  global  threat. 

Pakistan  continued  to  be  the  focus  of  a  significant  lED 
campaign  in  FY  2009  by  ai  Qaeda  and  Taliban  affiliated 
groups  that  sought  to  destabilize  the  Pakistani  government 
and  counter  ongoing  Pakistani  military  operations  targeting 
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Flgur«-6:  Global  lED  Network  and  TTP  Linkages 


extremist  groups  in  the  tribal  regions  and  border  areas 
with  Afghanistan.  Numerous  PBIED  and  VBIED  attacks  on 
civilian,  government  and  security  force  targets  in  FY  2009 
illustrated  the  ability  of  Pakistani  Islamist  groups  to  conduct 
high  casualty  lED  strikes  that  had  strategic  political  and 
social  Impact. 

In  the  beginning  of  2009,  the  Saudi  Arabian  and  Yemeni 
al-Qaeda  organizations  merged  to  form  al  Qaeda  in  the 
Arabian  Peninsula  (AQAP);  a  group  capable  of  carrying 
out  coordinated  attacks  against  fortified  compounds  as 
illustrated  in  the  17  September  2008  assault  on  the  U.S. 
Embassy  in  Sana'a,  Yemen  as  well  as  attacking  U.S.  interests 
both  inside  and  outside  the  region. 

The  continued  proliferation  of  lED  technology  and  TTPs 
from  Iraq  and  Afghanistan  to  the  rest  of  the  CENTCOM  area 
of  responsibility  will  be  a  continuing  concern. 

US.  African  Command  (AFRICOM) 

In  AFRICOM,  lED  attacks  were  prominent  in  North  and  East 
Africa  due  to  a  permissive  security  environment,  integration 
of  foreign  fighters  into  local  insurgent  groups,  and  inaeased 
focus  on  the  AOR  by  groups  such  as  al  Qaeda.  These 
attacks  employed  multiple  types  of  lEDs.  With  al  Qaeda 
influence,  funding,  and  training,  lED  attacks  became  more 
lethal  and  sophisticated,  especially  in  the  Horn  of  Africa 
(HOA)  where  the  al  Qaeda  linked  al  Shabaab  group  in 
Somalia  demonstrated  success  with  multiple,  coordinated 


SVBIED  attacks  against  African  Union  security  forces  and 
other  political  and  military  targets.  We  assess  these  trends 
will  continue  into  FY  2010. 

In  North  Africa  and  the  Sahel,  al  Qaeda  in  the  Islamic 
Maghreb's  (AQIM)  maintained  an  ongoing  lED  campaign 
against  Algerian  security  forces  and  government  targets,  as 
well  as  posing  an  inaeasing  lED  threat  to  western  targets  in 
the  region.  On  the  west  coast  of  Africa,  Nigeria  writnessed 
multiple  lED  attacks  on  multinational  oil  company  pipelines 
and  facilities  by  a  loose  coalition  of  criminal  extortion  groups 
known  collectively  as  the  Movement  for  the  Emancipation  of 
the  Niger  Delta  (MEND). 

US.  Pacific  Command  (PACOM) 

In  FY  2009,  threat  groups  in  PACOM  conducted  significant 
lED  attacks  in  Thailand,  the  Philippines,  India,  and  Indonesia. 
In  addition  to  Insurgent  and  terrorist  groups,  rogue  states 
such  as  North  Korea  are  assessed  to  have  the  capability  to 
implement  state-sponsored  lED  campaigns  in  the  event  of 
hostilities  in  the  region. 

In  Thailand,  southern  Malay  Muslim  insurgents  continued 
to  employ  significant  numbers  of  lEDs;  these  attacks  were 
usually  confined  to  the  three  southernmost  Thai  provinces. 
Threat  groups  in  the  Philippines,  such  as  the  Moro  Islamic 
Liberation  Front  (MILF),  continued  to  use  lEDs  against  the 
Filipino  government.  Of  note,  on  29  September  2009,  an 
lED  emplaced  by  members  of  an  Islamist  group  on  the 
island  of  Jolo  destroyed  an  up-armored  High  Mobility  Multl- 


7 


o 

purpose  Wheeled  Vehicle  (HMMWV)  and  killed  two  U.S. 
soldiers  as  well  as  a  Philippine  Marine. 

The  lED  threat  in  India  consists  of  a  combination  of  threats 
from  indigenous  leftist  groups  (e.g.,  the  Maoist  "Naxalites"), 
Pakistan-based  Islamist  groups,  and  domestic  Indian 
Islamist  groups.  FY  2009  saw  continued  lED  use  by  violent 
ethnic  separatist  groups  and  Indian  Maoist  groups  (e.g., 
Naxalites)  that  will  continue  to  pose  a  significant  lED  threat 
to  India  in  FY  2010. 

US.  Southern  Command  (SOUTHCOM) 

In  FY  2009,  the  most  significant  lED  threats  in  SOUTHCOM 
emanated  from  the  Revolutionary  Armed  Forces  of  Colombia 
(FARC)  and  the  National  Liberation  Army  (ELN)  in  Colombia. 
These  groups  conducted  sophisticated  and  effective  lED 
attacks  on  civilian,  government,  military,  and  infrastructure 
targets.  Elsewhere  In  the  SOUTHCOM  AOR,  leftist  and 
criminal  groups  conducted  lED  attacks  against  security 
forces,  government  targets,  and  large  corporations.  These 
attacks  tended  to  use  smaller,  less-sophisticated  devices. 

In  Chile,  small  leftist  and  anarchist  groups  continued  to  carry 
out  small-scale  lED  attacks  on  multinational  corporations, 
banks  and  embassies  in  Santiago.  In  Peru,  the  Maoist 
influenced  Shining  Path,  aka  Sendero  Luminoso  (SL),  has 
continued  lED  attacks  against  Peruvian  security  forces. 

Several  Islamic  extremist  groups  maintain  a  presence 
in  multiple  areas  of  Latin  America.  This  presence  may 
provide  Increased  potential  for  future  lED  efforts  across 
the  SOLTTHCOM  area  of  operational  responsibility  (AOR) 
as  demonstrated  by  the  1992  and  1994  Hezbollah  lED 
attacks  against  Jewish  targets  in  Argentina.  Sunni  Islamists 
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groups  could  also  exploit  the  presence  of  Sunni  supporters 
in  Latin  America  to  facilitate  future  lED  attacks  against  U.S. 
interests. 

U5.  European  Command  (EUCOM) 

In  the  EUCOM  area  of  responsibility,  domestic  leftist  and 
anarchist  groups  in  Greece,  dissident  Irish  republican  groups 
in  Northern  Ireland,  Spain's  separatist  Basque  Fatherland 
and  Liberty  (ETA),  and  Turkey's  Kongra  Gel  (KGK),  continued 
significant  use  of  lEDs  in  FY  2009. 

Islamic  terrorists  associated  with,  or  inspired  by  al-Qaeda, 
may  also  attempt  direct  targeting  of  Western  interests  in 
the  EUCOM  area  of  responsibility  with  lED  attacks  that 
may  Involve  suicide  operatives.  The  Imirat  Kavkaz  (IK), 
an  Islamic  extremist  group  in  the  Russian  North  Caucuses, 
will  continue  using  sophisticated  suicide  lED  attacks  against 
Russian  security  forces. 

US.  Northern  Command  (NORTHCOM) 

Historically,  lEDs  in  NORTHCOM  are  limited  to  small  devices 
related  to  criminal  activity.  Most  lEDs  in  the  U.S.  and 
Canada  during  FY  2009  consisted  of  simple  devices  such 
as  pipe  bombs.  However,  there  remains  a  growing  threat 
that  U.S.-based  Islamic  extremists  will  carry  out  lED  attacks 
against  the  U.S.  homeland  using  training  and  TTPs  obtained 
overseas. 

In  Mexico,  drug  cartels  began  to  use  lEDs  on  a  limited 
scale.  Mexican  cartels  may  increase  the  use  of  lED  TTPs  to 
respond  to  increased  law  enforcement  pressure. 
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JIEDDO  Mission  and  Mission 
Areas 

JIEDDO's  mission  is  to  focus  (lead,  advocate,  coordinate)  all 
DoD  actions  in  support  of  the  Combatant  Commanders  and 
their  respective  joint  task  forces'  efforts  to  defeat  lEDs  as 
weapons  of  strategic  influence. 

To  accomplish  this  mission,  JIEDDO  has  four  specified 
mission  areas;  strategic  planning,  rapid  acquisition, 
information  fusion,  and  operations  and  training  support. 


0 

Organizational  Structure 

JIEDDO  continued  to  implement  the  organizational  structure 
adopted  in  FY  2008.  JIEDDO's  organization  (Figure’6) 
reflects  two  significant  changes  in  Pf  2009.  First,  JIEDDO 
realigned  the  Technology  Requirements  and  Integration 
Division  (TRID)  and  Acquisition  Oversight  Division  (AOD) 
under  the  Capabilities  Acquisition  Center  (CAC).  S^nd, 
the  Joint  Training  Counter-IED  Operations  Center  (JTCOIC) 
achieved  initial  operational  capability  in  Newport  News, 
Virginia. 
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Resources 


Funding 

TTie  Joint  lED  Defeat  Fund  (JIEDDF),  established  by  Congress 
in  FY  2007  as  a  new  appropriation,  provides  JIEDDO  with 
the  flexibility  and  agility  necessary  to  counter  lEDs  and  the 
highly  adaptive  networks  which  employ  them  against  U.S. 
and  Coalition  forces. 

Providing  funds  with  a  three-year  life  span,  the  JIEDDF 
allows  JIEDDO  to  respond  rapidly  to  changing  lED  threats 
and  invest  in  promising  emerging  technologies. 

During  FY  2006  -  FY  2008,  JIEDDO  funded  more  than  $12B 
for  the  C-IED  effort  (Figure-7).  During  this  three-year 
period,  JIEDDO's  main  effort  was  to  counter  the  lED  threat 
in  Iraq.  In  FY  2009,  JIEDDO's  funding  levels  decreased 
-  reflecting  the  transfer  of  very  expensive  established 
programs  to  the  Services  (e.g..  Counter  Radio-Controlled 
Electronic  Warfare  (CREW)  systems).  In  FY  2009,  the  focus 
of  the  C-IED  effort  transitioned  from  Iraq  to  Afghanistan 
due  to  a  shift  in  national  priorities  and  the  troop  surge 
in  Afghanistan;  the  grey  and  red  lines  show  the  historic 
allocation  of  funds  to  Iraq  and  Afghanistan  respectively.  In 
FY  2009,  JIEDDO  requested  and  received  $1.1B  in  funding 
originally  planned  for  FY  2010  in  anticipation  of  significant 
expenditures  to  support  the  force  surge  to  Afghanistan. 
Tbe  final  bar  depicts  JIEDDO's  requested  FY  2010  funding. 
The  Overseas  Contingency  Operations  (OCO)  supplemental 
provided  100  percent  of  JIEDDO's  FY  2009  budget  authority 
through  the  JIEDDF  and  was  used  to  fund  its  four  Lines 
of  Operation  (LOOs)  by  supporting  warfighter  needs  in 
Iraq  and  Afghanistan.  Figure-8  on  the  next  pa^  shows 
the  funding  breakout  of  $3. IB  by  LOO  and  the  initiatives 
funded  within  these  LOOs.  Tbese  initiatives  are  described 
in  more  detail  later  in  this  report.  Notably,  as  the  focus  of 
the  C-IED  effort  transitioned  from  Iraq  to  Afghanistan,  the 
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Defeat  the  Device  line  of  operation  received  45  percent  of 
total  obligations. 

Personnel  and  Staffing 

In  FY  2009,  JIEDDO  filled  90  percent  of  its  Joint  Manning 
Document  (JMD)  personnel  authorizations.  While  making 
great  strides  filling  its  permanent  government  civilian  billets 
approved  in  FY  2007,  JIEDDO  had  challenges  filling  its 
military  personnel  billets. 

Recognizing  the  military  Services'  difficulty  in  providing  active 
duty  military  personnel,  JIEDDO  initiated  an  aggressive 
effort  to  develop  and  gain  approval  for  reserve  component 
augmentation  from  each  of  the  Services.  When  approved, 
these  personnel  resources  will  enhance  JIEDDO's  ability  to 
meet  warfighters'  C-IED  needs. 

An  institutional  review,  reassessment,  and  revalidation  of  the 
organization's  mission  and  functions,  supported  by  repeated 
Government  Accountability  Office  (GAO)  recommendations, 
highlighted  the  urgent  need  to  increase  government 
oversight  and  direction.  To  this  end,  JIEDDO  sought 
authorizations  for  additional  government  civilian  billets  to 
provide  an  experienced,  mid-level  leadership  team.  To 
reinforce  government  oversight  and  direction  of  its  heavily 
contractor-based  workforce,  JIEDDO  sought  to  convert 
the  192  contracted  manpower  equivalent  authorizations  to 
government  civilian  positions  approved  at  the  organization's 
inception  in  2006. 

JIEDDO  continued  to  rely  heavily  on  service  contracts  to 
quickly  acquire  the  variety  of  engineering,  scientific,  and 
subject-matter  expertise  not  easily  found  in  the  Services 
or  through  government  civilian  recruiting.  To  this  end, 
JIEDDO  implemented  a  comprehensive  services  support 
contract  which  provides  a  flexible  and  enduring  contracting 
vehicle,  enabling  JIEDDO  to  respond  quickly  to  the  needs 
of  warfighters. 


10 


Figure-7:  JIEDDO  Funding  -  Historical  Perepective 
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JIEDDO  Enterprise  Management 
System 

The  JIEDDO  Enterprise  Management  System  (JEMS) 
increases  execution  efficiency  of  JIEDDO  activities  by 
providing  a  streamlined,  web-based,  and  enterprise-wide 
set  of  business  tools  to  automate  organizational  processes. 

In  FY  2009,  JEMS  achieved  initial  operating  capability  as 
an  integrate  tracking,  staffing,  and  decision-making  tool. 
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enabling  rapid  acquisition  by  serving  as  the  repository 
for  information  about  JIEDDO's  initiatives.  Residing  on 
the  SIPR  network,  JEMS  provides  internal  and  external 
transparency  to  JIEDDO's  decision-making  process.  JEMS 
access  is  available  to  external  users  with  a  "need  to  know" 
-  instructions  for  obtaining  access  are  on  JIEDDO's  SIPR 
website.  Full  JEMS  operational  capability  is  expected  in  FY 
2010,  with  possible  capabilities  expansion  in  future  years. 
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FY  2009  Major 
Accomplishments 

Attack  the  Network  (AtN) 

JIEDDO's  AtN  Line  of  Operation  enables  offensive  operations 
against  complex  networks  of  financiers,  lED  makers,  trainers, 
and  their  supporting  infrastructure  by  providing  intelligence, 
surveillance,  reconnaissance,  information  operations, 
counter-bomber  targeting,  biometrics,  and  weapons 
technical  intelligence  capabilities.  JIEDDO's  significant  FY 
2009  AtN  accomplishments  include  the  following  new  and 
improved  C-IED  capabilities. 

C-/ED  Operations  Integration  Center  (COIC) 

In  FY  2009,  the  COIC  continued  to  provide  fused  analysis 
products  to  warfighters  that  enabled  effective  attacks 
against  enemy  lED  networks.  Continuously  seeking  new, 
innovative  information  fusion  tools  and  methods,  the  COIC 
provided  value  to  warfighters  by  connecting  stove-piped 
information  sources,  accessing  national-level  intelligence 
data,  and  conducting  timely  analysis  to  meet  requesting 
unit  operational  timelines.  COIC  analysts,  working 
alongside  interagency  partners,  responded  to  2,154 
requests  for  support  (RFS)  during  FY  2009,  compared  to 
1,780  requests  in  FY  2008  -  a  21  percent  increase.  Since 
its  FY  2007  inception,  JIEDDO  COIC  has  answered  4,716 
warfighter  requests  for  information  -  and  in  the  process 
has  simultaneously  built  and  improved  the  body  of  lED 
network  analytical  knowledge. 

JIEDDO  COIC  Analytical  Support  Team  (JCAST). 

The  Deputy  Secretary  of  Defense  approved  the  JCA^ 
initiative  which  enables  JIEDDO  to  provide  embedded 
COIC  AtN  operations  and  analytical  and  technical  support 
to  warfighters  in  Afghanistan  and  Iraq.  The  COIC  planned 
and  coordinated  JCAST  as  a  single  initiative  to  streamline 
forward  support  initiated  earlier  under  three  separate 
initiatives.  In  FY  2009,  the  three  initiatives  provided  up  to 
117  personnel  to  support  deployed  warfighters.  Forward 
support  under  JCAST  is  also  more  flexible  to  evolving 
requirements  than  had  previously  been  possible. 

Social  Dynamics.  JIEDDO'sSocial  Dynamic  Analysis(SDA) 
program  employed  experts  from  multiple  social  science 
disciplines  to  build  tools,  techniques,  and  procedures  to 
understand  current  and  future  C-IED  environments.  The 
resulting  knowledge  enabled  warfighters  to  understand 
cultural  context  of  their  operating  environment,  to 
understand  insurgent  behaviors,  and  to  target  enemy 
networks. 

Edge  User.  Edge  User  is  a  communications  capability 
specifically  intended  to  enable  COIC  collaboration  with 
brigade  combat  team  C-IED  planning/operations  cells  in  Iraq 
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and  Afghanistan.  In  FY  2009,  JIEDDO  procured  and  fielded 
the  Edge  User  system  to  Afghanistan  to  support  brigade 
combat  teams  whose  tactical  communications  capabilities 
were  unable  to  effectively  communicate  with  the  COIC. 

Additional  COIC  Programs 

Modeling  and  Simulation.  From  its  FY  2007  inception 
through  the  end  of  FY  2009,  the  COIC  produced  130  3-D 
virtual  terrain  models  that  enabled  warfighters  to  move 
virtually  through,  over,  and  around  their  operational  areas. 
In  FY  2009,  tactical  units  conducted  more  than  70  rehearsals 
or  war  games  using  these  computer  models  to  refine  their 
tactical  planning. 

Weapons  Technical  Intelligence  (WTI) 

wn  is  an  intelligence  category  focused  on  the  collection 
and  forensic  and  technical  exploitation  of  lEDs,  associated 
components,  and  improvised  weapons.  WTI  uniquely 
combines  Service,  intelligence  community.  Federal  law 
enforcement,  and  national  laboratory  capabilities  to  produce 
actionable  intelligence  that  enables  the  identification  and 
disruption  of  low-signature  networks  that  employ  lEDs. 


Cache  of  lED-maklng  materials.  Photo  1st  Lt.Kurt  Stahl 


In  FY  2009,  JIEDDO  invested  almost  $125M  in  wn 
initiatives  to  improve  and  refine  the  exploitation  capabilities 
and  processes  for  overseas  contingencies.  While  the  main 
effort  continued  to  be  rapid  response  to  immediate  theater 
wn  requirements,  JIEDDO  played  a  critical  role  supporting 
wn  institutionalization  in  the  DoD. 

The  Terrorist  Explosive  Device  Analytical  Center  (TEDAC) 
serves  as  the  primary  national  facility  for  the  processing, 
exploiting,  and  storing  of  wn-related  material  for  the  DoD. 
In  FY  2009,  JIEDDO  and  the  FBI  concluded  that  the  TEDAC 
was  substantially  under-resourced  to  meet  expected  near- 
term  exploitation  requirements  and  timelines  on  the  high 
volume  of  material  being  recovered  from  the  battlefield.  In 
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response,  JIEDDO  provided  an  additional  $64M  to  expand 
analytical  capabilities  and  triple  material  exploitation 
capacity  in  future  years. 

In  Afghanistan  in  FY  2009,  U.S.  Forces-Afghanistan 
(USFOR-A)  recovered  thousands  latent  fingerprints  of  value 
from  lEDs.  TTiis  enabled  biometric  matches  to  people 
associated  with  lEDs.  A  high  priority  USFOR-A  effort  is 
collecting  fingerprint  data  from  the  population  to  compare 
against  latent  fingerprints  recovered  from  lED-related 
material. 

In  Iraq  in  FY  2009,  Multi-National  Force-Iraq  (MNF-I) 
recovered  over  5,000  latent  prints  of  value  from  lEDs. 
To  date,  wn  efforts  have  enabled  the  identifications  and 
detention  of  hundreds  of  suspects  and  of  lED  suspects. 

In  2009,  JIEDDO,  in  coordination  with  the  Defense 
Intelligence  Agency  (DIA),  published  and  distributed  more 
than  10,000  WTI  handbooks.  These  handbooks  provide 
detailed  information  on  a  wide  range  of  WTI  functions 
to  assist  commanders,  staffs,  and  other  warfighters  in 
understanding  and  applying  WTI  concepts  and  capabilities. 

In  September  2009,  and  in  collaboration  with  the  Army,  DIA, 
Department  of  Justice,  and  other  government  agencies, 
JIEDDO  coordinated  comprehensive,  full-spectrum  C-IED 
wn  tactical  training  for  a  deploying  Stryker  Brigade  Combat 
Team's  Soldiers  -  a  significant  shift  from  the  historical 
practice  of  training  individual  augmentees  to  perform  WTI 
tasks.  TTie  "TIDAL  SUN"  initiative  was  a  proof-of-concept 
for  standing  up  and  providing  holistic  WTI  pre-deployment 
unit  training. 

In  2009,  JIEDDO  facilitated  C-IED  information  sharing 
enhancements  from  the  strategic  to  the  tactical  levels. 
Working  in  concert  with  the  C-IED  community  of  interest, 
JIEDDO  focused  on  facilitating  the  creation  of  a  C-IED 
database  federation,  in  which  individual  database  owners 
make  their  data  searchable  and  accessible  using  a  common 
lexicon  and  an  information  exchange  model.  In  November 
2009,  JIEDDO  successfully  demonstrated  that  data  could  be 
discovered  and  extracted  from  three  distinct  lED  databases. 
TTie  demonstration  leveraged  the  Net-Centric  Enterprise 
Services  information-sharing  infrastructure  as  prescribed  by 
the  DoD  Net-Centric  Data  Strategy,  DoD  Directive  8320.2, 
and  other  policy  and  guidance. 

Special  Programs 

Special  Programs  initiatives  enable  the  warfighter  to  better 
predict  where  and  how  the  enemy  is  employing  lEDs, 
understand  the  nature  and  location  of  enemy  lED  networks, 
and  prevent  the  enemy  from  achieving  success  and  strategic 
influence  with  lEDs. 

Wolfhound.  Wolfhound  is  a  direction-finding  system 
used  by  ground  forces  to  locate  personal  communications 
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devices  in  Afghanistan.  Wolfhound  is  the  first  system  of  its 
kind  designed  for  use  in  dismounted  operations.  JIEDDO 
funded  the  Research  Development  Testing  and  Evaluation 
(RDT&E),  procurement,  and  sustainment  of  69  systems. 

Detect  Air 

Detect  Air  systems  enable  the  warfighter  to  detect  insurgent 
lED  emplacement  activity  and  all  observables  associated 
with  lEDs  and  their  emplacement  from  airborne  platforms. 

Command  Wire  and  Disturbance  Detection.  Command 
Wire  (CW)  detection  is  a  priority  capability  because  the 
command  wire-initiated  lEDs  often  have  larger,  more  lethal 
charges.  During  lED  emplacement,  insurgents  frequently 
cause  detectable  ground  disturbances  that  can  enable 
lED  detection.  In  FY  2009  JIEDDO  funded  four  command 
wire  and  change  detection  technology  solutions.  These 
initiatives  were  either  operationally  tested  or  funded  for 
development  as  proofs  of  concept  and  all  strive  to  achieve 
as  effective  combination  of  sensor  technology  to  detect  lED 
observables. 

The  Vehicle  and  Dismount  Exploitation  Radar 
(VADER).  Vader  is  a  collaborative  JIEDDO  and  Defense 
Advanced  Research  Project  Agency  (DARPA)  project 
to  develop  an  airborne  ground  moving  target  indicator 
system  that  identifies  both  vehicular  movement  and 
insurgents  on  foot.  Specifically  designed  for  C-IED  AtN 
operations,  VADER's  real-time  processing,  exploitation,  and 
dissemination  capabilities  alert  warfighters  to  insurgent 
locations.  Two  VADER  prototype  systems  have  flown  more 
than  127  flight  tests. 


Vehecll  and  Dismount  Exploltlon  Radar.  JIEDDO  Photo 


Predict  and  Prevent 

Predict-and-Prevent  systems  enable  the  warfighter  to 
gain  collection,  exploitation,  and  analytic  advantage  — 
Signals  Intelligence  (SIGINT),  Electronic  Intelligence 
(ELINT),  Human  Intelligence  (HUMINT),  Communications 
Intelligence  (COMINT)  —  in  support  of  AtN  efforts. 
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Keyhole.  This  enhanced  optics  system  consists  of  man- 
portable  equipment  items  that  provide  increased  capability 
to  snipers  and  unit-designated  marksmen.  Keyhole  delivers 
an  all-weather,  day-or-night  targeting  capability  to  defeat 
and  deter  lED  emplacers.  In  FY  2009,  JIEDDO  provided 
158  systems  to  units  in  theater. 

Route  Clearance  Optics  System  (RCOS).  RCOS  provides 
the  same  enhanced  Keyhole  optics  reconfigured  specifically 
to  support  Route  Qearance  Teams.  Route  Clearance  Teams 
use  RCOS  to  identify  lEDs  and  emplacement  activity  along 
routes.  JIEDDO  procured  48  systems  for  route  clearance 
operations  in  Afghanistan. 

Defeat  the  Device  (DtD) 

JIEDDO's  DtD  Line  of  Operation  enhances  freedom  of 
maneuver  and  safe  operations  for  Coalition  Forces.  Defeat 
the  Device  focuses  on  providing  defensive  technologies  to 
detect  lEDs,  neutralize  them  before  they  can  be  detonated, 
or  mitigate  the  effects  of  detonations.  JIEDDO's  FY  2009 
investment  included  the  following  new  and  improved  C-IED 
capabilities. 

Counter  Radio-Controlled  lED  Electronic 
Warfare  (CREW) 

The  CREW  family  of  systems  prevents  radio-controlled  lED 
(RCIED)  switches  from  functioning.  As  cell  phone  and  radio 
technologies  advance,  the  RCIED  threat  rapidly  evolves, 
which  in  turn  drives  rapid  countermeasure  investments  to 
keep  peace.  In  partnership  with  DoD  CREW  Single  Manager 
(PMS  408),  JIEDDO  funded  the  research,  development, 
and  procurement  of  the  following  man-portable,  vehicle- 
mounted,  and  fixed-site  jamming  technologies  in  FY  2009: 

THOR  III,  Dismounted  Man-Portable  CREW 
(CREW  3.1).  THOR  III  built  upon  previous  dismounted 
CREW  capabilities  to  increase  performance  against  RC¬ 
IED  threats.  THOR  III  also  reduced  the  dismounted 
warfighter's  load  from  three  to  two  boxes.  JIEDDO 
guided  and  funded  the  research,  development,  and 
procurement  of  THOR  III  systems. 

Detect  Ground 

Detect  Ground  systems  seek  to  both  detect  person- 
borne,  vehicle-borne,  and  buried  lEDs  and  suspicious 
activity  associated  with  lED  emplacement. 

CounterBomber.  Stand-off  detection  is  critical 
to  preventing  person-borne  suicide  lED  attacks. 
CounterBomber  is  a  radar  and  video  system  employed 
at  entry  control  points  to  detect  suicide  bombers. 
JIEDDO  funded  20  CounterBomber  systems  for  OEF. 
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Beachcomber.  Reacting  to  an  immediate  warfighter 
need  to  find  buried  lEDs,  JIEDDO  tested  multiple 
commercial  off-the-shelf  handheld  metal  detectors 
to  select  one  for  rapid  acquisition  and  deployment. 
JIEDDO  funded  3,000  dectors  for  dismounted 
operations  in  Afghanistan. 

Vehicle  Optics  Sensor  System  (VOSS).  Explosive 
Ordnance  Disposal  (EOD)  and  route  clearance 
teams  use  this  day-night,  thermal  imaging  camera 
mounted  on  a  telescoping  mast  to  detect  lEDs  and 
lED  emplacement  activities.  In  FY  2009,  JIEDDO 
continued  the  funding  of  538  VOSSs  and  transferred 
this  initiative  to  the  Army. 

Entry  Control  Point  (ECP)  Solutions  in  a  Box. 

JIEDDO  funded  234  ECP  in  a  Box  kits,  tailored  to 
meet  specific  ECP  operational  needs  in  OEF.  Each 
ECP  in  a  Box  consist^  of  up  to  15  C-IED  components 
that  detect  lEDs,  protect  personnel,  and  mitigate  lED 
blasts  at  ECPs.  Kit  composition  was  based  upon  site 
surveys  of  vehicle  and  p^estrian  traffic. 

Neutralize 

Neutralize  systems  seek  to  deny  lED  actuation  at  a 
time  and  place  of  the  enemy's  choosing. 

Robot  Technology  Upgrades.  JIEDDO  funded 
3,140  upgrade  kits  for  TALON  and  PACBOT  robots 
to  improve  system  capabilities,  the  man-machine 
interface,  and  logistics  supportability.  Upgrades 
included  lightweight  cameras,  improved  batteries, 
and  handheld  video  screens  to  provide  the  EOD  and 
engineer  forces  a  more  versatile  robot. 

Devil  Pup  EOD  Robot.  Devil  Pup  is  a  man- 
packable  robot  specifically  designed  for  dismounted 
EOD  operators.  Devil  Pup  provides  the  capability  to 
remotdy  disarm  lEDs  during  long-range  foot  patrols. 
JIEDDO  funded  the  procurement  and  delivery  of  55 
Devil  Pup  robots. 


Devil  Pup  EOD  Robot.  JIEDDO  Photo 
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Mitigate 

Mitigate  systems  seek  to  minimize  the  effects  of  lED 
blasts  on  personnel,  equipment,  and  facilities. 

Self  Protection  Adaptive  Roller  Kit  II  (SPARK  II}. 

JIEDDO  funded  the  development  and  procurement 
of  the  SPARK  II  in  response  to  CENTCOM's  urgent 
requirement  for  a  more  maneuverable  roller  for 
Afghanistan's  rugged  terrain.  JIEDDO  will  field  1,679 
SPARK  II  rollers  to  OEF  in  2010. 


Route  Clearance  Team  with  RHINO  and  SPARKS.  JIEDDO 
Photo 


JIEDD  Test  Board  (JTB) 

JTB  validates  that  JIEDDO-funded  C-IED  initiatives 
are  proven  capabilities  and  allows  DoD  leadership 
to  confidently  field  new  technologies.  In  FY  2009, 
JIEDDO  funded  over  500  JTB  test  events. 

The  JTB  conducted  tests  to  evaluate  JIEDDO  C-IED 
efforts  across  the  JIEDDO  capabilities  portfolio, 
including  handheld  metal  detectors,  robots,  counter- 
PIR  systems,  airborne  lED  detection  systems,  and 
support  equipment. 

JTB  conducted  over  200  COCOM-requested  test 
events  to  validate  CREW  systems'  performance  and 
document  their  compatibility  with  other  U.S.  and 
Coalition  electronic  systems. 

The  Joint  led  Defeat  Test  Board  invested  in  Joint 
Experimental  Range  Complexex  and  the  istallation  of 
advanced  communications  systems. 

The  Joint  lED  Defeat  Test  Board  funded  upgrades  to 
electronic  warfare  text  benches  and  ranges. 

The  Joint  lED  Defeat  Test  Board  coordinated  working 
groups  drawn  from  the  Services,  industry,  and 
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academia  in  supportof  the  JIEDDO  C-IED  efforts.  These 
working  groups  created  tools  for  data  management, 
standardized  test  protocols,  coordinated  electronic 
warfare  techniques,  and  prioritized  threat  lists. 


JIEDDO's  TtF  Line  of  Operation  assesses  Joint  and  Service 
C-IED  training  requirements  and  supports  the  development 
and  Improvement  of  training  initiatives  to  enable  warfighters 
to  organize,  plan,  and  conduct  C-IED  operations;  properly 
employ  C-IED  equipment;  and  improve  understanding  of 
emerging  lED  threats. 

In  FY  2009,  JIEDDO  funded  $509M  in  a  broad  array  of  C-IED 
training  initiatives  to  support  urgent  Service  and  COCOM 
requirements.  JIEDDO  refined  its  unit  pre-deployment 
training  with  emphasis  on  training  synchronization.  Battle 
Staff  C-IED  training,  and  information  sharing. 

Home  Station  Training  Lanes.  FY  2009  was 
JIEDDO's  last  year  funding  the  Home  Station  Training 
Lanes  (HSTLs)  initiative  due  to  the  Deputy  Secretary  of 
Defense's  June  2008  decision  to  transfer  the  lanes  to  the 
Services.  Over  the  course  of  16  months,  JIEDDO  provided 
nearly  $500  million  dollars  to  the  Services  for  constructing, 
equipping,  and  manning  HSTLs.  The  HSTL  initiative 
created  or  upgraded  57  home  station  training  lanes  at  55 
locations  and  encompassed  more  than  150  C-IED  training 
initiatives. 

Joint  Center  of  Excellence.  The  JIEDDO  Joint  Center 
of  Excellence  (JCOE)  focused  on  facilitating  individual, 
collective,  and  unit  C-IED  training  -  enabling  Joint  forces  to 
proactively  defend  against  and  defeat  lED  threats  they  will 
face  in  combat.  The  JCOE  also  addressed  lED  training  gaps 
arising  from  the  rapid  fielding  of  C-IED  capabilities  directly 
to  combat  theaters. 


JIEDDO  JCOE  instructor  at  Ft  Irwin.  JIEDDO  Photo 


Train  the  Force  (TtF) 
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Located  at  Fort  Irwin,  California,  and  operational  since 
2006,  the  JCOE  leads  four  subordinate.  Service-oriented 
centers  of  excellence  (COE):  the  Army  COE  at  Fort  Irwin; 
the  Navy  COE  at  Indian  Head,  Maryiand;  the  Air  Force  COE 
at  Lackland  Air  Force  Base,  Texas;  and  the  Marine  Corps 
COE  at  Twentynine  Palms,  California. 


JCOE  construction  of  an  Iraqi  village.  JIEDDO  Photo 


In  FY  2009,  the  JCOE  funded  $290M  in  materiel  training 
initiatives  and  $123M  on  technical,  non-materiel  C-IED 
training  solutions.  Through  FY  2009,  the  JCOE  has 
supported  C-IED  training  for  more  than  65  Army  brigade 
combat  teams  and  60  Marine  Corps  battalions  constituting 
more  than  200,000  individual  service  members. 

FY  2009  C-IED  training  innovations  developed  and  funded 
through  JCOE  included: 

Tactical  Site  Exploitation  (TSE).  In  a  span  of 
90  days,  the  JCOE  produced  an  initial  TSE  capability 
at  the  Army's  National  Training  Center  (lYTC).  TSE 
trains  warfighters  on  search  techniques,  collection 
methods,  and  tactical  questioning  to  ensure  that 
documents,  material,  and  personnel  are  identified, 
collected,  protected,  and  evaluated.  This  enables 
rapid  exploitation  of  information  gained,  facilitating 
further  investigation  and  action  against  lED  networks. 
The  TSE  initiative  included  constructing  a  small  village 
complex  modeled  on  Iraqi  villages,  where  certified 
TSE  instructors  conducted  search  training. 

Capitalizing  on  the  initial  success,  the  JCOE  expanded 
the  TSE  training  to  the  Joint  Multinational  Readiness 
Center  (JMRC)  in  Hohenfels,  Germany,  and  seven 
other  sites.  Including  Camp  Shelby,  Camp  Atterbury, 
Fort  Hood,  Fort  Bliss,  and  Marine  Corps  Base  in 
Kaneohe  Bay,  Hawaii.  In  the  aggregate,  the  JCOE 
invested  more  than  $7M  in  TSE  and  other  search 
training  initiatives  during  FY  2009. 


Intermediate  Search  (Tactical  Site  Exploitation).  JIEDDO 
Photo 

the  requirement,  the  JCOE  began  training  a  joint, 
interagency,  and  coalition  team  to  assist  in  HME/UBE 
training.  In  collaboration  with  Los  Alamos  National 
Laboratory  explosives  chemists,  the  JCOE  developed 
a  course  to  provide  warfighters  specialized  knowledge 
of  the  chemistry  involved  In  producing  HME  -  enabling 
them  to  recognize  HME  production  signatures. 

C-IED  Mobile  Assistance  Training  Teams 
(C-MATT).  In  FY  2009,  the  JCOE  created  C-MATT 
to  provide  focused  C-IED  training  for  units  not  having 
a  pre-deployment  training  opportunity  at  a  combat 
training  center  (CTC).  The  C-MATTs  coached, 
mentored,  and  trained  unit  leaders  and  battle  staffs 
to  implement  USCENTCOM's  Counter-IED  Training 
and  Capabilities  Guidance.  C-MATT  leveraged  C-IED 
home  station  training  lanes  for  units  requiring  this 
training,  as  identified  by  the  Army's  force  generation 
process.  During  FY  2009,  C-MATTs  trained  more 
than  6,000  Soldiers,  Sailors,  and  Airmen. 
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Mobile  C-IED  Interactive  Trainer.  JIEDDO  Photo 


Home  Made  Explosives  (HME).  In  early  FY  Joint  Asymmetric  Threat  Awareness  and 

2009,  Combined  Joint  Task  Force  (CJTF)  Paladin,  C-IED  Training  Program  (JATAC).  In  FY  2009, 

Afghanistan,  identified  an  urgent  need  for  warfighters  the  JATAC  training  program,  started  in  FY  2007, 

to  detect  HME  and  unknown  bulk  explosives  (UBE)  continued  to  address  critical  C-IED  pre-deployment 

being  used  in  lEDs.  Within  five  days  of  receiving  training  gaps,  such  as:  embedding  C-IED  trainers  and 
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enablers  in  deploying  units,  training  opposing  force 
role  players  to  provide  relevant  and  realistic  training 
to  deploying  units,  training  tactical  site  exploitation 
skills,  and  preparing  EOD  forces  for  theater-specific 
threats.  Through  FY  2009,  the  JATAC  program  has 
trained  8,500  service  members  at  27  locations  for 
deployment  to  Iraq  or  Afghanistan. 

Mobile  C-IED  Interactive  Trainer  (MCIT).  The 

MCIT  initiative  provided  Soldiers,  Sailors,  Airmen, 
and  Marines  with  self-paced,  interactive,  adaptable, 
field-configurable  lED  threat  training  specific  to 
each  unit's  anticipated  area  of  operation.  The 
MCIT  consists  of  four  40-foot  trailers  equipped  with 
interactive  multi-media  equipment  that  can  rapidly 
be  adapted  to  evolving  threats.  The  MCIT  inaeases 
warfighter  C-IED  awareness  with  information  about 
lED  components,  lED  employment  strategies,  and 
lED  network  organization  and  functioning. 

In  FY  2009,  warfighters  at  Fort  Bragg  and  Camp 
Pendelton  provided  enthusiastic  support  for  the 
MCIT  system.  JIEDDO  anticipates  delivering  future 
systems  to  CONUS  and  combat  zone  locations  to  meet 
warfighter  training  requirements. 


MCIT  training  at  Ft  Bragg.  JIEDDO  Photo 


Joint  Training  Counter-IED  Operations  Integrations 
Center  CJTCOIC).  In  FY  2009,  the  JTCOIC  achieved  initial 
operating  capability  in  Newport  News,  Virginia,  as  the  single 
source  for  training  COIC  tools  and  processes  to  the  Services 
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and  Joint  Forces  for  lED  network  attack.  JIEDDO  plans 
to  fund  the  JTCOIC  as  a  proof-of-concept  initiative  for  two 
years  before  transferring  the  capability. 

During  FY  2009,  the  JTCOIC  supported  active  and  reserve 
Army,  Navy,  Air  Force,  and  Marine  Corps  components.  The 
JTCOIC  established  training  support  cells  at  the  Army's 
CTCs  In  the  U.S.  and  Germany. 

The  JTCOIC  inaugurated  support  to  Joint  Forces  Command 
(JFCOM)  for  the  United  Endeavor  exercise  series,  which 
trains  Division,  Corps,  Marine  Expeditionary  Force,  and 
Joint  Task  Force  headquarters  deploying  to  Iraq  and 
Afghanistan.  JTCOIC's  support  included  developing  lED 
network  scenarios  and  storylines  to  aeate  appropriate, 
robust  lED  problem  sets  drawn  from  Iran  and  Afghanistan 
for  these  headquarters.  The  JTCOIC  also  mentored  the 
JFCOM  exercise  C-IED  observer  trainers  to  facilitate  realistic, 
productive  staff  training. 

C-IED  training  innovations  developed  and  funded  through 
the  JTCOIC  during  FY  2009  included: 

Systems  Integration  and  Modeling  and 
Simulation  (SIMS).  In  FY  2009,  the  JTCOIC 
continued  the  development  of  training,  modeling, 
and  simulations  capabilities  through  ttieir  SIMS  team. 
The  SIMS  team  employed  innovative  technologies 
and  methods  to  recreate  lED  events  as  interactive, 
three-dimensional  visualizations.  JTCOIC  is  able  to 
produce  a  realistic  visualization  as  quickly  as  four  days 
-  a  unique  DoD  capability.  During  the  year,  more 
than  150  organizations  downloaded  these  unclassified 
training  products  for  deployment  preparation. 

JTCOIC  Central  Training  Database.  The  JTCOIC 
collected  information  from  more  than  50  data  sources 
and  archived  them  in  its  central  training  database  - 
amassing  more  than  one  million  combat  zone  messages 
and  reports.  The  JTCOIC,  JCOE,  and  other  units  draw 
upon  this  database  to  develop  rich  C-IED  exercises 
for  units  at  the  operational  and  tactical  levels.  The 
information  drawn  from  the  central  training  database 
profoundly  impacted  training  environments  by  enabling 
realistic  detail  that  was  previously  unattainable. 
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Competitive  Strategies  Group 
(CSG) 

The  Competitive  Strategies  Group  (CSG)  extends  the 
JIEDDO  Director's  strategic  and  critical  thinking  process 
by  challenging  JIEDDO's  strategy  and  decisions  with 
independent,  critical,  and  alternative  perspectives  that  are 
technologically,  culturally,  and  politically  aware.  These 
efforts  enable  JIEDDO  to  gain  and  maintain  a  competitive 
advantage  across  the  global  operational  environment. 
CSG  is  functionally  aligned  with  a  Strategic  Influence  Cell 
(SIC),  a  Cultural  and  Political  Perspectives  Cell  (CPC),  and  a 
Technology  Exploitation  Celi. 

Strategic  Influence  and  Cultural  Political  Cell  (SIC/ 
CPC).  The  SIC/CPC  provides  an  independent  capability  to 
fully  explore  alternatives  in  plans,  operations,  concepts, 
organizations,  and  capabilities  in  the  context  of  the 
operational  environment  and  from  the  perspectives  of 
partners,  adversaries,  and  others.  Over  the  past  12 
months,  the  SIC/CPC  has  published  more  than  70  "red 
teaming"  information  papers  designed  to  provoke  thought 
and  generate  discussion  to  help  shape  an  understanding  of 
how  the  adversary  may  view  actions  taken  by  Blue  Forces. 
Topics  included:  "Coalition  Force  buildup  in  Afghanistan: 
What  will  be  the  response?"  "What  will  happen  when  CF 
draws  down  in  Iraq?"  and  "How  does  North  Korea  plan  to 
use  lEDs?" 

In  response  to  the  FY  2009  National  Defense  Authorization 
Act,  the  SIC/CPC  collaborated  with  various  organizations 
and  agencies  to  identify  potential  lED  threats  facing  the 
COCOMs  in  2012-2018.  JIEDDO's  response  highlighted  the 
portability  of  knowledge  and  skills  needed  to  construct  and 
use  lEDs.  The  report  concluded  that  each  COCOM  faces 
divergent  and  decentralized  hostile  actors  with  increasing 
capability  and  lethality. 

Technology  Exploitation  Ceil  (TEC).  The  TEC 

provided  an  independent  capability  to  create  and 
exploit  technical  C-IED  defeat  alternatives.  The  cell 


Q 

considered  "what's  next?"  in  the  lED  fight,  reached  out 
to  the  commercial  sector  to  identify  new  and  emerging 
technologies,  and  leveraged  relationships  with  other 
government  agencies,  industry,  and  academia  to  discover 
and  mitigate  vulnerabilities  and  potential  uses  of  current 
and  emerging  technologies  as  lEDs.  The  TEC  is  organized 
into  three  groups: 

Technical  Red/Blue  Team  Assessment  Group. 

During  FY  2009,  competing  Technical  Red/Blue 
Teams  completed  more  than  65  "QuickLook"  and 
detailed  assessments.  These  teams  from  Johns 
Hopkins  University/Applied  Physics  Lab,  Georgia  Tech 
Research  Institute,  and  Massachusetts  Institute  of 
Technology/Lincoln  Labs  theorized  Red  Force  counter¬ 
countermeasures  (CCMs)  to  defeat  Blue  Force  C-IED 
systems.  In  response.  Blue  Teams  documented  the 
expected  effectiveness  of  likely  Red  Force  CCMs, 
identified  system  limitations  and  vulnerabilities,  and 
offered  recommendations  to  improve  the  system's 
capabilities.  These  efforts  shaped  the  development  of 
Service  and  JIEDDO  initiatives,  such  as  MAXPOWER, 
COUNTERBOMBER  2,  Shield,  Laser  Vibrometry  lED 
Detection,  and  the  Joint  Light  Tacticai  Vehicle. 

Device  Coordination  Group  (DCG).  The  DCG 

reverse-engineered  and  reproduced  lEDs  found  in  Iraq 
and  Afghanistan.  These  lED  surrogate  devices  were 
used  for  Joint  Counter-IED  system  testing  and  training. 
In  2009,  DCG  supported  15  test  events  and  provided 
more  than  1,100  individual  devices  for  DoD  test  ranges 
and  laboratories. 

Device  Innovation  Group  (DIG).  The  DIG  provided 
research  in  and  production  of  emerging  threats  not 
yet  seen,  but  likely  to  be  used.  During  2009,  the  DIG 
traveled  to  international  technology  tradeshows  and 
conferences  and  selected  consumer  electronics  to  be 
evaluated  as  possible  future  lEDs. 
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FY 2009  Transitions,  Transfers, 
and  Terminations 

C-IED  Initiative  Transitions,  Transfers,  and 
Terminations  (T3).  Chartered  by  the  DoD  to  rapidly 
acquire  C-IED  capabilities,  JIEDDO  seeks  to  transition  or 
transfer  proven  C-IED  initiatives  to  the  Services,  COCOMS, 
or  government  agencies  for  lifecycle  management  and 
sustainment  within  two  years.  Similarly,  JIEDDO  seeks  to 
terminate  initiatives  that  have  met  an  urgent  requirement 
and  are  no  longer  needed  or  have  failed  to  deliver  anticipated 
results.  Timely  Initiative  transition,  transfer,  or  termination 
avoids  JIEDDO  being  saddled  with  long-term  resource 
commitments  and  enables  JIEDDO  to  apply  limited  resources 
to  the  most  urgent  emerging  C-IED  requirements. 

JIEDDO  transitioned  or  transferred  48  C-IED  capabilities 
and  terminated  14  initiatives  In  FY  2009  (see  Appendix 
below).  JIEDDO  transitions  C-IED  initiatives  when  those 
initiatives  are  expected  to  provide  an  enduring  capability  for 
the  joint  force  and  are  expected  to  become  a  program  of 


record  funded  in  the  President's  budget.  JIEDDO  transfers 
C-IED  initiatives  when  the  solution  is  not  expected  to  provide 
an  enduring  capability,  but  will  continue  to  be  sustained 
and  used  in  the  current  conflict;  transferred  initiatives  are 
expected  to  be  sustained  through  Overseas  Contingency 
Operations  supplemental  funding  requests. 

JIEDDO  hosts  monthly  Transition  and  Transfer  Working 
Group  meetings  with  Service,  COCOM,  and  agency 
representatives  for  process  transparency  and  to  provide 
Services,  COCOMs,  and  agencies  time  to  program  and 
otherwise  plan  for  transitions  and  transfers.  Annually  in  the 
3rd  Quarter,  JIEDDO  formally  briefs  itsT3  recommendations 
to  the  Protection  Functional  Capabilities  Board  (P-FCB) 
Working  Group,  Joint  Capabilities  Board  (JCB),  and  Joint 
Requirements  Oversight  Council  (JROC).  Based  upon  JROC's 
endorsement,  a  JROC  Memorandum  (JROCM)  is  prepared 
for  the  Vice  Chairman  of  the  Joint  Chiefs  of  Staff,  informing 
the  Services  and  agencies  of  the  JROC  action.  The  T3  list 
along  with  the  JROCM  is  fonvarded  to  the  Deputy  Seaetary 
of  Defense  (DSD)  for  T3  decision. 


(U)  AMSTEL 

(U) 

Highly  classified  C-IED  effort  | 

DSD  «/ 17/07 

(U)  Backscatter  X-rays 
of  Personnel 

(U) 

Safe,  non-intrusive  screening  system  that  rapidly  and 
accurately  images  metallK:  and  non-metallic  obj^s  concealed 
on  a  person’s  body. 

DSD  8/1 7/07 

(U)  Bloodhound 

(U) 

COTS  EMI  sensors  and  magnetometers  to  detect  and  locale 
deeply  buried  weapons  caches. 

DSD  8/17/07 

(U)  CREW -CoalWon  Joint 
Spectrum  Management 
Planning  Tool 

fU) 

Software  designed  to  assist  EWOs  in  the  employment  of 

Counter  Radio-Controlled  lED  Electronic  Warfare  (CREW) 
systems  (jammers)  in  support  of  tactical  operations.  j 

DSD  8/17/07 

(U)  Eagle  Eye 

tU) 

Mobile  integrated  surveillance  for  force  protection  providing  Full 
Motion  Video  from  EO/IR  sensor,  with  radar  cueing  &  PSDS2. 

DSD  8/17/07 

(U)  Explosive  Detection 
Eqispment 

(U) 

Family  of  commercial  systente  to  non-intrusively  inspect 
vehicles  and  cargo  for  explosives  and  other  contraband 
associated  with  lEDs. 

DSD  8/17/07 

(U)  lED  Detection  and 
Interrogation  Ann 

(U) 

A  stand-off  capability  to  RG-31  and  Husky  that  is  similar  to  the 
arm  on  a  Buffolo  vehide. 

1  DSD  8/17/07 

(U)  Jowl  Trauma  Analysis  and 
Prevention  of  Injury  in 
Combat 

<U) 

Joint  database  for  coiledion,  analysis,  and  sharing  of  information 
related  to  effectiveness  of  personal  protective  equipment  and 
vehicle  equipment  designed  to  protect  against  blast  injury. 

DSD  8/17/07 

(U)  Law  Enforcement 

Program  (LEP) 

(U) 

Expert  criminal  enterprise  analysts  who  can  enhance 
commarKier's  ability  to  identify,  monitor,  penetrate,  interdict, 
and  si^ess  criminal  networks. 

:  DSD  8/17/07 

(U)  Next  Generation  Mobile 
Non-lntrusive  Inspection 
System 

(U) 

Field-deployable.  traHer-mounted  mobile  inspection  systems 
using  gamma  and  X-ray  technologies  to  inspect  vehicle  interiors 
and  engirre  compartments. 

DSD  8/17/07 

(U)  ROISS  (Rapid  Deployable 
Integrated  Surveillance 
System 

(U) 

Rapidly  deployable  surveillance  system  for  quick  set-up  of 
Combat  Outposts. 

DSD  8/17/07 
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(U)  Route  Clearance  Debris 
Blower 

(U)  Powerful  air  blower  used  to  remove  debris  to  identify 

camouflaged  lEDs  on  roadsides. 

OSD  8/17/07 

(U)  Ruggedized  Detection 
Imaging  Module 

(U)  Imaging  system  that  detects  contraband  and  other  threats  found 

on  people  and  vehicles 

DSD  8/17/07 

(U)  Toggle  Trust 

(U)  Highly  classified  C-IED  e«ort 

DSD  8/17/07 

(U)  Vehicle  Optics  Sensor 
System  (VOSS) 

(U)  Combines  high-resolution  color,  tow-light  night  vision  and 

advanced  thermal  imaging  in  a  single  lightweight  gimbal  that  is 
mast-mounted 

DSD  8/17/07 

(U)  Z101  Walk-Through  Portal 

(U)  Triced  Block 

(U)  Stand-off  personnel  scannkig  capability  at  Entry  Control  Points. 

Portable,  conveyor  belt-based,  backscatter  x-ray  system 

(U)  Highly  classified  C-IED  effort 

OSD  8/17/07 

DSD  8/17/07 

(U)  CREW-SM-JCREW  j 

Technique  Development  i 

(U)  Joint  JIEDDO  and  Navy  Technique  Development  effort 

OSD  8/17/07 

(U)  CREW -SM- Mounted  2.1  ' 
Sustainment  /  Support 

(U)  Sustainment  and  support  effort  for  CREW  Mounted  2.1 

OSD  8/17/07 

(U)  Bomb  Suit  NVGs 

I  (U)  Night  Vision  Goggles 

DSD  6/17/07 

(U)  EOO  -  Disposable  Firing 
Systems 

1  (U)  Remote  Firing  Systems 

DSD  8/17/07 

(U)  EOO  Robotic  Systems 
Datalink 

(U)  Communications  upgrade  for  EOD  robots 

DSD  8/17/07 

(U)  EODSATCOM 

(U)  Communications  upgrade  for  EOD  teams 

OSD  8/17/07 

(U)  EA-6B  LITENING  Pods 

(U)  Modification  of  USMC  ES-6B  LITENING  ISR  Pods  to  provide 

EOrtR  Capability. 

DSDM  8/1 8A)9 

(U)  Ground-Based  Observation  i  (U) 
and  Surveillance  System 
(G-BOSS) 


Sustainment  of  USMC  CREW  Systems 
Integrated  and  networtced  ground  ISR  system 


Mobile  imaging  system  for  remote  vehicle  inspections  for  hidden 
explosives  at  entry  control  points. 


DSD  8/17/07 

OSD  81/17/07 


DSDM  8/18/09 


Gamma  Ray  detection  vehide  system  for  screening  trucks, 
cargo  containers,  and  passenger  vehicles  for  contraband  and 
explosives 


MFR  to  Ak  Force 
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(U) 

Native  Echo 

i  (U) 

Anon-attributable  multi-media  influence  effort 

DSD  8/1 7/07  1 

(U) 

NSA  Tangletamer 

(U) 

Highly  classified  SIGINT  effort 

DSD8/18ff39  1 

(U) 

CREW-PDCREW- 

Legacy 

(U) 

Repair  services  and  spares  at  the  lowest  replaceable  unit.  The  rapid  introduction 
of  improved  CREW  systems  soon  limited  the  sustainability  of  this  initiative,  as 
newer  CREW  variants  could  not  be  serviced  by  the  ok)  spares  oomportents. 

(U) 

EOD  Hotstick 

(U) 

Telescopic,  man-portable,  lightweight  robotic  manipulator 

(U) 

Hotshot 

(U) 

Vehicle-mounted  RCIED  neutralization  system 

(U) 

10  Reachback 

<U) 

Readrback  provided  to  Information  Operations  support  to  JIEDDO 

(U) 

Jaguar  1  (FOPEN) 

(U) 

UHF  radar  system  on  a  C-12  aircraft  to  provide  airborrw  tactical  surveillance 

(U) 

JUNCTORENEMY 

<U) 

Highly  classified  C-IED  project 

(U) 

Semi-Autonomous  HMMWV 

(U) 

Remote  Control  HMMWV  to  lead  convoys  in  urban  terrain 

(U) 

Snarf 

<U) 

X-Ray  apparatus  used  to  identify  hazards  internal  to  suspect  devices.  7/14/09 

LOO  IPT  recommended  Termination. 
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JIEDDO  Field  Teams 

JIEDDO  Field  Teams  are  deployed  to  Iraq  and  Afghanistan 
to  ensure  that  all  CTED  efforts  translate  effectively  into 
each  theater.  They  serve  as  JIEDCXD's  primary  operational 
link,  supporting  the  successful  integration  of  C-IED  training, 
materiel  programs,  and  network  attack  solutions  into  current 
operations. 

JIEDDO  Field  Teams  supported  the  delivery  and  distribution, 
ongoing  development,  and  operational  training  of  a  wide 
array  of  C-IED  capabilities  throughout  FY  2009,  including 
mine-rollers,  CREW  systems,  pre-detonation  systems,  and 
route  clearance  equipment. 

Non-materiel  support  included  integration  of  Corps,  Division, 
and  Marine  Expeditionary  Force  support  team  elements 
into  coordinated  C-IED  cells;  observation  of  individual  unit 
C-IED  TTPs;  and  facilitation  of  in-theater  and  reach-back 
COIC  support  for  operations  planning  and  execution. 

In  Iraq,  the  JIEDDO  Field  Team  Commander  also  serves 
as  the  in-theater  COIC  Director,  leveraging  COIC  tools  to 
enable  commanders  on  the  ground  to  effectively  attack  the 
lED  networks  within  their  resF)ective  areas  of  responsibility. 
In  addition,  the  JIEDDO  Field  Team  Afghanistan  Commander 
also  serves  as  the  CJTF  Paladin  Commander  and  the 
International  Security  Assistance  Force  C-IED  Branch 
Chief. 

Science  and  Technology 

JIEDDO  continued  to  evolve  its  C-IED  Science  and 
Technology  (S&T)  program  with  a  portfolio  of  more  than 
200  projects.  TTie  preponderance  of  JIEDDO's  $500M 
S&T  investment  focused  on  immediate  warfighter  needs; 
however,  JIEDDO  also  made  key  investments  to  provide 
longer  term  C-IED  solutions.  In  coordination  with  Director, 
Defense  Research  &  Engineering,  JIEDDO  published  its  first 
S&T  Investment  Strategy  for  Countering  lEDs  -  identifying 
counter-IED  capability  gaps;  outlining  S&T  programs  to 
address  these  gaps;  and  describing  efforts  to  coordinate 
counter-IED  S&T  investments  across  the  DoD. 

In  2009,  JIEDDO  deployed  multiple  command  wire  detection 
systems  to  combat  theaters  for  operational  assessments, 
including  Desert  Owl,  Copperhead,  and  Sand  Dog.  Through 
focused  S&T  investments,  JIEDDO  continued  to  advance 
state-of-the-art  command  wire  and  buried  lED  detection 
systems. 
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TTirough  sensor  fusion  research  investment,  JIEDDO 
developed  the  fusion  exploitation  framework  (FEF),  an 
open-standard,  software  interface  layer  which  serves  as 
a  foundation  for  implementing  advanced  fusion  within 
multi-sensor  and  multi-intelligence  systems.  The  FEF  was 
transitioned  from  S&T  to  the  Distributed  Common  Ground 
Station  -  Army  (DCGS-A)  V3.1.  This  capability  will  be 
delivered  to  theater  in  4th  quarter  FY2010  and  will  enable 
both  interactive  and  automated  fusion  within  the  Army's 
battlefield  intelligence  system. 

In  FY  2009,  JIEDDO  established  a  Social  Dynamic  Analysis 
(SDA)  S&T  portfolio  in  the  Attack  the  Network  Line  of 
Operation  to  examine  the  use  of  social  science,  cultural 
understanding,  and  analytic  methodologies  to  counter 
networks  employing  lEDs.  Under  the  hypothesis  that  an 
insurgency  has  access  to  unlimited  human  capital  and 
thus  cannot  be  defeated  by  attrition,  SDA  examines  social 
dynamics,  counterinsurgency  doctrine,  and  non-kinetic 
methods  to  deter,  mitigate,  and/or  reduce  insurgency. 

Within  the  COIC,  JIEDDO  developed  innovative  new 
technologies  and  methodologies  to  assist  all-source 
intelligence  analysts  in  scoping,  assessing,  and  fusing 
information  about  insurgent  networks. 

The  JIEDDO  S&T  portfolio  extends  beyond  technology 
development  and  looks  to  develop  understanding  of  physical 
phenomena  associated  with  lEDs  and  the  environments  in 
which  they  are  placed.  This  understanding  guides  both  new 
detection  technology  investment  and  warfighter  training. 
JIEDDO  S&T  supported  medical  research  to  understand  lED 
blast  effects  on  warfighters  -  informing  personal  protection 
technology  investments. 

In  2009,  JIEDDO  continued  to  expand  and  leverage  the 
resources  of  its  solutions  network  to  deveiop  an  increased 
understanding  of  the  threat  and  to  continuously  search  for 
new  capabilities  for  the  warfighter.  JIEDDO  participated  as 
a  member  of  the  Defense  Science  and  Technology  Advisory 
Group  to  coordinate  its  S&T  investments  across  the  Services. 
JIEDDO  leveraged  National  Research  Council  and  Defense 
Science  Board  expertise  to  advise  JIEDDO  leadership  on 
S&T  program  execution.  JIEDDO  hosted  semi-annual 
Technology  Outreach  Conferences  to  publicize  C-IED  gaps 
and  seek  solution  proposais  from  industry  partners. 
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(U)  Acronyms 


3G 

third  generation 

GAO 

Government  Accountability  Office 

ACGU 

Australia,  Canada,  Great  Britain,  United  States 

GCTF 

Global  Counter  Terrorism  Force 

AFRICOM 

U.S.  Africa  Command 

GIRoA 

Government  of  the  Islamic  State  of 

ABIED 

Air-borne  lED 

Afghanistan 

ANSF 

Afghan  Nationai  Security  Forces 

GWOT 

Global  War  on  Terrorism 

AOR 

area  of  responsibility 

HME 

homemade  explosive 

AOD 

Acquisition  Oversight  Division 

HMDS 

Husky  Mounted  Detection  System 

AQI 

ai  Qaeda  in  Iraq 

HMMWV 

Highly  Mobile  Multipurpose  Wheeled  Vehicle 

ATEC 

Army  Test  and  Evaluation  Command 

HOA 

Horn  of  Africa 

AtN 

JIEDDO  LOO:  Attack  the  Network 

HSTLs 

Home  Station  Training  Lanes 

CAC 

Capabilities  Acquisition  Center 

HUMINT 

Human  Intelligence 

CCMS 

counter-countermeasures 

I2C 

lEDD  Integration  Cell 

CDMA 

Code  Division  Multiple  Access 

lED 

Improvised  Explosive  Device 

CENTCOM 

U.S.  Central  Command 

lEDD 

lED  Defeat 

CF 

Coalition  Forces 

IK 

Imirat  Kaukaz 

C-IED 

Counter  Improvised  Explosive  Device 

IR 

Infra  Red 

CITP 

Counter-IED  Targeting  Program 

IRAM 

Improvised  Rocket  Assisted  Mortar 

CJTF 

Combined  Joint  Task  Force 

ISAF 

International  Security  Assistance  Force 

C-MATT 

C-IED  Mobile  Assistance  Training  Teams 

ISF 

Iraqi  Security  Forces 

COCOMs 

Combatant  Commands 

JAM 

Jaysh  al  Mahdi 

COE 

Center  of  Excellence 

JATAC 

Joint  Asymmetric  Threat  Awareness  and 

COIC 

Counter-IED  Operations  Integration  Center 

C-IED 

COIN 

Counterinsurgency 

JCAAMP 

Joint  lED  Defeat  Capability  Approval  and 

COMINT 

Communications  Intelligence 

Acquisition  Management  Process 

CONUS 

Continental  United  States 

JCAST 

JIEDDO  COIC  Analytical  Support  Team 

CREW 

Counter  Radio  Controlled  lED  Electronic 

JCB 

Joint  Capabilities  Board 

Warfare 

JCOE 

JIEDDO:  Joint  Center  of  Excellence 

CSG 

Competitive  Strategies  Group 

JEMS 

JIEDDO  Enterprise  Management  System 

crc 

Combat  Training  Center 

JFCOM 

U.S.  Joint  Forces  Command 

CVRJ 

Combined  Vehicle  Radio  Jammer 

JIEDDF 

Joint  Improvised  Explosive  Device  Defeat 

CW 

command  wire 

Fund 

CWIED 

Command  Wire  lED 

JIEDDO 

Joint  lED  Defeat  Organization 

DARPA 

Defense  Advanced  Research  Project  Agency 

JMRC 

Joint  Multinational  Readiness  Center 

DCG 

Device  Coordination  Group 

JOLLER 

Joint  lED  Neutralize  Roller 

DFFC 

Directionally  Focused  Fragmentation  Charge 

JROC 

Joint  Requirements  Oversight  Council 

DHS 

Department  of  Homeland  Security 

JROCM 

JROC  Memorandum 

DIA 

Defense  Intelligence  Agency 

JTB 

JIEDDO  Test  Board 

DoD 

Department  of  Defense 

JTCOIC 

Joint  Training  Center  lED  Operations  Center 

DoJ 

Department  of  Justice 

JTF 

Joint  Task  Force 

DSTAG 

Defense  Science  and  Technology  Advisory 

LVBIED 

Large  Vehicle-Borne  lED 

Group 

LOO 

Line  of  Operation 

DtD 

JIEDDO  LOO:  Defeat  the  Device 

MCFI 

Multinational  Coalition  Forces-Iraq 

DTMF 

Dual  Tone  Multi-Frequency 

MCTT 

Mobile  C-IED  Interactive  Trainer 

ECP 

Entry  Control  Point 

MILF 

Moro  Islamic  Liberation  Front 

EFP 

Explosively  Formed  Projectile 

MNF-I 

Multi-National  Forces  Iraq 

EUNT 

Electronic  Intelligence 

MRAP 

Mine  Resistant  Ambush  Protected  (vehicle) 

ELN 

National  Liberation  Army 

NDA  CLT 

Network  Dynamic  Analysis  Comprehensive 

EO 

electro-optical 

Look  Team 

EOD 

Explosive  Ordnance  Disposal 

NORTHCOM  U.S.  Northern  Command 

EUCOM 

U.S.  European  Command 

NATO 

North  Atlantic  Treaty  Organization 

FARC 

Revolutionary  Armed  Forces  of  Columbia 

me 

National  Training  Center 

FEF 

Fusion  Exploitation  Framework 

OEF 

Operation  Enduring  Freedom 

FOB 

forward  operating  base 

OCO 

Overseas  Contingency  Operations 

FVEY 

Australia,  Canada,  Great  Britain,  and  New 

OPFOR 

Opposing  Forces 

Zealand 

PACOM 

U.S.  Pacific  Command 
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PBIED 

P-FCB 

PIR 

RC 

RC 

RC-East 

RC-South 

RQED 

RCOS 

RF 

RFI 

RFS 

RDT&E 

S&T 

SDA 

Services 

SIC/CPC 

SIED 

siGirrr 

SIMS 

SIPR 

SOCOM 

SPARK 

SVBIED 

SVIED 

T3 

TEDAC 

TRID 

TSE 

TtF 

TTPs 

UBE 

UBIED 

UHF 

ULFA 

USFI 

USFOR-A 

UVIED 

VBIED 

VOIED 

VOSS 

WBIED 

WIT 

wn 

YPG 


Person-Borne  lED 

Protection  Functional  Capabilities  Board 
passive  infrared  (type  of  switch) 
regional  commarid 
remote  control 

Regional  Command-East,  Afghanistan 

Regional  Command-South  Afghanistan 

Radio-controlled  lED 

Route  Qearance  Optics  Suite 

radio  frequency 

request  for  information 

request  for  support 

Research  Development  Testing  and 

Evaluation 

Science  and  Technology 
Social  Dynamic  Analysis 
U.S.  Military  Services 

Strategic  Influence  and  Cultural  Political  Cell 

Suicide  lED 

Signals  Intelligence 

Systems  Integration  and  Modeling  and 

Simulation 

Secret  Internet  Protocol  Router 
U.S.  Special  Operations  Command 
Self  Protection  Adaptive  Roller  Kit 
Suicide  Vehicle-Borne  lED 
Suicide  Vest  lED 

Transitions,  transfers,  and  terminations 
Terrorist  Explosive  Device  Analytical  Center 
Technology  Requirements  and  Integration 
Division 

Tactical  Site  Exploitation 
JIEDDO  LOO:  Train  the  Force 
tactics,  techniques,  and  procedures 
unknown  bulk  explosive 
Underbelly  lED 
ultra  high  frequency 
United  Liberation  Front  of  Assam 
U.S.  Forces  Iraq 
U.S.  Forces-Afghanistan 
Under  Vehicle  lED 
Vehicle-Borne  lED 
Victim-Operated  lED  (switch) 

Vehicle  Optics  Sensor  System 
Water-Borne  lED 
Weapons  Intelligence  Teams 
Weapons  Technical  Intelligence 
Yuma  Proving  Ground 
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SWORN  STATEMENT 

For  use  o(  this  (arm  see  AR  I90-4S.  the  proponenl  agency  is  RMG 


PRIVACY  ACT  STATEMENT 

AUTHORITY:  Tille  10  USC  Seclion  301  Tille  5.  USC  Seclton  W5l;  E  0  9397  Social  Secunty  Number  ISSN) 

PRINCVAL  PURPOSE:  To  documenl  potenbal  cnmtnai  activity  mvolvmg  the  U  S  Army,  and  lo  aNow  Army  officials  to  maintain  daciplme 
law  and  order  through  investigalion  of  complaints  and  incidents 

ROUTINE  USES:  tnformalion  provided  maybe  fuilher  declosed  to  federal  state,  local,  and  foreign  govemmeni  law  enforcement 

agencies,  proseculors.  courts,  child  protective  services,  victims,  vninesses.  the  Department  of  Veterans  Affairs,  and 
the  Offcc  of  Personnel  Management  Information  provided  may  be  used  for  delermmabons  regarding  judicial  or 
nort-judioal  punishment  other  administrative  disciplmaiy  actions,  secunty  clearances  recruitment,  retention, 
placement,  and  oiher  personnel  actions 


DISCLOSURE: 


Disclosure  of  your  SSN  and  other  information  is  voluntary 


1  LOCATION 

1  2  DATE  (YYYYMMDO)  |  .1 

TIME 

4  =i'.e  number 

HQ.  2d  BCT.  10th  MTN  DIV  (LI),  Ft.  Dram,  N\' 

1  201 1^0120  1 

1000 

5  LAST  NAME.  FIRSTNAME.  MIDDLE  NAME 

Miller,  David  M. 

je  SSN 

7  GRADE/STATUS 

06/RA 

8  ORGANIZATION  OR  ADDRESS 

HQ.  2d  BCT.  10th  MTN  DIV  (LI),  10200  North  Riva  Ridge  Loop,  Ft.  Drum.  NY  13602 


I  David  M.  Miller 


WANT  TO  MAKE  THE  FOUOWING  STATEMENT  UNDER  OATH 


I  have  been  the  Commander  of  2d  BCT.  lOih  MTN  for  approximately  40  monih.<i.  I  do  not  know  my  next  as.>iignment  >«:  SLD  i.t 
telling  me  to  stand  by  as  they  consider  .some  nominative  po.s.sibilities'.  I  expect  to  find  something  out  soon.  I  was  not  originally 
informed  about  the  issues  with  PFC  Manning's  outbursts  or  his  behavior.  Once  I  was  made  aware  of  what  wa.<  occurring,  my  .staff 
and  I  conducted  an  Afler  Action  Review  to  look  at  ourselves  and  our  processes.  I  wanted  to  look  at  Information  Assurance, 
training,  and  all  aspects  of  OPSEC  and  security.  We  also  looked  at  BH  and  mental  health.  We  implemented  some  changes  based 
upon  that  internal  look.  It  would  have  been  hclpfiil  if  I  or  other  leaders  had  data  from  basic  training  and  AIT  upon  which  to  make 
decisions,  but  that  information  docs  not  come  forward  with  Soldiers.  There  is  a  wall  that  keeps  us  from  that  infoimation. 


Approximately  60  days  prior  to  deployment  I  had  the  unit  look  hard  at  the  SRC  Scrub.  Another  unit,  3BCT,  10th  MTN  barely  made 
deployment  strength.  After  that  FORSCOM  guidance  was  that  BCTs  would  take  a  hard  look  at  their  numbers.  We  didn't  want  to 
take  the  wrong  personnel  forward,  nor  did  wc  want  to  leave  a  large  rear  D  behind  for  a  small  staff  to  manage  and  lead.  During  this 
scrub.  1  was  tracking  500  or  600  Soldiers  that  may  have  had  deployment  issues  but  I  was  not  cracking  PFC  Manning  personally;  I 
WAS  Cracking  the  BCT  as  a  whole.  Wc  reduced  our  numbers  down  to  around  300  mostly  medical  or  chapters. 

In  Iraq,  we  As.snjmed  responsibility  for  17  Joint  Security  Stations  and  Combat  OutposLs  in  eastern  Baghdad.  We  had  a  BCTTAC  at 
JSS  LOYALTY  in  Easc  Baghdad  and  the  BCT  TOC  outside  the  city  at  FOB  HAMMER.  We  generally  were  responsible  for  CAStem 
Baghdad  and  partnered  with  an  Iraqi  Corps  equivalent  HQ  and  two  .separate  Iraqi  Divisions  (1st  Federal  Police  and  the  9th  Iraqi 
Army).  Wc  were  helping  the  units  to  build  their  staff  capacity  and  providing  security  for  upcoming  elections.  After  the  elections 
our  focus  shifted  to  re.sponsible  drawdown  and  transition  of  security  as  well  as  JSS's  and  COP's  to  lA  control. 


It  was  during  this  time  that  a  problem  with  my  S2,  M.AJ  Clausen,  was  coming  to  the  forefront.  MAJ  Clausen's  performance  was  not 
up  to  the  standard  that  I  expected.  He  could  not  provide  a  valuable  intelligence  picture  or  analysis  in  a  manner  that  "was  u.seablc  to 
the  unit  as  a  whole  or  me  as  the  Commander  and  our  ability  to  Assi.st  the  lA  i  IP.  I  discussed  the  issue  with  the  BSTB  Commander, 
then  LTC  Paul  Walter.  LTC  Walter  was  al.so  branched  MI  and  understood  what  was  necessary  from  an  intelligence  standpoint. 
Ba.sed  upon  di.scu.s.sions  with  LTC  Walter  and  LTC  Kems  (XO),  I  decided  it  was  be.st  to  remove  MAJ  Clausen  from  his  position  as 
the  S2  and  place  CPT  Lim  into  that  job.  CPT  Lim  was  the  MICO  Commander  and  he  had  served  as  a  battalion  S2  for  2/14  on  a 
prior  deployment.  He  wa.s  capable  and  understood  the  unit.  He  is  the  type  of  officer  who  should  be  a  Battalion  Commander. 


I  placed  him  in  the  job  and  looked  to  LTC  Walter  to  help  provide  some  oversight.  I  did  not  get  involved  in  the  inner  workings  of  the 
S2  department  under  CPT  Lim's  leadership.  Ba.sed  on  our  pannership  requirements  and  our  sqplit  TAC  and  TOC  locatioas.  all  of  my 
•slaff  was  relatively  thin  but  rather  than  place  inexperienced  Intel  personnel  at  the  battaiioas,  I  chase  to  accept  ri.sk  at  the  Brigade 
level  instead  of  at  more  remote  locations  -  particularly  in  a  bottom  up  Intel  driven  fight. 
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STATEMENT  OF  Oavid  M  Miller . . . . . . . TAKEN  AT  Dium.  NY  . .  caTED  201101-20 


9  STATEMENT  (Coiltfnued) 

Mo.sl  ofihc  Miliiar>'  Iniciligcnce  Capiain  sio.N  tvcic  filled  b>  Licuienanis  alihough  ihcy  were  designed  for  irw^re  senior  ofTicers  ) 
iiad  ['.VO  batiaiioii.s  (hat  had  Liculcoants  instead  orC'ap!aiit.s  tilling  their  iniciltgcnec  posiiums.  The  tntel  shops  »erc  doing  ag(XKi 
job  with  the  exception  of  MAJ  Clausen.  As  a  unit  we  ntci  our  training  requirentents  -Afith  respcci  lo  lA.  OPSEC.  cie.  Whether  the 
training  was  enough  is  worth  looking  into  Ba.sed  on  after  the  fact  diseiutsions  with  my  ASbaitd  S2.  it  might  not  be. 

As  the  BCT  Commander.  I  had  a  noimal  battle  rhythm  that  had  me  circulating  the  balticfieid  all  day  and  returning  to  Fonvard 
Operating  Base  (FOB)  Hammer  at  night.  During  the  elections  and  a  few  other  critical  times  I  C2’d  the  BCT  from  our  TAC  at  JSS 
LOYALTY  in  order  to  be  in  the  city  24  7. 

I  don't  recall  the  specitlc  OPSFC  training  picce.s  conducted  during  ihe  AAR  after  the  Manning  arrest,  but  from  what  i  understand, 
almost  nothing  would  hate  stopped  PFC  Manning  I'rom  doing  what  Ik*  did  1  wiu  made  aware,  after  ihe  fact  of  the  unauthorwed 
electronic  media  in  the  SCIF.  He  may  still  have  goiten  the  information  out  of  the  SCIF  even  if  every  proper  control  ntea.surc  was 
in  place  and  executed  properiybccau.se  mo.st  checks  arc  designed  to  control  people  who  do  not  normally  have  access  and  not 
people  who  belong  in  the  section.  As  an  Army  wc  may  need  to  look  at  modifying  control  measures  to  look  as  much  internally  as  w'e 
do  at  external  threats. 

With  re.spect  to  the  infoimation  side  of  the  house,  ourcurren!  SIGO  and  our  AS6  tell  me  that  there  is  not  enough  training.  The  S6 
in  theater  was  average,  but  was  iKst  computer  savvy.  He  worked  hard  but  struggled.  Until  I  got  the  AS2,  CPT  Cherepko,  ilicre  was 
not  enough  knowledge  about  computer  .systems  within  my  56  shop.  CPT  Chcrepko  w-as  competent  and  conducted  other  functions. 
He  !s  the  sort  of  olTiccr  -who  will  put  lough  i.ssues  on  the  table.  My  obscrvaiion  is  ihat  there  has  to  be  more  training  -ind  experience 
in  this  area  to  give  more  depth  and  expeiTise  in  the  fonna'.uin.  I'bere  is  even  less  knowledge  at  the  BN  level  and  below.  Given  ihat 
wc  were  dispersed  o\  cr  1 7  area.s,  it  seems  this  could  have  occurred  at  any  one  of  them. 

A  problem  area  that  came  to  light  was  that  one  of  my  chaplains  had  to  be  .separated  from  the  Army  for  conduct  unbecoming  an 
officer  and  gentleman  CPT  Cberepko  was  the  only  person  in  the  unit  who  vi.'as  able  to  look  at  the  computer  assigned  to  tltc 
Chaplain  and  perform  die  analysis  that  provided  the  information. 

I  also  was  having  connectivity  prabiems  with  die  weekly  updaie.s  to  MG  Wolff  and  had  the  .sutT  come  up  with  a  solution  for  this 
problem.  It  was  during  thi.s  timeftame  on  the  loss  of  connectivity  tliat  I  was  made  aware  there  was  unauthorized  data  on  the  system 
I  understood  this  wa.s  an  issue  hampering  comicclivity  but  not  a  security  threat  The  .sy.stcm  was  not  working  pri^erly  but  after  the 
removal  of  users  and  exce.ss  data,  the  system  began  to  function  belter  There  was  only  one  person  in  the  BCT  who  had  the  skills 
necessary  to  fix  the  computer  sysiems-CPT  Cberepko  I  do  not  have  special  knowledge  of  the  computers  or  the  .sj-sierruf  and  the 
way  they  work  The  Army  provides  units  with  a  skilled  person  who  understands  this  area  but  in  this  case,  the  S6  I  wa.<  provided  with 
simply  did  not  have  all  the  required  experience.  There  was  not  training  or  training  oversight  provided  to  my  S6  section  from  the 
division  bccau.se  the  G6  of  the  division  already  deployed  with  llic  Divi.sion  HQ's-  The  only  training  provided  was  insiitutionai. 

When  1  served  as  the  Deputy  COG  for  JRTC.  I  learned  that  one  of  the  choke  points  wc  as  an  Army  try  to  catch  up  on  ‘'imporiani"  or 
“required"  specially  training  is  at  CTC'.s  during  the  first  few  days  of  MREs.  The  problem  with  this  is  that  there  is  so  much  of  it  that 
it  Is  impo.ssible  to  fit  it  ail  in  during  the  available  lime.  I  did  not  know  all  of  what  was  happening  with  PFC  Manning.  TlKre  was  a  fit 
for  duly  detenTtination  during  the  deployment  and  I  found  out  about  it  after  the  fact.  1  am  not  sure  what  the  interplay  was  between 
the  company  chain  of  command  and  mental  health.  I  understand  bcticr  the  facts  of  the  ca.se  today,  but  I  cannot  .say  what  the  issue 
was  that  forced  MSG  Adkins  lo  raise  the  red  flag  on  PFC  Manning 

When  looking  at  who  to  take  forward  on  deployment  or  who  we  sent  back  from  Iraq.  I  looked  at  two  set  of  criteria  to  determine 
whether  to  send  .some  back.  First,  could  the  Soldier  receive  the  type  of  care  they  needed  in  a  deployed  environment'.*  Second,  was 
the  Soldier  a  threat  to  themselves  or  others?  If  the  an.swcrs  were  no  to  the  former  and  yes  to  the  latter  (if  we  could  not  safe  guard 
him  or  her),  we  sent  them  home.  I’ll  have  lo  check  the  exact  numbers,  but  w  e  sent  quite  a  few  Soldiers  home  for  DH  issues  and 
treatment.  !  W3.s  the  approving  authority  For  all  release  from  theater  including  3H  issues  -  the  BCT  surgeon  and  BCT  CSM  brought 
each  recommendation  to  me.  Manning  w  as  never  brought  to  me 
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STATEMENT  OF  .. 


STATEMENT  iConlinuBcS 

Froin  my  perspective,  the  issues  surrounding  HFC  Manning  would  have  been  .snmelhing  that  the  S2  personnel  would  have  been  more 
nvolved  in  than  the  company.  One  issue  (hat  could  have  impacted  what  occurred  during  that  lime  period  is  that  the  former 
company  commaRdcr.  MAJ  Drehcr  was  relieved  over  property  accountability  and  ethics  is.sues  and  was  not  making  good  decisioas. 
The  new  company  commander  was  working  through  the  property  book  istrues.  but  either  would  have  provided  support  if  necessary. 

A.s  far  as  RFC  Manning  is  concerned,  we  were  the  GRF  prior  to  deployment  and  he  was  sharp  as  a  briefer.  He  was  not  experienced 
at  analysis  but  he  was  fine  in  making  presentations.  He  might  have  been  a  little  animated  in  his  posture  and  military  bearing  but  it 
never  crossed  my  mind  that  there  were  any  underlying  issues.  As  time  passed  the  presentations  slopped  and  the  unit  focus  changed 
to  other  things.  My  next  visibility  of  RFC  Manning  occurred  when  we  received  guidance  to  detain  him. 

broke  out  responsibility  among  the  relevant  staff  in  the  following  way;  The  XO  had  staff  oversight,  the  S6  controlled  all  of  the 
networks,  and  the  S2  controlled  anything  dealing  with  the  SClF.  I  used  the  DCO  to  oversee  the  non-lethal  arena  and  specific 
special  projects.  I  controlled  the  lethal  effects  of  the  BCT  and  gave  overall  guidance  for  both  lethal,  non-lethal  and  all  a.spects  of 
our  partnerships  with  Iraqi  forces.  I  had  contact  and  interaction  with  the  staff  at  my  nightly  updates  and  every  other  Friday  was  a 
more  in  depth  staff  update.  I  held  tw  ice  a  week  brccae  .sessions  with  my  baualion  commanders  and  met  with  them  all  face  to  face  at 
of  the  BN  HQ's  every  two  weeks. 

Upon  returning  to  Ft.  Oram  from  my  tnp  to  Leavenworth  and  my  interview  with  LTG  Caslea.  I  had  my  .XO  and  staff  provide  me 
additional  information  based  on  questions  he  asked  that  I  felt  my  responses  were  inadequate  or  not  specific  enough  The 
infotmation  provided  below  i.<  from  thatefTort; 

BEHAVIORAL  HEALTH 

1 .  Number  of  behavioral  health  cases  during  Brigade's  deployment:  3lX)  (.sleep,  tobacco  cessation,  anger  management,  post 
incident  trauma) 

•  Total  number  command  rcfctTcd;  24 

2.  Number  of  BH  cases  that  resulted  in  either  early  redeployment  or  delayed  return  from  EML:  Approximaiely  16 

J,  Mo.st  command  referred  BH  issues  were  briefed  to  me  by  BN  CDRs  a.s  a  matter  of  routine  reporting.  All  release  from  theater 
approved  by  me. 

4.  We  also  conducted  a  "State  of  the  BCT’  100  Day  review  during  the  January  time  frame  in  theater.  The  purpose  wa.s  to  pulse  the 
entire  BCT  for  command  climate,  BH  is.sues  /  trends.  Soldier  sense  of  purpose  and  understanding  of  the  mission  and  its 
importance.  This  was  done  by  teams  of  EO  reps.  Chaplains.  PA's  and  a  few  others  across  the  entire  BCT  at  the  platoon  level.  LTC 
Johnson  has  a  hard  copy  of  the  results  briefed  to  me. 

INTELLIGENCE  SECTION 

Manning  Command  Referred? 

Manning  was  command  referred  by  both  MAJ  Dreher  (Dec)  and  by  CRT  Freeburg  (late  May,  prior  to  CID  arrest).  Both  doctors' 
asse.s.sments  did  not  recommend  redeploy.  They  recommend  removing  the  bolt  from  his  weapon  and  continue  treatment. 

2.  MSG  Adkins’  performance  as  an  NCO 

•  Marginal,  but  not  bad  enough  to  either  relieve  or  replace.  Technically  competent,  lacked  leader  skills  expected  of  a  MSG  (this 
info  from  the  current  BCT  CSM  with  knowledge  of  the  NCO). 

J.  What  wa,s  the  S2  seclion'.s  .supervisory  structure  in  the  SCIF'.’  Was  there  anyone  between  RFC  Manning  and  MSG  Atkins’.' 

Manning  was  a  Shia  analyst  in  the  SCIF.  and  was  superv  ised  by  SSG  Balonek  and  CW2  Ehresman.  However,  within  the  24  hour 
staffing  of  the  SCIF,  Manning  worked  the  night  sbifi,  which  consi.sted  of  four  total  analy.sts  and  3  SIGINT  personnel  On  the  night 
shift.  SPC  Padgeu  was  the  NCOIC  of  the  night  shift  for  the  inte!  fusion  section.  Manning  was  placed  on  night  shift  becau.se  he  was 
a  good  analyst  and  could  be  relied  on  to  produce  staff  produces  on  hi.s  own  with  little  or  no  .supervision— not  to  keep  him  out  of  the 
main  cffotl"  on  the  day  shift. 
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STATEMENT  OF 


taken  AT  Fi.  Drum,  NY 


DATED  201  1/01.20 


9  STATEMENT  fCort/ntMC^ 

■1.  Ai  what  poini  (by  regulation)  .should  a  DHRCXl  be  initiaictf.’ 

"  Con)mande.'‘s  (in  conjunction  with  their  unit  .security  manager)  are  allotted  ?»0  days  to  submit  an  initial  D.A  S248-R.  following  the 
discoveiy  of  credible  derogatory  infonnauon  or.  a  Soldier. 

•  Alter  the  initial  DEROC  is  submitted  and  processed  by  SID'CC'F.  the  unit  has  90  days  to  submit  a  follow-up  524S-R.  if  there  is  a 
pending  investigation  or  adverse  action  taken  (e.g..  summary  court  martiai), 

•  Once  the  investigation/proccedings  arc  completed  and  the  Soldier  has  been  cleared/charged  of  olTense.  the  unit  must  .submit  a 
FINAL  derog. 

5.  When  was  one  initiated  on  Manning? 

•  The  2BCrT  security  manager  sent  2  x  initial  DEROGs  to  SICVDIV  while  in  Iraq.  The  first  was  following  his  assault  on  SPC 
Showman  OR  May:  the  .second  initial  DEROG  was  after  CID  arre.sted  and  charged  him  with  the  unauthorized  use  and  disclosure  of 
l.'.S.  cla.s.siried  information.  The  follow  up  (final)  DEROG  was  never  submitted  for  eitheroffense  by  2BCT  within  the  90  day 
period  (JulyvAugust). 

•  The  final  DEROGs  were  never  .submitted  in  the  required  timeframe  because  we  believed  that  oversight  of  Manning's  DEROGs 
were  taken  "out  of  our  hand.s"  due  to  the  severity  of  his  offen.se. 

INFORMATION  ASSURANCE.'Sh  SECTION 

•  Bandwidth  .  nctwotk  probletiis  with  BCT  IK?  •  when  did  they  star?  Method  to  fix? 

•  3.'fi2  .set  the  network  to  meet  their  need.s,  as  a  tcmporaiy  outgoing  unit.  Upon  RIP.'TOA,  we  inherited  their  network  and  began 
reconfiguring  it  to  meet  our  need.s;  part  of  this  reconfiguration  is  establishing  network  priorities  and  optimizing  data  flow 

•  Minus  random  hardware  failures,  the  internal  2BCT  LAN- WAN  was  working  acceptably.  Connectivity  outside  of  the  Iraq 
theater  was  .slow. 

•  To  emsurc  connectivity  during  CUBs.  BUA.s.  and  the  Friday  CG  bnef.  we  instituted  measures  including  re-routing  traffic  and 
minimizing  .streaming  video  usage  during  .scssions 

•  Were  we  in  compliance  with  published  directives  and  DIV  CDR  guidance? 

•  Yes, 

•  Who  certified  the  certifiers?  Was  our  lA  Staff  trained/accredited  appropriately'.’ 

•  The  lAM  was  fully  ceniried  and  accredited,  as  was  the  lASO.  The  S.A/'NA  was  in  compliance,  but  not  certified. 

•  What,  if  any  BCT  directives  did  we  emplace? 

•  Disabled  ail  computers  ii«i  were  not  in  compliance 

•  Disabled  all  computers  that  hail  not  been  connected  to  the  netwock  for  over  .30  days 

•  Disabled  ail  user  accounts  that  had  not  been  active  for  over  30  days 

•  Scanned  for  unauthorized  media  (music,  movies  and  games),  removed  all  iiKdia.  and  notified  supervisors  about  unauthorized 
media  found 

•  Enforced  limited  domain  admin  rights  on  the  network 

•  After  the  incident  was  idcniiHed; 

•  Di.sabled  all  SIPR  CD'DVD  write  capabilities  in  the  BCT  (roonth.s  ahead  oCCYBERCOM  directive) 

•  Conducted  a  review  of  need  for  SIPR  Accounts 

•  Eliminated  role  ba.sed  accounts’  (e.g.,  2bcl. chops)  ability  to  login  to  a  computer 

LTG  Caslen  asked  about  TRO  training  for  our  53.  1  asked  CPT  Cherepko  about  this.  According  to  him.  there  arc  1 53  cxi.siing 
documents  that  describe  S3  series  related  requirements  -  no  one  coherent  document.  He  said  he  had  no  training  in  .school  with 
respect  to  knowing  specific  TRO  requirements. 
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DEPARTMENT  OF  THE  ARMY 

UNITED  STATES  ARMY  TRIAL  DEFENSE  SERVICE 
JOINT  BASE  LANGLE  Y  EUSTB,  VA  236(M 


AFRD-JA-TDS 


8  April  2011 


MEMORANDUM  FOR  Lieutenant  General  Robert  L.  Caslen,  Jr.,  Commander,  U.S.  Array 
Combined  Arms  Center  and  Fort  leavenwcHth,  Kansas  66027-2300 

SUBJECT;  Submission  Regarding  Filing  of  Memorandum  of  Reprimand,  LTC  Brian  D.  Kems 


1 .  lAW  paragraph  3-6a,  AR  600-37, 1  have  read  and  understand  the  unfavorable  information 
presented  against  me  and  submit  the  following  matters  in  my  behalf. 

2.  First,  1  truly  regret  that  this  incident  occurred  under  my  watch  I  am  aware  that  my  actions 
have  caused  you  to  question  my  judgment.  Despite  that,  1  am  confident  I  still  have  the  ability  to 
provide  valuable  service  to  the  Army  and  Solders.  This  memorandum  and  the  accompanying 
documents  are  provided  to  support  my  request  that  you  file  this  reprimand  locally. 

3.  Second,  as  the  former  Brigade  Executive  Officer,  1  take  full  responsibly  for  everything  that 
the  Headquarters,  2d  Brigade.  10®  Mountain  Division  accomplish^  or  failed  to  accomplish.  All 
of  the  brigade  staff  sectiems  and  their  actions  fell  under  my  purview  and  any  of  their 
shortcomings  arc  ultimately  my  own. 

4  Finally,  without  trying  to  be  argumentative  or  defensive,  fully  understanding  the  seriousness 
of  this  reprimand  and  ray  culpability,  I  submit  the  following  extenuation  and  rebuttal.  Given  the 
poicnlial  negative  repercussions  on  my  life  and  career  that  this  fifing  decision  will  have,  I 
respectfully  request  that  you  please  consider  the  following: 

a.  I  am  accused  of  not  taking  the  necessary  stqjs  to  provide  additional  supervision  of  tlK  S-2 
section  personnel,  despite  recognizing  that  the  S-2  and  5-2  NCOIC  were  weak  leaders.  Ideally, 
the  S2  and  NCOIC  should  not  have  deployed  in  their  respective  positions  and  1  recognized  this 
during  our  JRTC  rotatioiL  Witii  no  one  to  replace  tlKin  on  such  short  notice,  however,  this  was 
simply  unfeasible.  In  an  attempt  to  overcome  this  shortfall,  1  put  a  great  deal  of  effort  into 
counseling  and  providing  the  S2  with  oversight  and  mentorship .  We  also  ap^died  additional  Ml 
leadership  from  aaoss  the  Brigade  to  provide  oversight  and  strengthen  our  S2  section. 

b.  I  am  further  accused  of  failing  to  put  adequate  measures  in  place  w,hen  I  learned  that 
some  Soldiers  were  placing  unauthorized  electronic  media  on  the  SIPR  network.  We  fell  in  on 
networks  and  systons  with  significant  operational  and  security  shortfalls.  Our  network  stability, 
reliability,  and  security  improved  dramatically  based  on  the  work  of  our  S-6  and  control 
measures  1  established.  My  focus  was  on  enabling  the  Brigade  Commander  to  battle  command 
the  brigade  wliilc  protecting  ourselves  from  cAtcmal  tiircats.  I  now  realize  that  tlcsc  measures 
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SUBJECT;  Submission  Regarding  Filing  of  Memorandum  of  Reprimand,  LTC  Brian  D.  Kerns 

were  inadequate  and  for  that  I  am  truly  contrite.  Quite  simply.  I  was  so  focused  on  protecting 
and  enhancing  oui  systems'  capabilities  that  I  overlooked  the  very  real  peril  of  internal  threats. 

5.  In  my  more  than  eighteen  years  of  serv  ice  and  six  operational  deployments  1  have  consistently 
put  the  needs  of  the  Army  and  ray  Soldiers  above  ray  own,  I  want  to  continue  to  serve  the  Army 
and  respectfully  request  that  you  file  this  Memorandum  of  Reprimand  in  ray  local  file.  Thank 
you  for  your  consideration  Sir. 

6.  Point  of  contact  is  the  undersigned  at  briankems@us.army.raii. 


1  Enel. 

1.  OER,02  JUN  2009  -  01  JUN  2010 


BRIAN  D  KERNS 
LTC.AR 
G3  Training 


Page  2  of  2 


ManningB_00396250 


^  SWORN  STATEMENT  ^ 

ForiiMarMs«Bnn.W0AR  19<M5;  tfM  propoMfH  aganqr  it  PM& 

PfOVACY  ACT  STATEMINT 

AUTHOIVTV;  TIM  ia  U8C  SwMn  301;  TIM  6,  U8C  S«cMn  2951;  E.O.  9397  Social  SacurUy  NumMr  (SSN) 

PRWCiPAL  PURPOSE:  To  docomenl  potanttat  criminal  activity  Involving  Via  U.S.  Aimy,  and  to  aVow  Army  olllciala  to  maintain  dliolpUna. 
law  and  order  Virough  invaaiigaton  of  complain  la  and  iTGideniB. 

ROUTMBU8ES:  InfonnaOonprovIdad  may  be  haVwdiacloMd  lofMaraL  alata.  local.  andforatgngovammaniiaHrantorcaniani 

aganoiea,  pcoaacutora.  oouila,  chU  protadlvo  aarvicaa,  vtettma,  wilneaaea.  VutOeparimentorvatarana  AMn.  and 
theOKoaofParaonnalManageinant  VdormaiMn  provided  may  be  uaed  tor  deleiminaiiansragaftflng  judicial  or 
non-judioial  puniatimant,  other  adminlalraliva  diaciplinafv  actlona.  aecuitty  Uearancea,  racniltment  retention, 
placement,  and  other  peraormal  acilona. 


DISCLOSURE:  Diaotoauie  of  your  SSN  and  other  Infonnalion  ia  voluntary. 


1.  LOCATION 

2/1 0  MTN.  Port  Oturl  New  Yoric 

S  LAST  NAME,  PMST  NAME.  ftOOOLe  NAME 


Fietik,  EliabeUi  Aim 

S.  ORGAHBATtON  OR  ADDRESS  . 

2d  BCT,  10th  MTN  Divtsion.  Fort  Drum,  New  Yak 


of 


Elizabeth  A.  Fields 


2.  DATE  fWvVMMDO;  pTrilRi 

201I/Ol/iS  1511 

le.  SSN  . 

i  344-16-2656 


4.  FILE  NUMBER 

7.  GRADF:«TATUS 

0-2/ILT 

.  WANT  TO  MAKE  THE  FOLLOWMG  STATEMENT  UNDER  OATH: 


Q:  What  is  your  full  name? 
A:  Elizabeth  Ann  Reids 


Q:  What  was  your  job? 

A:  Sunni  anal^ 

Q:  What  was  your  training? 

A;  BOLC  2  and  Fort  Huachuca  BOLC 

Q:  What  were  your  responsibilities  while  deployed? 

A:  I  was  the  SW  and  the  Sunni  analyst 

Q:  What  training  did  you  receive  for  your  responsibilities  as  SSR? 

A;  I  received  about  one  hour  of  training  from  Mr  Gerrish  at  10th  MNT  Division. 

Q;  What  did  the  training  covet? 

A;  Basic  rules  and  regulations  for  a  SCIF  here  at  Fort  Drum.  Essentially  not  to  bring  in  cameras  and  phones  in  to  the  SCIF. 

Q:  You  were  the  SSR  only  for  Fort  Drum 
A:  Yes 

Q:  Who  assumed  the  role  forward? 

A;  MSG  Atfltins  was  the  one  that  worked  the  security  of  the  SCIF  and  I  dealt  with  security  cleaiances. 

Q:  When  you  got  to  Iraq  what  was  the  process  of  turning  over  the  SCIF? 

A:  It  was  copying  memos  with  SGT  Lento  ftom  3/12  and  fbrwarding  to  Division  to  keep  the  SCIF  open. 

Q:  Was  the  unit  certified  in  Iraq? 

A:  Yes.  MSG  Adkins  sent  up  some  memos  and  a  SSG  from  Division  came  down  and  inspected  the  SCIF. 

Q:  Were  there  any  periodic  irupections  of  the  SCIF  from  higher  headquarters? 

A;  No,  not  that  I  believe.  The  inspector  did  come  down  to  read  people  on. 

Q:  From  your  perspective  as  a  Sunni  Analyst  how  did  MSG  Adkins  provide  supervisory  responsibility? 

A:  I  thought  it  was  terrible  because  the  problems  were  ignored.  Such  as  mental  problems,  he  tried  to  keep  it  to  himself.  A  key 
problem  was  Manning  and  udten  the  problems  came  up  I  was  told  that  it  was  a  NCO  problem  and  to  stay  out  of  it. 


Q:  What  was  the  first  issue  you  knew  about  Manning? 

A;  It  was  January  and  MSG  Adkitu  was  coiHiseling  Marming  and  he  started  screaming  and  MSG  Adkins  took  him  out  of  the  SCIF. 
Q;  What  part  of  diat  type  of  management  did  MAJ  Clausen  have? 

A:  None  that  I  saw. 

Q;  What  about  the  ISG?  ^ 

A;  They  didn’t  take  care  the  unit  after  we  deployed  because  they  were  not  located  vrith  us. 


11.  IMTiALSOF^^ONMAKMG  STATEMENT 


ADOmONAL  PAGES  MUST  CONTAIN  THE  HEADING  STATEkBENT  OF  . 


THE  BOTTOM  OF  EACH  ADDITIONAL  PAGE  MUSTBEAP  THE  INITIALS  OF  THE  PERSON  MAKING  Tl^  STATEMENT,  AND  PAGE  NUMBER 
MUST  BE  INDICATED.  _ 


DA  FORM  2t23.  NOV  20M 


PREVIOUS  EOmONS  ARE  OBSOLETE 


iWDnivl.OlES 


U«E  THIS  PAGE  IF  NEEDED.  IK^  FAOE  IS  NOT  NEGDED.  FLEASE  PROCEED  TO'  PAGE  OF  TMS  FORM. 


STATEMENT  OF  El'B«beti>  A.  Fietifa 


TAKEN  AT  Fort  Drum.  NY  qated  2011/01/H 


a-^ATEMENT  (ConUntmtl) 
ol^^xplAiii  it? 

A;  I  SO’s  imki  rote  was  to  talk  to  the  senior  NCXH  and  then  it  was  their  job  to  reby  it  to  the  soldiers. 

Q:  When  was  the  next  issue  you  knew  about  Manning? 

A:  End  of  January  SPC  Padgett  was  counseling  Manning  again  and  we  heard  some  screaming  and  the  NCO  went  into  the  room. 
Manning  had  thrown  a  tabb  and  cracked  a  computer  screen. 

Q:  What  happened  to  Manning? 

A:  We  all  wrote  sworn  statementt  and  Manning  stayed  in  the  SCIF  because  MSO  Adkins  said  that  we  need  persoraiel. 

Q:  Who  did  you  give  the  Sworn  Statement  to? 

A:  CPTLim 

Q:  Do  you  know  about  the  decision  to  put  Manning  on  day  shift? 

A;  That  was  the  time  I  had  changed  Jol»  and  I  Just  heard  about  h. 

Q;  Did  MAJ  Clausen  give  any  guidance  on  bringing  CDs  and  DVDs  into  the  SCIF? 

A:  Initially  they  weren’t  allowed  into  the  SCIF  but  then  they  slacked  off  and  they  were  brought  into  the  SCIF  so  they  could  play 
music  on  the  computers. 

Q:  Wu  it  simply  accepted? 

A:  Yes 

Q:  How  did  you  ensure  accountability  of  media? 

A:  There  vru  no  accountability  of  media. 

Q:  Did  any  unit  training  while  at  2/10  locus  on  SCIF  operations? 

A;No 

Q:  At  some  point  in  the  deployment  the  S6  found  games  and  music  on  the  shared  drive  what  haf^ned. 

A:  There  was  an  email  sent  out  to  delete  all  media  and  if  you  didn’t  they  would  delete  it  themselves.  So  what  soldiers  would  do  is 
hide  it  on  the  desk  tops. 

Q:  So  do  you  feel  what  the  chain  of  command  did  was  successful? 

A:  No  beause  they  didn’t  follow  up  bter 

Q;  Above  the  S2  section  was  MAJ  Clausen  ne  t  CPT  Lim  and  then  CW2  Ehresman? 

A:  CW2  Ehresman’s  role  was  to  get  tasks  from  CPT  Lim  and  then  be  would  give  them  to  the  team. 

Q:  Would  you  describe  CW2  Ehresman’s  respoiuibility  technical  or  leadership? 

A:  Technical 
Q;Why? 

A:  Because  the  leadership  was  taken  on  by  MSO  Adkins  fix-  NCOs  and  CPT  Urn  was  in  charge  of  the  oRicers 
Q:  Did  MSG  Adkins  pull  the  responsilxlity  to  his  NCOs? 

A:  No  he  disseminated  the  responsibility. 

Q;  Did  SSG  Balonek  have  supervisory  responsibility  of  Soldiers? 

A:  No 

Q:  Did  foe  environment  improve  after  CPT  Lira  took  over? 

A:  No 

Q:  What  kind  of  leadership  did  COL  Walters  have  over  the  section? 

A:  None 

Q:  Did  COL  Miller  see  the  Soldiers  issues? 

A:  No  not  that  I  am  aware  of. 

Q:  Did  the  I SG  see  the  issues  with  the  Soldiers 
A:No 

Q:  So  what  went  wrong? 

A:  There  was  a  lack  of  leadership  across  the  board.  We  should  have  all  seen  the  issues.  As  leaders  we  should  have  pushed  harder 
from  the  NCOs  to  the  Officers.  The  perception  was  that  we  needed  Soldiers.  MAJ  Clausen  allowed  the  information  to  flow  too 
freely. 

Q:  Is  there  aitything  else  you  would  like  to  add? 

A:  No 
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DEPARTMENT  OF  THE  ARMY 

HEADQUARTERS  AND  HEAOQUARTBTS  CCMIRANT, 
20  BRIGADE  COMBAT  TEAM, 

10^**  MOUNTAM  DIVISION  (LI) 

FORT  DRUM,  NEW  YORK  13602-50)0 


ADFR-BBA-IN 


6  April  201 1 


MEMORANDUM  THRL 


Commamier,  2D  Bripde  CopljSfTeam,  10th  Mountain  Division  (Lij^t  Infantry),  Fort  Dnim, 
New  York  1 3602 

Commander,  lOlh  Mcn^itfdfnuivision  (Li^t  infimtry}.  Fort  Drum,  New  York  13602 

FOR  Commander,  U.S.  Army  Combined  Arms  Center  and  Fort  Leavenworth,  Fort  Leavenworth, 
Kansas  66027 

SUBJECT:  Rebuttal  of  General  Officer  Memorandum  of  Reprimand  -  WOl  Kyle  J.  Balonek 
BLUF:  The  information  contained  in  the  General  Officer  Memorandum  of  Reprimand  is 
Reprimand  not  be  filed  in  my  Official  Military  Pereonnel  File. 

1 .  I  ie^»ectliilly  request  that  this  statement  be  reviewed  and  considered  before  a  hnal 
determinatfon  is  made  regarding  filing  of  this  administrative  rqprimffiid  m  acojrdance  with  Army 
Regulation  (AR)  600-37,  paragraph  3-4(bXiKb)- 

2 .  1  acknowledge  receiving  this  reprimand. 

3.  1  have  read  and  understand  the  unfavorable  information  presented  against  me  and  submit  the 
following  on  my  behalf: 


a.  1  served  as  PFC  Bradley  Manning’s  mid-level  supervisor  for  only  a  short  period  of  time. 
While  under  my  aipervision  any  misconduct  that  was  brought  to  my  attention  was  dealt  with 
acccMPdingly. 

(1)  Between  April  2009  and  July  2009 1  served  as  PFC  Manning’s  mid-level  supervisor 
with  SPC  Showman  as  his  direct  supervisor  and  MSG  Paul  Adkins  as  his  senbr  supervisor.  SPC 
Showman  never  brought  to  my  attention  PFC  Manning’s  April  2009  outburst  nor  did  she  report 
to  me  PFC  Manning’s  Mardi  2009  “no  loyalty  to  country”  statement.  SPC  Showman 
circumvented  me  and  reported  the  incidents  directly  to  MSG  Adkins  (See  Exhibit  (E78-5)  SPC 
Statement  ( 1 9JAN II)).  On  July  20, 2009 1  began  my  ASAS  Master  Analyst  Course  at  Ft. 
KuMhuca,  AZ  (See  Endosure  1).  This  course  lasted  until  September  18,  2009  at  which  time  1 
took  approximately  ten  days  of  leave.  1  returned  to  Fort  Drum  on  September  28, 2009.  Since  I 
was  attending  the  Master  Analyst  Course,  1  did  not  go  to  JRTC  witti  my  brigade.  Therefore  1  was 
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unaware  of  PFC  Manning’s  August  2009  outburst  at  JRTC.  1  deployed  on  October  1 1,  2009, 
thirteen  days  after  1  returned  to  Fort  Drum, 

(2)  During  the  process  of  deployment  to  Iraq,  1  again  served  as  PFC  Manning’s  mid-level 
supervisor.  However  between  October  1 1 ,  2009  and  November  1 2,  2009  he  had  no  outbursts  or 
any  other  documented  issues.  To  the  contrary  1  specifically  remember  PFC  Manning  performing 
well  While  we  were  in  Kuwait  he  showed  up  on  time,  always  had  all  the  proper  gear  and  even 
attended  a  First  Sergeant’s  meeting  for  me,  where  he  took  excellent  notes. 

(3)  Between  November  12,  2009  and  February  10,  2010  1  was  not  PFC  Manning’s 
supervisor  since  he  was  detailed  to  the  night  shift.  During  deplovment  an  E-4  was  the  NCOIC  of 
the  night  shift  and  was  directly  overseen  by  MSG  Adkins  (See  Exhibit  (A)  1 5-6  Report  3-1-11 
FINAL  (2d  Correction),  Section  IB:  Chain  of  Command,  pg.  26,  Figure  3  and  pg.  27)  I  had  no 
supervisory  duties  over  the  night  shift  personnel  and  all  disciplinary  actions  were  the 
responsibility  of  the  night  shift  NCOIC  and  MSG  Adkins.  During  this  period  of  time  PFC 
Manning  had  an  outburst  where  he  flipped  a  table.  This  incident  was  addressed  by  MSG  Adkins 
by  sending  PFC  Manning  to  mental  health. 

(4)  PFC  Manning  was  put  on  the  day  shift  when  he  returned  from  leave  on  approximately 
February  10,  2010  and  remained  there  until  early  April  2010.  During  this  period  of  time  I  was, 
on  paper,  considered  the  NCOIC  of  the  day  shift.  However,  MSG  Adkins  had  assumed 
responsibility  for  all  personnel  matters  (See  Exhibit  (A)  15-6  Report  3-1-11  FINAL  (2d 
Correction),  pg.  28).  As  the  Senior  Intelligence  Sergeant,  I  was  responsible  for  supervising  all 
intelligence  production  and  ensuring  quality  control  of  all  intelligence  products  (See  Enclosure  2, 
Part  111,  box  c.).  According  to  MSG  Adkins  1  was  not  responsible  for  personnel  matters. 
However,  I  still  handled  the  day  to  day  personnel  matters  if  necessary.  While  PFC  Manning  was 
on  the  day  shift,  under  my  supervision,  his  work  products  were  excellent  and  he  had  no  major 
disciplinary  problems.  The  only  problem  1  encountered  with  PFC  Manning  while  he  was  on  the 
day  shift  was  his  punctuality  which  1  addressed  with  both  verbal  and  written  counseling 
statements. 

(5)  PFC  Manning  returned  to  the  night  shift  in  early  April  2010  While  on  the  night  shift 
PFC  Manning  was  supervised  by  SPC  Showman  and  MSG  Adkins.  I  remained  the  day  shift 
NCOIC  and  thus  had  no  supervisory  responsibility  over  PFC  Manning.  On  May  7,  2010  PFC 
Manning  assaulted  SPC  Showman.  MSG  Adkins  took  the  appropriate  disciplinary  action  by 
giving  PFC  Manning  an  Article  15.  1  left  theater  on  May  27,  2010  to  attend  Warrant  Officer 
Candidate  School. 

b.  I  had  no  knowledge  of  most  of  PFC  Manning’s  personal  and  behavioral  issues  and  I 
addressed  all  the  misconduct  that  was  brought  to  my  attention.  The  only  behavioral  issue  1  had 
knowledge  of  while  PFC  Manning  was  under  my  supervision  was  his  propensity  to  show  up  late 
for  duty.  To  correct  this  1  gave  him  both  verbal  and  written  counseling  statements.  I  had 
knowledge  of  PFC  Manning’s  December  2009  outburst  where  he  flipped  a  table,  as  well  as  PFC 
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Manning’s  assault  on  SPC  Showman.  However,  both  of  these  incidences  occurred  while  PFC 
Manning  was  on  the  night  shift  and  the  appropriate  corrective  action  was  taken  by  MSG  Adkins. 

( 1 )  PFC  Manning’s  April  2009  outburst  as  well  as  his  March  2009  “no  loyalty  to  country” 
statement  to  SPC  Showman  was  repiorted  directly  to  MSG  Adkins  (See  Exhibit  (E78-3)  SPC 
Statement  (1 8JUN 10)  and  Exhibit  (E78-5)  SPC  Statement  ( 19J  ANl  1)).  These  incidences  were 
never  repiorted  to  me  and  1  had  no  knowledge  they  had  occurred. 

(2)  I  also  had  no  knowledge  of  PFC  Manning’s  August  2009  outburst  eA  JRTC.  As  stated 
previously,  1  did  not  attend  JRTC  with  my  brigade  since  I  was  at  the  ASAS  Master  Analyst 
Course  at  Ft.  Huachuca,  AZ.  Additionally,  this  outburst  was  never  reported  to  me  when  1 
returned  to  the  unit  on  September  29,  2009. 

(3)  PFC  Manning’s  April  24,  2010  “my  problem”  email  was  addressed  directly  to  MSG 
Adkins  (See  Exhibit  (El -4)  Email  firom  SPC  to  MSG  (24APR10))  PFC  Manning’s  statements  in 
that  email  were  never  reported  or  shared  with  me,  thus  I  had  no  knowledge  of  his  personal 
issues. 

c  MSG  Adkins  created  a  situation  where  I,  as  a  supervisor,  was  circumvented  in  regards  to 
personnel  matters.  Not  only  was  1  intentionally  circumvented  by  MSG  Adkins,  but  the  extent  to 
which  1  was  being  circumvented  was  also  hidden  fiom  me  I  agree  MSG  Adkins  did  not  relieve 
me  of  my  supervisory  duties  and  1  indeed  continued  to  act  as  a  supervisor  for  personnel  matters 
on  the  day  shift.  This  is  evidenced  by  my  counseling  of  PFC  Manning  for  being  late  to  duty. 
However,  MSG  Adkins  had  created  a  situation  that  made  sure  most  issues  with  PFC  Manning 
were  reported  directly  to  him.  MSG  Adkins  intentionally  cut  me  out  of  all  decision  making  and 
disciplinary  actions.  My  ability  to  supervise  and  take  appropriate  corrective  action  was 
hampered  by  MSG  Adkins  supervisory  scheme  which  made  sure  all  direct  supervisors  reported 
to  him,  rather  than  to  me. 

(1)  The  15-6  investigation  states  that  MSG  Adkins  “purposefully  removed  or  impeded 
other  NCO’s  and  Warrant  Officers  from  participating  in  the  decision  making  process,  usurping 
their  supervisory  responsibilities  over  enlisted  soldiers  within  the  section  ”  (See  Exhibit  (A)  15-6 
Report  3-1-11  FINAL  (2d  Correction),  Section  IB:  Chain  of  Command,  pg.  24). 

(2)  The  15-6  investigation  also  states  that  MSG  Adkins  changed  the  supervisory  schemes 
pre  and  post  dqiloyment  which  created  a  dysfunctional  supervisory  relationship  among  S-2  mid¬ 
level  leaders  and  enlisted  soldiers  (See  Exhibit  (A)  15-6Rqx)rt  3-1-11  FINAL  (2d  Correction), 
Section  IB:  Chain  of  Command,  pg.  24). 

(3)  Finally,  MSG  Adkins  himself  stated  that  he  wanted  to  “ride  out  [PFC  Manning’s] 
issues  with  therapy  and  hopefiilly  [PFC  Manning  could]  ETS  with  an  honorable  [discharge]” 
(See  Exhibit  (E 1-5)  (USD-C  380-5)  MSG  Statement  ( 1 OJUN 1 0))  This  statement  shows  that 
MSG  Adkins  wanted  to  protect  PFC  Manning  from  any  discipline  by  aeating  a  supervisory 
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scheme  which  would  circumvent  mid-level  supervisors  and  hid  and  diminish  any  misconduct 
committed  by  PFC  Manning. 

d.  I  never  knew  of  any  instances  where  MSG  Adkins  failed  to  take  appropriate  corrective 
action.  As  stated  before,  1  was  only  aware  of  PFC  Manning’s  problems  with  punctuality,  his 
December  2009  outburst  where  he  flipped  a  table  and  his  assault  on  SPC  Showman.  1  took 
appropriate  action  in  the  form  of  verbal  and  written  counseling  to  correct  PFC  Manning’s 
problem  with  punctuality.  MSG  Adkins  properly  referred  PFC  Manning  to  mental  health  after 
he  flipped  a  table.  MSG  Adkins  also  took  appropriate  action  in  the  form  of  an  Article  15  and 
removal  fiom  the  SCIF  when  PFC  Manning  assaulted  SPC  Showman.  I  became  aware  of  PFC 
Manning’s  other  incidences  of  misconduct  only  after  receiving  this  memorandum  of  repnmand 
and  having  the  chance  to  review  the  1 5-6  investigation  and  the  accompanying  sworn  statements. 

4.  For  the  forgoing  reasons,  I  respectfiilly  request  that  you  do  not  file  this  Memorandum  of 
Reprimand  or,  in  the  alternative,  file  this  Memorandum  of  Repnmand  in  my  local  file  rather  than 
in  my  Official  Military  Personnel  File. 

5.  The  point  of  contact  for  this  memorandum  is  the  undersigned  at  Kyle  .Balonek@us.army.mil. 


2  Ends 

1.  September  18,  2009  DA  1059 

2.  March  10,  20I0NCOER 


K  L(3NEK 
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DEPARTMENT  OF  THE  ARMY 

HEADQUARTERS,  UNITED  STATES  ARMYFC»tCES  COMMAND 
1777  HARDEE  AVENUE.  SW 
FORT  MCPHERSON,  GEORGIA  30330-1062 
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MEMORANDUM  FOR  Master  Sergeant  Paul  D.  Adkins,  Headquarters  and 
Headquarters  Company,  2d  BCT,  10th  Mtn  Div,  Fort  Drum,  NY 

SUBJECT;  Reprimand 


1.  During  the  period  from  August  2008  to  May  2010,  you  failed  to  reportto  your  chain 
of  command  various  acts  of  misconduct  and  inappropriate  behavior  of  PFC  Manning. 
This  information  was  crucial  to  the  commander’s  determination  whether  to  deploy  this 
soldier  and  whether  to  maintain  his  security  clearance.  Your  failure  to  keep  the  chain  of 
command  informed  impeded  decision-making  and  created  opportunities  for  further 
misconduct.  Your  failure  to  keep  the  chain  of  command  informed  constitutes  dereliction 
of  duty  in  violation  of  Article  92,  Uniform  Code  of  Military  Justice. 

2.  You  are  reprimanded.  Your  actions  are  contrary  to  your  duty  to  inform  your 
commanders  in  order  for  them  to  make  essential  decisions.  With  regard  to  PFC 
Manning,  your  failure  to  report  significant  information  about  the  soldier  was  an  essential 
factor  in  PFC  Manning’s  continued  access  to  classified  information,  notwithstanding 
numerous  acts  on  his  part  that  raised  questions  as  to  his  sdtability  for  continued 
service  and  ability  to  maintain  security  of  classified  informatbn.  For  a  non¬ 
commissioned  officer  of  your  rank,  experience  and  responsibility,  these  failures  are 
unacceptable.  You  failed  to  display  the  sound  judgment  that  your  rank  and  position 
demanded. 

3.  This  reprimand  is  imposed  under  the  provisions  of  Army  R^ulation  600-37  and  not 
as  punishment  under  Article  15,  Uniform  Code  of  Military  Justice.  You  are  advised  that 
in  accordance  with  AR  600-37,  paragraph  3-4b,  I  may  file  this  reprimand  in  your  Official 
Military  Personnel  File  (OMPF).  Prior  to  making  a  fiBng  decision,  however,  I  shall 
consider  any  matters  you  present  to  me. 

4.  Within  ten  (10)  days  of  recept  of  this  memorandum,  you  may  submit  any  matters  for 
my  consideration  r  making  a  filing  determination.  Submit  any  materials  *r  rebuttal  to 
me  through  the  Staff  Judge  Advocate,  US  Army  Faces  Command,  1777  Hardee 
Avenue  SW.  Fat  McPherson,  GA  30330-1 062. 
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MEMORANDUM  FOR  Commander,  U.S.  Amy  Forces  Command,  Fort  McPherson, 
Georgia  30330-1062 


SUBJECT:  Memorandum  of  Reprimand  -  Master  Sergeant  Paul  D.  Adkins,  Headquarters  and 
Headquarters  Company,  2d  Brigade  Combat  Team,  Fort  Drum,  New  York  1 3602 


1 .  I  have  reviewed  the  case  file,  the  memorandum  of  reprimand,  and  the  rebuttal  documents, 
submitted  by  MSG  Adkins. 

2.  I  recommend  the  following  action: 


[  ]  The  rqMTmand  be  withdrawn  and  destroyed. 


MSG  Adkins’  reprimand  be  filed  in  his^Oh^ 


IfeOCALFlLE]. 


3.  I  make  this  recommendation  fen-  the  following  reasons: 

AfiX  /lc/72.t€f  - 


HARRY  E.  KflLLER,  JR 
Brigadier  General,  USA 
Commanding 
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DEPARTMENT  OF  THE  ARMY 
HEADQUARTERS,  2D  BRIGADE  COMBAT  lEAM 
10TH  MOUNTAW  DIVISION  (LIGHT  INFANTRY) 

FORT  DRUM,  NEW  YORK  13802-5000 


AFDR-BBA 


MEMORANDUM  FOR  Commander,  Fort  Drum,  Fort  Drum,  New  York  1 3602 

SUBJECT:  Memorandum  of  Reprimand  -  Master  Sergeant  Paul  D.  Adkins,  Headquarters  and 
Headquarters  Company,  2d  Brigade  Combat  Team,  10th  Mountain  Division  (Li^t  Infantry), 
Fort  Drum,  New  York  13602 


1 .  I  have  reviewed  the  case  file,  the  memorandum  of  reprimand,  and  the  rebuttal  documents, 
submitted  by  MSG  Adkins. 


2.  I  recommend  the  following  action: 


[  ]  The  rejmmand  be  withdrawn  and  destroyed, 

(5)^  MSG  Adkins’  reprimand  be  filed  in  hi^pMg^  [LOCAL  FILE]. 

3.  I  make  this  recommendation  for  the  following  reasons: 


4-g  AW  NiOftJrA  d;A  rv^  <»gLK/-r  CXr<i  yi<,g. 

-V(>Wgr\ - - ^ - 


COL,  IN 
Commanding 
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ATTENTION  OF 


HEADQUARTERS,  UNITED  STATES  ARMY  FORCES  COMMAND 


DEPARTMENT  OF  THE  ARMY 


1777  HARDEE  AVENUE,  SW 
FORT  MCPHERSON,  GEORGIA  30330-10e2 


AFCG 


MEMORANDUM  FOR  MSG  Paul  D.  Adkins.  Headquarters,  2d  Brigade  Combat  Team, 
10th  Mountain  Division,  Fort  Drum,  NY  13602 

SUBJECT:  Disposition  of  Reprimand 


1.  I  have  reviewed  and  considered  all  information  provided  by  you  relating  to  the 
reprimand  dated  15  April  11. 

2.  After  considering  the  underlying  events,  surrounding  circumstances,  and  information 

ya  nand  in  your 


b.  _ Unit  local  file  for  a  period  of _ (up  to  36)  months. 

3.  POC  is  the  Staff  Judge  Advocate  at  (404)  464-6200  (DSN  =  367). 


^MES  D.  THURMAN 
General,  USA 
Commanding 
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APPELLATE  EXHIBITS 


Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


UNITED  STATES  OF  AMERICA 


V. 


) 

) 

) 

) 

) 

) 


Prosecution  Proposed 
Case  Calendar 


) 

) 


21  February  2012 


1.  The  proposed  calendar  is  based  upon  several  assumptions.  To  the  extent  these  assumptions 
prove  to  be  incorrect  or  too  ambitious,  the  schedule  will  be  correspondingly  longer.  These 
assumptions  are: 

a.  The  United  States  and  defense  file  their  motions  according  to  the  judicial  calendar. 

b.  All  parties  to  this  court-martial  protect  classified  information  and  err  on  the  side  of 
caution  when  creating  documentation  that  could  contain  classified  information. 

c.  The  military  judge  establishes  adequate  procedures  under  Military  Rule  of  Evidence 
(MRE  505)  to  adjudicate  defense  requests  and  to  review  potentially  discoverable  documents. 

d.  Defense  requests  for  classified  information  do  not  require  inter-agency  coordination 
between  multiple  Executive  Branch  Departments,  Agencies,  and  organizations. 

e.  No  additional  clearances  or  "read-ons"  to  any  programs  will  be  required  based  on  the 
United  States  or  defense's  use  of  classified  information. 

f  All  fact  witnesses  are  available  for  trial  and  a  trial  date  is  set  sixty  days  in  advance  of  the 
last  round  of  pretrial  motions  hearings,  so  that  the  United  States  can  properly  coordinate  with  not 
just  senior  members  of  the  United  States  government,  but  all  witnesses  for  both  the  defense  and 
government. 

g.  The  consolidation  of  issues  relating  to  classified  information  during  pretrial  hearings  and 
trial  will  increase  judicial  etficiency  and  minimize  delay. 

2.  Prosecution  Proposed  Calendar.  The  prosecution  broke  the  projected  issues  into  seven 
phases. 

a.  Phase  1.  Immediate  Action  (21  February  2012  -  16  March  2012) 

( 1 )  Proposed  Case  Calendar 

(A)  Filing:  21  February  201 2 

(B)  Response:  N/A 


‘  The  United  States  recognizes  that  the  defense  is  unaware  of  the  approval  processes  for  certain  classified 
information  and  will  make  requests  based  on  classified  information  it  deems  necessary  under  MRE  505. 
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(C)  Article  39(a);  23  February  2012 

(2)  Protective  Order  and  any  Challenges 

(A)  Filing;  21  February  2012 

(B)  Response;  N/A 

(C)  Article  39(a);  23  February  2012 

(3)  Bill  of  Particulars 

(A)  Filing;  17  February  2012 

(B)  Response;  9  March  2012 

(C)  Article  39(a);  15-16  March  2012 

(4)  Pretrial  Publicity  Order 

(A)  Filing;  20  February  2012 

(B)  Response;  9  March  2012 

(C)  Article  39(a);  15-16  March  2012 

(5)  Proposed  Procedures  under  MRE  505 

(A)  Filing;  20  February  2012 

(B)  Response;  9  March  2012 

(C)  Article  39(a);  15-16  March  2012 

b.  Phase  2.  Legal  Motions,  excluding  Evidentiary  Issues  (9  March  2012  -  19  April 


( 1 )  Speedy  T rial,  including  Article  1 0 

(A)  Filing;  9  March  201 2 

(B)  Response;  23  March  2012 

(C)  Article  39(a);  17-19  April  2012 

(2)  Proposed  Members  Instructions,  including  elements,  for  Article  104,  Article 
134,  Specifications  1  through  16. 

(A)  Filing:  9  March  2012 

(B)  Response;  23  March  20 12 

(C)  Article  39(a);  17-19  April  2012 

(3)  Unlawful  Command  Influence 

(A)  Filing;  9  March  2012 

(B)  Response;  23  March  201 2 

(C)  Article  39(a);  17-19  April  2012 

(4)  Improper  Referral 

(A)  Filing;  9  March  2012 

(B)  Response;  23  March  2012 

(C)  Article  39(a);  17-19  April  2012 
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(5)  Dismissal  of  Charges 

(A)  Filing:  9  March  2012 

(B)  Response:  23  March  20 12 

(C)  Article  39(a):  17-19  April  2012 

(6)  Jurisdictional  Defects 

(A)  Filing:  9  March  2012 

(B)  Response:  23  March  201 2 

(C)  Article  39(a):  17-19  April  2012 

(7)  Constitutional  Challenges  to  UCMJ,  MREs  and  RCMs 

(A)  Filing:  9  March  2012 

(B)  Response:  23  March  201 2 

(C)  Article  39(a):  17-19  April  2012 

(8)  MRE  404(b)  Disclosures 

(A)  Filing:  6  April  2012 

(9)  MRE  304  Disclosures 

(A)  Filing:  6  April  2012 

(10)  Witness  Lists  Exchanged 

(A)  Filing:  6  April  2012 

c.  Phase  3.  Evidentiary  Issues  not  Involving  Classified  Information  under  MRE  505  (6 

Anril  2012  -  4  Mav  2012) 

(1)  Compel  Discovery 

(A)  Filing:  6  April  2012 

(B)  Response:  27  April  2012 

(C)  Article  39(a):  3-4  May  201 2 

(2)  Compel  Depositions 

(A)  Filing:  6  April  2012 

(B)  Response:  27  April  2012 

(C)  Article  39(a):  3-4  May  2012 

(3)  Motions  in  Limine 

(A)  Filing:  6  April  2012 

(B)  Response:  27  April  2012 

(C)  Article  39(a):  3-4  May  2012 

(4)  Motions  to  Suppress 

(A)  Filing:  6  April  2012 

(B)  Response:  27  April  2012 

(C)  Article  39(a):  3-4  May  2012 
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(5)  Compel  Experts 

(A)  Filing:  6  April  2012 

(B)  Response:  27  April  2012 

(C)  Article  39(a):  3-4  May  2012 

(6)  Compel  Witnesses 

(A)  Filing:  6  April  2012 

(B)  Response:  27  April  2012 

(C)  Article  39(a):  3-4  May  2012 

(7)  Pre-Admit  Evidence 

(A)  Filing:  6  April  2012 

(B)  Response:  27  April  2012 

(C)  Article  39(a):  3-4  May  201 2 

(8)  Pre-Authenticate  Evidence 

(A)  Filing:  6  April  2012 

(B)  Response:  27  April  2012 

(C)  Article  39(a):  3-4  May  2012 

(9)  Pre-Quaiify  Experts 

(A)  Filing:  6  April  2012 

(B)  Response:  27  April  2012 

(C)  Article  39(a):  3-4  May  2012 

(10)  Requests  for  Judicial  Notice 

(A)  Filing:  6  April  2012 

(B)  Response:  27  April  2012 

(C)  Article  39(a):  3-4  May  2012 

(11)  Privileges 

(A)  Filing:  6  April  2012 

(B)  Response;  27  April  2012 

(C)  Article  39(a):  3-4  May  2012 

d.  Phase  4.  Judicial  Review  of  Classified  Material  under  MRE  505  (3  May  2012  -  20 

June  2012) 

(A)  Filing:  3  May  2012 

(B)  Response:  17  May  2012 

(C)  Article  39(a);  20  June  2012 

e.  Phase  5.  Evidentiary  Issues  Involvine  Classified  Information  under  MRE  505  (11 

May  2012  -  22  June  2012) 

(1)  Motions  I/I  Zwiwe 

(A)  Filing:  11  May  2012 


4 


(B)  Response:  24  May  2012 

(C)  Article  39(a):  20-22  June  2012 

(2)  Litigation  Concerning  MRE  505  Substitutions 

(A)  Filing:  11  May  2012 

(B)  Response:  24  May  2012 

(C)  Article  39(a):  20-22  June  2012 

(3)  Compel  Discovery 

(A)  Filing:  11  May  2012 

(B)  Response:  24  May  2012 

(C)  Article  39(a):  20-22  June  2012 

(4)  Motions  to  Suppress 

(A)  Filing:  11  May  2012 

(B)  Response:  24  May  2012 

(C)  Article  39(a);  20-22  June  2012 

(5)  Compel  Experts 

(A)  Filing:  11  May  2012 

(B)  Response:  24  May  2012 

(C)  Article  39(a):  20-22  June  2012 

(6)  Compel  Witnesses 

(A)  Filing;  11  May  201 2 

(B)  Response:  24  May  2012 

(C)  Article  39(a):  20-22  June  2012 

(7)  Pre-Admit  Evidence 

(A)  Filing:  11  May  201 2 

(B)  Response;  24  May  2012 

(C)  Article  39(a):  20-22  June  2012 

(8)  Pre-Authenticate  Evidence 

(A)  Filing:  11  May  201 2 

(B)  Response;  24  May  2012 

(C)  Article  39(a):  20-22  June  2012 

(9)  Pre-Qualify  Experts 

(A)  Filing:  11  May  2012 

(B)  Response;  24  May  2012 

(C)  Article  39(a);  20-22  June  2012 

f.  Phase  6.  Miscellaneous  Motions  (15  June  2012  -  27  June  2012) 

( 1 )  Grunden  Hearing  for  ail  Classified  Information 
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IN  THE  UNITED  STATES  ARMY 
FIRST  JUDICIAL  CIRCUIT 


UNITEDSTATES  ) 

)  DEFENSE  PROPOSED  CASE 

V.  )  MANAGEMENT  ORDER 

) 

MANNING,  Bradle^^PFC  ) 

U.S.  Army,  xxx-xx^^|  ) 

Headquarters  and  Headquarters  Company,  U.S.  ) 

Army  Garrison,  Joint  Base  Myer-Henderson  Hall,  )  DATED:  21  February  2012 
FortMyer,VA  22211  ) 


1 .  The  Defense  submits  the  following  proposed  Case  Management  Order  for  the  Court’s 
consideration: 

a  Per  a  docket  request,  the  Government  requested  a  trial  date  of  3  April  2012.  The  Defense 
requested  that  the  trial  begin  on  30  April  2012.  Given  the  timeline  detailed  below,  the  Defense 
requests  the  Court  to  set  trial  for  4  June  -  22  June  2012.  The  Defense  does  not  believe  the  trial 
will  require  the  entire  scheduled  time. 

b.  Notification  pursuant  to  Military  Rule  of  Evidence  304  and  404(b)  shall  be  provided  by  29 
February  2012. 

c.  The  Government  shall  provide  all  discovery  by  23  March  2012  either  to  the  Defense  or  to 
the  Court  pursuant  to  Military  Rule  of  Evidence  505(i).  If  the  Government  fails  to  provide  the 
requested  discovery  by  23  March  2012.  the  Court  will  consider  appropriate  sanctions  under 
Military  Rule  of  Evidence  505(i)(4)(E). 

d.  The  Government  shall  notify  the  Defense  of  its  intent  to  use  expert  testimony  by  28 
March  2012. 


e.  The  Government,  with  the  Defense’s  input,  shall  arrange  for  all  depositions  to  take  place 
within  the  Military  District  of  Washington.  All  depositions  will  occur  between  2  April  2012 
through  6  April  2012. 

f.  Requests  for  expert  assistance  shall  be  provided  by  10  April  2012. 

g.  Member  questionnaires  will  be  due  by  17  April  2012. 

h.  Wimess  lists  will  be  exchanged  by  24  April  2012. 

i.  Notice  of  Accused’s  intent  to  disclose  classified  information  under  Military  Rule  of 
Evidence  505(h)  shall  be  provided  by  11  May  2012. 
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j.  Notice  of  the  Accused’s  forum  selection  and  notice  of  pleas  shall  be  provided,  in  writing  by 
24  May  2012. 

k.  Proposed  voir  dire  and  other  member  instructions  will  be  due  30  May  2012. 

l.  Motion  deadlines,  motion  response  deadlines,  and  Article  39(a)  sessions  set  as  follows: 


Issues  Addressed 

Motion 

Filing 

Motion 

Response 

Article  39(a) 

Bill  of  Particulars;  Compel  Discovery; 
Compel  Depositions. 

14  February  2012 

21  February  2012 

23  February  2012 

Protective  Order;  Pretrial  Publicity  Order; 
Proposed  Case  Management  Order. 

21  February  2012 

N/A 

23  February  2012 

Proposed  Members  Instructions  for  641; 
793(e);  and  1030(a)(1). 

Proposed  Elements  for  641 ;  793(e);  and 
1030(a)(1). 

12  March  2012 

19  March  2012 

29-30  March  2012 

Unlawful  Command  Influence;  Improper 
Referral;  Dismissal  of  Charges; 
Jurisdictional  Defects;  Constitutional 
Challenges  to  UCMJ,  MREs  and  RCMs; 
Challenges  to  Protective  Order. 

19  March  2012 

26  March  2012 

29 -30  March  2012 

Outstanding  Discovery  Issues;  Suppress 
statements  and/or  items  seized;  Speedy 
Trial;  Article  10. 

13  April  2012 

20  April  2012 

26-27  April  2012 

Compel  Experts;  Compel  Witnesses; 
Evidentiary  Motions  in  Limine;  Requests 
for  Judicial  Notice;  Any  additional 
motion  that  does  not  have  an  identified 
deadline. 

7  May  2012 

14  May  2012 

17- 18  May  2012 

Grunden  Hearing. 

N/A 

N/A 

1  June  2012 

Article  13. 

7  May  2012 

14  May  2012 

If  necessary,  during 

panel’s  deliberations 
on  Sentencing 

Voir  Dire;  Member  Instructions; 
Outstanding  Issues. 

As  detailed  above. 

N/A 

1  June  20 12 

2.  The  point  of  contact  for  this  memorandum  is  the  undersigned  at  (401)  744-3007  or  by  e-mail 
at  coombs@armycourtmartialdefense.com. 


Respectfully  submitted. 


DAVID  EDWARD  COOMBS 
Civilian  Defense  Counsel 
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IN  THE  UNITED  STATES  ARMY 
FIRST  JUDICIAL  CIRCUIT 


V. 


UNITED  STATES 


) 

)  DEFENSE  MOTION  FOR 
)  APPROPRIATE  RELIEF  FOR 


MANNING,  Bradley  E.,  PFC  ) 

U.S.  Army,  xxx-xx-^^|  ) 

Headquarters  and  Headquarters  Company,  U.S.  ) 

Army  Garrison,  Joint  Base  Myer-Henderson  Hall,  ) 

FortMyer,VA  22211  ) 


)  PUBLICITY  ORDER  TO 
)  PROSPECTIVE  COURT- 
)  MARTIAL  MEMBER 


) 

)  DATED:  20  February  2012 


RELIEF  SOUGHT 


1 .  The  Defense  moves  this  Court,  pursuant  to  R.C.M.  906,  for  an  order  to  prospective  court- 
martial  members  prohibiting  them  from  reading  or  viewing  media  accounts  pertaining  to  this 
case. 


BURDEN  OF  PERSUASION  AND  BURDEN  OF  PROOF 


2.  As  the  moving  party,  the  Defense  has  the  burden  of  persuasion.  R.C.M.  905(c)(2).  The 
burden  of  proof  is  by  a  preponderance  of  the  evidence.  R.C.M.  905(c)(1). 


FACTS 


3.  PFC  Manning  is  charged  with  five  specifications  of  violating  a  lawful  general  regulation,  one 
specification  of  aiding  the  enemy,  one  specification  of  disorders  and  neglects  to  the  prejudice  of 
good  order  and  discipline  and  service  discrediting,  eight  specifications  of  communicating 
classified  information,  five  specifications  of  stealing  or  knowingly  converting  Government 
property,  and  two  specifications  of  knowingly  exceeding  authorized  access  to  a  Government 
computer,  in  violation  of  Articles  92,  104,  and  134,  Uniform  Code  of  Military  Justice  (UCMJ) 

10  U.S.C.  §§  892,  904,  934  (2010). 

4.  The  original  charges  were  preferred  on  5  July  2010.  Those  charges  were  dismissed  by  the 
convening  authority  on  1 8  March  2011.  The  current  charges  were  preferred  on  1  March  2011. 
On  16  December  through  22  December  201 1,  these  charges  were  investigated  by  an  Article  32 
Investigating  Officer.  The  charges  were  referred  without  special  instructions  to  a  general  court- 
martial  on  3  February  2012. 

5.  The  media  interest  in  this  case  has  been  extensive.  It  is  likely  that  the  media’s  interest  will 
only  increase  as  we  get  closer  to  trial. 
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WITNESSES/EVIDENCE 


6.  The  Defense  does  not  request  any  witnesses  be  produced  in  support  of  this  motion.  The 
Defense  requests  the  Court  consider  that  attached  Public  Affair’s  Office  summary  of  media 
interest  during  the  Article  32  hearing.  See  Attachment  A. 


LEGAL  AUTHORITY  AND  ARGUMENT 


7.  The  Defense  moves  pursuant  to  Rule  for  Court-Martial  906  for  an  order  to  prospective  court- 
martial  members  requiring  them  to  refrain  from  reading  or  viewing  media  accounts  pertaining  to 
this  case.  Though  the  Defense  has  not  been  able  to  find  any  military  case  law  on  this  issue,  the 
Defense  believes  such  an  order  is  within  the  military  judge’s  inherent  authority  to  ensure  a  fair 
trial  in  this  case. 

8.  The  Defense  has  drafted  a  proposed  Protective  Order.  The  proposed  Protective  Order  is 
attached  to  this  motion. 

9.  If  the  Defense  motion  is  opposed  by  the  Government,  then  the  Defense  requests  oral 
argument. 


CONCLUSION 


10.  Based  on  the  above,  the  Defense  requests  that  the  Court  issue  the  attached  Pretrial  Publicity 
Order  to  potential  court-martial  members. 


Respectfully  submitted. 


DAVID  EDWARD  COOMBS 
Civilian  Defense  Counsel 
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IN  THE  UNITED  STATES  ARMY 
FIRST  JUDICIAL  CIRCUIT 


UNITED  STATES  ) 

)  PRETRIAL  PUBLICITY  ORDER 

V.  )  TO:  COURT-MARTIAL 

)  MEMBERS 

MANNING,  Bradley  E,,  PFC  ) 

U.S.  Army,  xxx-xx^^B  ) 

Headquarters  and  Headquarters  Company,  U.S.  ) 

Army  Garrison,  Joint  Base  Myer-Henderson  Hall,  )  DATED:  _ 

FortMyer,  VA  22211  ) 


1 .  This  Court  finds  that  there  has  been  pretrial  publicity  in  the  above-captioned  matter  such  that 
the  following  ORDER  is  necessary  and  proper  in  aid  of  its  jurisdiction  and  in  the  interests  of  the 
fair  administration  ofjustice  and  due  process  of  law  for  all  parties. 

2.  It  is  hereby  ORDERED  to  all  prospective  court-martial  members: 

a.  The  above-captioned  case  has  been  referred  to  trial  by  general  court-martial.  This  case  is 

presently  docketed  for  trial  beginning  on _ 2012  with  an  expected  duration  of  three 

weeks. 

b.  This  ORDER  is  directed  to  all  persons  who  have  been  selected  as  a  prospective  court 
member,  including  as  an  alternate  member.  References  in  this  ORDER  to  “prospective  court 
member(s)”  refer  to  you.  If  you  are  detailed  as  a  member  for  this  case,  you  will  be  contacted  by 
the  Office  of  the  Staff  Judge  Advocate  and  provided  additional  instructions,  including  any 
change  in  the  trial  date. 

3.  All  prospective  court  members  are  hereby  ORDERED  as  follows: 

a.  Due  to  prior  publicity,  and  the  probability  for  more  publicity  in  the  news  media 
(newspapers,  magazines,  radio  coverage,  television  coverage,  internet  news  and  editorial 
sources,  including  the  “Early  Bird,”  email  etc.)  about  this  case,  you  are  instructed  and 
ORDERED  not  to  listen  to,  look  at,  or  read  any  accounts  of  any  incident  involving  the  above- 
named  accused  or  concerning  allegations  of  compromise  of  classified  information,  or  the 
ongoing  issues  involving  the  publication  of  alleged  classified  information  by  WikiLeaks.  You 
may  not  consult  any  source,  written  or  otherwise,  involving  the  alleged  incident.  Should  anyone 
attempt  to  discuss  the  case  with  you,  or  talk  to  you  about  your  potential  or  actual  participation  as 
a  court-martial  member  in  this  case,  other  than  in  open  court,  you  must  immediately  forbid  them 
from  doing  so,  and  then  you  must  report  the  occurrence  to  me  in  court  at  your  first  opportunity. 

b.  A  trial  by  court-martial  includes  the  right  of  the  accused  to  be  tried  by  a  court  composed  of 
members.  As  a  prospective  court  member  of  the  court-martial  that  will  try  the  case  named 
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above,  it  will  be  your  duty  to  determine  the  guilt  or  irmocence  of  the  accused  as  to  the  charges 
upon  which  he  is  arraigned.  Under  the  law,  the  accused  is  presumed  to  be  irmocent  of  the 
charges  against  him.  Neither  the  fact  that  charges  have  been  preferred  against  the  accused  nor 
the  fact  that  charges  have  been  referred  to  a  court-martial  for  trial  warrants  any  inference  of  guilt. 
Your  determination  of  the  guilt  or  innocence  of  the  accused  must  be  based  solely  upon  the 
evidence  and  my  instructions  in  the  case  as  presented  in  open  court.  So,  you  must  not  read  or 
otherwise  expose  yourself  to  information  about  the  facts  or  issues  in  this  case  from  sources 
outside  of  the  court  room.  You  must  keep  an  open  mind  and  not  form  or  express  any  opinion  on 
the  case  until  all  the  evidence  and  the  instructions  on  the  applicable  law  are  presented  to  you. 

You  must  not  entertain  or  reach  a  conclusion  as  to  the  guilt  or  innocence  of  the  accused  until 
after  all  the  evidence  and  instructions  have  been  received  in  open  court  and  you  are  in  your 
closed  session  deliberations  with  other  members. 

c.  The  accused  and  the  government  are  each  entitled  to  a  panel  of  court  members  who 
approach  the  case  with  an  open  mind  and  who  are  able  to  keep  that  open  mind  until  they 
deliberate  on  the  verdict.  You  should  be  as  free  as  humanly  possible  from  any  preconceived 
ideas  about  the  outcome  of  this  case.  Therefore,  you  are  instructed  and  ORDERED  that,  from 
the  date  of  receipt  of  this  ORDER  until  the  trial  is  concluded  (or  until  you  are  specifically 
advised  by  this  court  that  this  order  no  longer  applies  to  you),  you  will  not  discuss  the  facts  of 
this  case,  or  any  publicity  concerning  this  case,  with  anyone,  military  or  civilian.  If  you  do  sit  as 
a  court  member  on  the  case,  you  are  also  ORDERED  not  to  discuss  the  case  with  other  court 
members  during  the  course  of  the  trial  until  you  enter  you  closed  session  deliberations.  You  may 
not  discuss  your  prospective  detailing  to  this  court-martial  with  anyone,  other  than  as  required  to 
inform  your  military  superiors  of  your  duty  status. 

d.  In  the  event  you  have  already  read,  seen,  or  listened  to  any  media  accounts,  publicity  or 
other  accounts  concerning  the  alleged  incident  in  this  case,  or  you  inadvertently  do  so  before  the 
conclusion  of  this  court-martial,  you  are  advised  that  you  have  a  legal  duty  to  disclose  that  matter 
to  me  when  asked  to  do  so  in  open  court.  Also,  in  the  event  that  you  have  already  discussed  (or 
listened  to  anyone  else  discuss)  any  matter  related  to  this  case,  or  inadvertently  do  so  before  the 
conclusion  of  the  court-martial,  you  have  the  duty  to  disclose  that  to  me  in  open  court.  You  are 
advised  that  it  is  not  an  adverse  reflection  on  you  to  be  excused  from  duty  as  a  court  member; 
however,  as  a  member  of  the  military,  you  are  required  to  follow  the  instructions  in  this  ORDER 
and  not  intentionally  do  anything  contrary  to  the  requirements  of  this  ORDER. 

e.  The  trial  counsel  shall  cause  a  copy  of  this  ORDER  to  be  served  through  the  Office  of  the 
Staff  Judge  Advocate  on  each  prospective  primary  and  alternate  member  of  the  court.  The  trial 
counsel  shall  obtain  and  maintain  a  written  receipt  for  such  service,  using  the  form  provided 
along  with  this  ORDER,  showing  the  date  and  time  this  ORDER  was  served  on  each  prospective 
member.  A  copy  of  the  service  shall  be  given  to  the  defense  and  also  to  the  Court  to  be  included 
in  the  record. 

f  If  the  convening  authority  selects  any  additional  primary  or  alternate  member  after  the  date 
of  this  ORDER,  the  trial  counsel  shall  immediately  cause  a  copy  of  this  ORDER  to  be  served  on 
the  new  primary  or  alternate  member.  The  trial  counsel  shall  also  obtain  and  maintain  a  written 
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receipt  for  such  service  and  provide  a  copy  of  such  service  to  the  defense  and  to  the  Court  to  be 
included  in  the  record. 

It  is  so  ORDERED,  this  the _ day  of  February  2012. 


DENISE  R.  LIND 
COL,  JA 

Chief  Judge,  1st  Judicial  Circuit 
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MEMORANDUM  THRU  Staff  Judge  Advocate,  U.S.  Army  Military  District  of  Washington, 

210  A.  Street,  Fort  Lesley  J.  McNair,  DC  20319-5013 

FOR  Chief  Judge,  1st  Judicial  Circuit,  U.S.  Army  Legal  Services  Agency  (Trial  Judiciary),  9275 
Gunston  Road,  Fort  Belvoir,  VA  22060 

SUBJECT:  Acknowledgement  of  Receipt  of  Court  Order  -  United  States  v.  RFC  Bradley 
Manning 

1 .  At _ hours,  on _ 201 2, 1  received  a  copy  of 

the  Court  Order  entitled  “Pretrial  Publicity  Order  to  Court-Martial  Members  dated  23  February 
2012. 

2.  I, _ ,  acknowledge  that  I  have  read  and  understood  the 

Pretrial  Publicity  Court  Order. 


Signed; 


Printed  Name: 


Rank; 


Classification:  UNCLASSIFIED 
Caveats;  FOUO 


Subject:  PAO  EXSUM  -  U.S.  vs.  PFC  Manning  Article  32  Hearing,  21  DEC  11 

PAO  Executive  Summary  -  U.S.  Govt.  vs.  Pfc.  Bradley  E.  Manning  -  Article  32 
Hearing 

(U)  Day  six  of  the  Article  32  Hearing  U.S.  vs.  Pfc.  Bradley  E.  Manning  was  called 
into  session  at  0903hrs. 

The  defense  called  two  witnesses,  one  in  person  and  one  telephonic  to  provide 
their  statements.  Proceedings  closed  today  at  0939hrs  with  the  defense  resting 
it’s  case.  There  were  no  incidents  or  disturbances  today.  The  hearing  will  resume 
at  0900hrs  on  Thursday,  December  22  with  the  closing  statements  by  prosecution 
and  defense. 

20  media  outlets,  28  media  representatives  were  in  attendance:  see  attached 
list.  As  of  0944hrs,  December  21,  there  were  209  media  stories,  146  broadcast 
clips,  and  1,030  conversations  on  social  networks  about  the  Article  32  hearing. 
While  the  VOCUS  media  site  continues  to  list  most  of  the  coverage  of  Manning  as 
negative,  the  majority  of  the  coverage  about  the  hearing  remains  balanced  and 
factual.  Media  Operations  Center  will  remain  open  until  noon  today  and  is 
expecting  a  visit  from  the  Chief  of  Public  Affairs,  Maj.  Gen.  Lanza  at 
approximately  1130hrs. 

First  set  of  sketches  are  set  to  be  released  to  the  press  pit  at  approximately 
1100hrs  by  media  pool  sketch  artist.  Bill  Hennessy. 

The  MDW  and  FGGM  Public  Affairs  staff  reported  for  duty  at  0600hrs.  The  media 
operations  center  was  operational  at  0630hrs.  The  photographers  and  the  pool 
camera  captured  b-roll  and  photos  of  PFC  Manning,  the  defense  team,  the 
prosecution  team.  Wikileaks'  lawyers  and  Daniel  Ellsberg  entering  the  courtroom. 


Subject:  PAO  EXSUM  -  U.S.  vs.  PFC  Manning  Article  32  Hearing,  20  DEC  11 

PAO  Executive  Summary  -  U.S.  Govt.  vs.  Pfc.  Bradley  E.  Manning  -  Article  32 
Hearing 

(U)  Day  five  of  the  Article  32  Hearing  U.S.  vs.  Pfc.  Bradley  E.  Manning  was 
called  into  session  at  0931hrs. 

The  government  called  six  witnesses  to  provide  their  statements.  Adrian  Lamo's 
testimony  provided  evidence  of  the  first  reports  of  the  classified  leaks. 
Additionally,  the  prosecution  provided  witnesses  regarding  PFC  Manning's  erratic 
behavior  prior  to  and  during  deployment.  Legal  proceedings  were  closed  to  the 
media  and  general  public  at  0946hrs  for  a  closed  session  on  unclassified 
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information  at  the  defense's  request.  The  only  parties  allowed  in  the  courtroom 
during  the  closed  session  were  the  accused^  the  10,  the  prosecution  and  defense 
teams,  witnesses  and  approved  agencies.  The  hearing  was  called  back  into  open 
session  at  lOllhrs.  Proceedings  closed  today  at  1537hrs  with  the  prosecution 
resting  it’s  case.  There  were  no  incidents  or  disturbances  today.  The  hearing 
will  resume  at  0900hrs  on  Wednesday,  December  21  with  the  defense  team's  first 
witness. 

19  media  outlets,  31  media  representatives  were  in  attendance:  see  attached 
list.  As  of  1544hrs,  December  20,  there  were  624  media  stories,  104  broadcast 
clips,  and  1,295  conversations  on  social  networks  about  the  hearing.  While  the 
VOCUS  media  site  listed  most  of  the  coverage  of  Manning  as  negative,  the  majority 
of  the  coverage  about  the  hearing  remains  balanced  and  factual. 

First  set  of  sketches  were  released  to  the  press  pit  at  approximately  1324hrs  and 
the  second  set  at  approximately  1546hrs  by  media  pool  sketch  artist.  Bill 
Hennessy. 

Since  former  Lt.  Dan  Choi's  disturbance  outside  of  the  courtroom  yesterday,  there 
have  been  185  print  and  online  stories;  and  145  social  network  conversations  in 
reference  to  the  incident.  To  see  his  Interview  with  Keith  Olbermann  conducted 
last  night,  click  on  link  below.  Unless  there  is  significant  media  coverage  of 
the  incident  in  the  next  24  hours  we  will  not  include  additional  tracking  of  the 
Choi  incident  in  tomorrow's  1000hrs  EXSUM. 


http : //WWW. youtube . com/watch  ? v=MR5E0LFsG4U 


Subject:  PAD  EXSUM  -  U.S.  vs.  PFC  Manning  Article  32  Hearing,  19  DEC  11 

PAD  Executive  Summary  -  U.S.  Govt.  vs.  Pfc.  Bradley  E.  Manning  -  Article  32 
Hearing 

(U)  Day  four  of  the  Article  32  Hearing  U.S.  vs.  Pfc.  Bradley  E.  Manning  was 
called  into  session  at  0931hrs. 

The  government  called  three  witnesses  to  provide  their  statements  primarily 
dealing  with  the  forensic  review  of  PFC  Manning's  various  computers.  Court 
proceedings  were  closed  to  the  media  and  general  public  twice  for  approximately 
one  hour  total.  The  only  parties  allowed  in  the  courtroom  during  the  closed 
session  were  the  accused,  the  10,  the  prosecution  and  defense  teams,  witnesses 
and  approved  agencies.  The  hearing  closed  at  1613hrs  and  will  resume  at  0900hrs 
on  Tuesday,  December  20  with  two  telephonic  witnesses  called  by  the  prosecution. 

17  media  outlets,  27  media  representatives  were  in  attendance:  see  attached 
list.  As  of  1647hrs,  December  19,  there  were  740  media  stories,  882  broadcast 
clips,  and  1,402  conversations  on  social  networks  about  the  hearing.  While  the 
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VOCUS  media  site  listed  most  of  the  coverage  of  Manning  as  negative,  the  majority 
of  the  coverage  about  the  hearing  remains  balanced  and  factual. 

First  set  of  sketches  were  released  to  the  press  pit  at  approximately  0954hrs, 
the  second  set  at  approximately  1330hrs,  and  the  third  set  at  approximately  1540 
hrs  by  media  pool  sketch  artist.  Bill  Hennessy. 


Since  former  Lt.  Dan  Choirs  disturbance  outside  of  the  courtroom  there  have  been 
118  print  and  online  stories;  and  67  social  network  conversations  in  reference  to 
the  incident. 


Subject:  PAD  EXSUM  -  U.S,  vs.  PFC  Manning  Article  32  Hearing,  18  DEC  11 

PAD  Executive  Summary  -  U.S.  Govt.  vs.  Pfc.  Bradley  E.  Manning  -  Article  32 
Hearing 

(U>  Day  three  of  the  Article  32  Hearing  U.S.  vs.  Pfc.  Bradley  E.  Manning  was 
called  into  session  at  0940hrs. 

The  government  called  seven  witnesses  to  provide  their  statements  to  the 
Investigating  Officer  (10)  and  were  subsequently  questioned  by  the  Defense 
Counsels.  Out  of  the  seven  witnesses,  two  invoked  their  rights  under  Article  31 
to  remain  silent.  Additionally,  the  prosecution  requested  that  the  10  close  the 
proceedings.  The  10  granted  the  prosecution’s  request.  Court  proceedings  were 
closed  to  the  media  and  general  public  for  approximately  an  hour  and  50  minutes. 
The  only  parties  allowed  in  the  courtroom  during  the  closed  session  were  the 
accused,  the  lO,  the  prosecution  and  defense  teams,  witnesses  and  approved 
agencies.  The  hearing  recessed  at  I552hrs  and  was  called  back  into  open  session 
as  1742hrs.  The  hearing  closed  at  1831hrs  and  will  resume  at  0900hrs  on  Monday, 
December  19  with  the  defense  team's  cross  examination  of  the  last  witness.  After 
the  cross  examination  court  will  recess  for  the  10  to  closed  the  session,  the 
court  will  be  closed  for  approximately  one  hour.  The  pool  media  will  remain  at 
the  courtroom  compound  in  the  media  holding  trailer  during  the  closed  session. 
Media  attending  tomorrow's  proceedings  will  report  to  the  Reece  Road  gate  0630- 
0730hrs. 

19  media  outlets,  31  media  representatives  were  in  attendance:  see  attached 
list.  As  of  1856hrs,  December  18,  there  were  1,014  media  stories,  290  broadcast 
clips  and  1,045  conversations  on  social  networks  about  the  hearing.  While  the 
VOCUS  media  site  listed  most  of  the  coverage  of  Manning  as  negative,  the  majority 
of  the  coverage  about  the  hearing  remains  balanced  and  factual. 

First  set  of  sketches  were  released  to  the  press  pit  approximately  at  1330hrs, 
the  second  set  approximately  1730hrs,  and  the  final  sketches  at  approximately 
1845hrs  by  military  sketch  artist.  Marine  Sgt.  Shawn  Sales,  and  the  media  pool 
sketch  artist.  Bill  Hennessy. 
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Subject:  PAO  EXSUM  -  U.S.  vs.  PFC  Manning  Article  32  Hearing,  17  DEC  11 

PAD  Executive  Summary  -  U.S.  Govt.  vs.  Pfc.  Bradley  E.  Manning  -  Article  32 
Hearing 

(U)  Day  two  of  the  Article  32  Hearing  U.S.  vs.  Pfc.  Bradley  E.  Manning  was  called 
into  session  at  1034hrs. 

Prior  today's  proceedings  at  the  daily  media  brief,  the  legal  SME  Informed  the 
media  of  the  ruling  by  the  ACCA  on  the  writ  filed  with  them  by  the  Defense 
Counsel  yesterday.  The  writ  for  recusal  of  the  10  was  denied.  The  ACCA  also 
denied  a  second  writ  filed  by  a  third  party,  and  the  media  were  directed  to 
contact  the  ACCA  Public  Information  &  Inquiry  Office  for  information  pertaining 
to  that  writ.  The  government  called  six  witnesses  to  provide  their  statements  to 
the  Investigating  Officer  (10)  and  were  subsequently  questioned  by  the  Defense 
Counsels.  Court  closed  at  1808hrs  and  will  resume  at  0900hrs  on  Sunday,  December 
18.  Media  attending  tomorrow's  proceedings  will  report  to  the  Reece  Road  gate 
0630-  0730hrs. 

26  media  outlets,  41  media  representatives  were  in  attendance:  see  attached 
list.  As  of  1845hrs,  December  17,  there  were  1,218  media  stories  and  300 
broadcast  clips  about  the  hearing.  While  the  VOCUS  media  site  listed  most  of  the 
coverage  of  Manning  as  negative,  the  majority  of  the  coverage  about  the  hearing 
has  been  balanced  and  factual. 

First  set  of  sketches  were  released  to  the  press  pit  approximately  at  1430hrs  and 
the  second  set  approximately  1630hrs  by  military  sketch  artist.  Marine  Sgt.  Shawn 
Sales,  and  the  media  pool  sketch  artist.  Bill  Hennessy. 


Subject:  PAO  EXSIM  -  U.S.  vs.  PFC  Manning  Article  32  Hearing,  16  DEC  11 

PAO  Executive  Summary  -  U.S.  Govt.  vs.  Pfc.  Bradley  E.  Manning  -  Article  32 
Hearing 

(U)  An  Article  32  Hearing  U.S.  vs.  Pfc.  Bradley  E.  Manning  began  on  Friday,  Dec. 
16,  2011.  Court  was  called  into  session  at  9  am. 

Manning's  Defense  Counsel  challenged  the  lO's  impartiality  and  requested  that  he 
recuse  himself  from  the  proceedings.  After  deliberating  the  10  refused.  Defense 
Counsel  then  asked  for  a  stay  of  proceedings  for  the  day.  The  10  also  refused 
that  request  but  granted  a  recess  so  that  Defense  Counsel  could  file  a  writ  to 
have  the  10  removed  from  the  case  with  the  Army  Court  of  Criminal  Appeals  (ACCA). 
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ACCA  Is  also  considering  an  Extraordinary  Writ  from  Julian  Assange's  attorney  for 
him  to  observe  the  proceedings. 

Court  will  resume  at  10  a.m.  on  Saturday,  December  17.  Media  attending  tomorrow's 
proceedings  will  report  to  the  Reece  Road  gate  7:30  a.m.  -  8:30  a.m. 

46  media  outlets,  76  media  representatives  were  in  attendance:  see  attached 
list.  Between  December  15  and  noon  December  16,  there  were  1299  media  stories 
about  the  Manning  hearing.  There  were  1232  media  stories  and  1057  broadcast 
clips  about  the  hearing  on  December  16  alone  as  of  1900hrs.  While  the  VOCUS 
media  site  listed  most  of  the  coverage  of  Manning  as  negative,  the  majority  of 
the  coverage  about  the  hearing  has  been  balanced  and  factual. 

One  non-credentialed  Turkish  media  representative  snuck  in  with  the  media  group 
as  they  arrived  and  was  subsequently  removed  for  trying  to  film  inside  the  MOC. 
Upon  request,  he  willingly  erased  the  footage  he  had  filmed  and  was  taken  to  view 
the  proceedings  with  the  general  public. 

The  military  sketch  Artist,  Marine  Sgt.  Shawn  Sales,  DINFOS  Multi -media  Graphic 
Artist,  Ft.  Meade,  provided  today’s  sketches  to  media.  The  media  pool  also  hired 
Its  own  sketch  artist.  Bill  Hennessy. 


Classification:  UNCLASSIFIED 
Caveats;  FOIJO 
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IN  THE  UNITED  STATES  ARMY 
FIRST  JUDICIAL  CIRCUIT 


MANNING,  Bradley  E.,  PFC 
U.S.  Army,  xxx-xx-^^| 

Headquarters  and  Headquarters  Company,  U.S. 
Army  Garrison,  Joint  Base  Myer-Henderson  Hall, 
FortMyer,VA  22211 


UNITED  STATES 


V. 


) 

)  DEFENSE  MOTION  FOR 

)  APPROPRIATE  RELIEF  UNDER 

)  MILITARY  RULE  OF 

)  EVIDENCE  505 

) 

) 

)  DATED:  17  February  2012 

) 


RELIEF  SOUGHT 


1.  PFC  Bradley  E.  Manning,  by  and  through  counsel,  moves  this  court,  pursuant  to  R.C.M.  906 
and  Military  Rule  of  Evidence  (M.R.E.)  505  for  a  preliminary  Article  39(a)  session  to  consider 
matters  relating  to  classified  information  that  may  arise  in  connection  with  the  court-martial. 
Specifically,  the  Defense  requests  that  the  Court  issue  a  Protective  Order  under  M.R.E. 
505(g)(1),  establish  timing  for  discovery  and  notice  under  M.R.E.  505(h),  and  obtain 
clarification  from  the  Original  Classification  Authority  (OCA)  for  Specification  3  and  15  of 
Charge  II  regarding  the  scope  of  its  classification  determination  on  referencing  the  OCA  within 
court  filings  or  open  court. 


BURDEN  OF  PERSUASION  AND  BURDEN  OF  PROOF 


2.  As  the  moving  party,  the  Defense  has  the  burden  of  persuasion.  R.C.M.  905(c)(2).  The 
burden  of  proof  is  by  a  preponderance  of  the  evidence.  R.C.M.  905(c)(1). 


FACTS 


3.  PFC  Manning  is  charged  with  five  specifications  of  violating  a  lawful  general  regulation,  one 
specification  of  aiding  the  enemy,  one  specification  of  disorders  and  neglects  to  the  prejudice  of 
good  order  and  discipline  and  service  discrediting,  eight  specifications  of  communicating 
classified  information,  five  specifications  of  stealing  or  knowingly  converting  Government 
property,  and  two  specifications  of  knowingly  exceeding  authorized  access  to  a  Government 
computer,  in  violation  of  Articles  92, 104,  and  134,  Uniform  Code  of  Military  Justice  (UCMJ) 

10  U.S.C.  §§  892,  904,  934  (2010). 

4.  The  original  charges  were  preferred  on  5  July  2010.  Those  charges  were  dismissed  by  the 
convening  authority  on  1 8  March  2011.  The  current  charges  were  preferred  on  1  March  2011. 
On  16  December  though  22  December  2011,  these  charges  were  investigated  by  an  Article  32 
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Investigating  Officer.  The  charges  were  referred  without  special  instructions  to  a  general  court- 
martial  on  3  February  2012. 

5.  On  14  February  2012,  the  Defense  filed  three  separate  motions  along  with  an  ex  parte 
supplement  to  one  it  its  motions.  Shortly  after  filing  the  Defense  motions,  Captain  (CPT) 
Ashden  Fein  sent  an  email  to  the  Defense  requesting  an  immediate  telephone  conversation. 
During  that  conversation,  CPT  Fein  asserted  that  the  Defense  was  in  apparent  violation  of  a 
footnote  in  an  OCA’s  classification  determination  regarding  Specification  3  and  15  of  Charge  II. 
The  prohibition  restricts  mentioning  the  OCA’s  organization  by  name  in  conjunction  with 
charged  specifications  in  this  case. 

6.  As  previously  stated,  the  Defense  did  not,  in  any  of  its  submissions,  reference  the 
organization’s  name  in  conjunction  with  any  of  the  charged  offenses.  However,  the  Government 
believed  that  because  the  Defense  referred  to  the  organization’s  review  of  “charged 
information,”  this  runs  afoul  of  the  classification  determination  and  therefore  constitutes  spillage. 
The  telephone  conversation  ended  with  the  Defense  telling  CPT  Fein  that  it  believed  his 
interpretation  was  an  arbitrary  one  and  inconsistent  with  the  Defense  security  experts’  opinion. 

7.  The  following  day,  CPT  Fein  sent  an  email  to  the  Court  and  all  parties  requesting  that  the 
Defense’s  email  not  be  forwarded  and  the  attached  documents  not  saved.  At  the  time,  the 
Government  believed  one  of  the  documents  contained  classified  information.  Later  that  day,  the 
Government  pointed  to  another  Defense  motion  as  also  potentially  containing  classified 
information.  Based  upon  the  Government’s  unilateral  interpretation  that  spillage  had  occurred, 
Mr.  Michael  Hahl,  the  Military  District  of  Washington,  J6,  Information  Assurance  Manager, 
directed  all  parties  to  take  curative  steps. 

8.  It  is  important  to  note  that  even  the  Government  concedes  that  the  Defense  did  not  mention 
the  organization’s  name  in  reference  to  a  particular  specification,  as  prohibited  by  the  footnote. 
The  Government  simply  believes  that  the  Defense’s  submission  could  lead  a  reasonable  person 
to  the  classified  information.  Under  the  Government’s  position,  if  a  reasonable  person  could 
infer  an  association  between  the  organization  and  certain  specifications,  there  is  a  spillage  of 
classified  information.  To  use  an  analogy  to  better  elucidate  this  point,  assume  that  the  mention 
of  “Shakespeare”  in  conjunction  with  “Romeo  and  Juliet”  was  classified,  though  neither  the 
mention  of  Shakespeare  nor  Romeo  and  Juliet  alone  is  classified.  Further  assume  that 
Shakespeare  has  already  publicly  announced  that  he  wrote  Romeo  and  Juliet.  In  the  Defense’s 
motions,  it  did  not  mention  Shakespeare  in  association  with  Romeo  and  Juliet.  At  most,  it 
mentioned  Shakespeare  in  conjunction  with  “star-crossed  lovers.”  Because  a  reasonable  person 
could  infer  that  “star-crossed  lovers”  refers  to  Romeo  and  Juliet,  and  because  Romeo  and  Juliet 
is  not  permitted  to  be  mentioned  in  association  with  Shakespeare,  this  (according  to  the 
Government)  constitutes  disclosure  of  classified  information.  What  if  the  Defense  had  referred 
not  to  star-crossed  lovers,  but  simply  “lovers”?  What  if  it  had  referred  to  a  “story  featuring  the 
Montague’s  and  Capulet’s”?  What  if  it  had  referred  to  a  “tragic  love  story”?  What  if  it  had 
referred  to  “poisoning”?  The  point  is  that  the  Defense  cannot,  by  any  stretch  of  the  imagination, 
anticipate  what  the  Government,  in  its  unilateral  discretion,  will  deem  to  be  prohibited  under  the 
footnote.  The  Defense  interprets  the  prohibition  in  the  relevant  footnote  as  prohibiting  the  use  of 
“Shakespeare”  and  “Romeo  and  Juliet”  -  nothing  more.  That  the  Government  attempts  to  strain 
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this  interpretation  to  the  point  of  absurdity  demonstrates  the  need  for  clarification  in  this  matter. 
Moreover,  the  Defense  reiterates  its  position  that:  a)  the  OCA’s  classification  determination  in 
this  respect  (i.e.  the  footnote  prohibiting  the  use  of  “Shakespeare”  and  “Romeo  and  Julief’)  is  not 
a  valid  one  because  it  fails  to  comply  with  the  requirements  of  Executive  Order  13526;  b)  the 
unnamed  organization’s  own  public  statements  linking  “Shakespeare”  and  “Romeo  and  Juliet” 
are  inconsistent  with  its  own  apparent  prohibition. 

9.  The  Government’s  expansive  (and  in  the  view  of  the  Defense,  untenable)  reading  of  the 
referenced  OCA’s  footnote  demonstrates  the  need  for  a  Protective  Order  providing  for  a  neutral 
review  of  all  party  submissions.  It  also  demonstrates  the  need  for  the  relevant  OCA  to  testify  as 
to  what  is,  and  is  not,  permitted  with  respect  to  the  naming  of  this  particular  organization.  The 
Defense  could  never  have  anticipated  that  the  Government  would  deem  anything  in  its  motions 
to  constitute  spillage  of  classified  information,  necessitating  onerous  sanitation  measures.  The 
Government’s  interpretation  of  the  OCAs  footnote  places  the  Defense  and  the  Court  at  too  great 
of  risk  for  future  incidents  of  this  nature. 


WITNESSES/EVIDENCE 


10.  The  Defense  requests  the  following  witnesses  be  produced  in  support  of  this  motion: 

a.  OCA  for  Specification  3  and  15  of  Charge  II; 

b.  Mr.  Jay  Prather,  Court  Security  Officer 


LEGAL  AUTHORITY  AND  ARGUMENT 


1 1 .  After  referral  of  charges,  “any  party  may  move  for  a  session  under  Article  39(a)  to  consider 
matters  relating  to  classified  information.”  M.R.E.  505(e).  After  such  a  motion,  “the  military 
judge  promptly  shall  hold  a  session  under  Article  39(a)  to  establish  the  timing  of  requests  for 
discovery,  the  provisions  of  notice  under  subdivision  (h),  and  the  initiation  of  the  procedure 
under  subdivision  (i).”  Id. 

12.  The  Defense  requests  this  hearing  to  establish  Defense  notice  requirements  under  M.R.E. 
505(h),  the  timeline  for  any  proceedings  that  may  be  necessary  under  M.R.E.  505(i),  and  the 
issuance  of  a  Protective  Order  to  govern  the  handling  of  classified  information  in  this  case  under 
M.R.E.  505(g)(1). 

13.  Under  M.R.E.  505(h),  the  Defense  is  required  to  provide  the  Government  notice  if  the 
Defense  reasonably  expects  to  disclose  or  cause  the  disclosure  of  classified  material  in  any 
manner  during  the  court-martial  process.  The  Defense  will  provide  the  required  notice  so  that 
the  Government  can  ensure  that  the  proper  documentation  is  obtained  and  requested  in  order  that 
the  courtroom  can  be  properly  closed  for  any  Defense-requested  disclosure  of  classified 
information. 
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14.  Based  on  the  inherent  difficulty  in  dealing  with  classified  information  during  the  court- 
martial  process,  something  that  we  have  already  seen  with  the  Defense  submissions  on  14 
February  2012,  the  Defense  requests  that  a  hearing  be  held  to  establish  the  requirements  of 
M.R.E.  505(h)  and  505(i).  The  Defense  also  moves  pursuant  to  M.R.E.  505(g)(1)  for  the 
issuance  of  a  Protective  Order  to  govern  the  handling  of  classified  information  in  this  case. 

15.  Under  M.R.E.  505(g)(1),  a  military  judge  is  required  to  enter  a  Protective  Order  to  guard 
against  the  compromise  of  information  disclosed  to  the  Defense.  The  rule  provides  an  example 
of  various  provisions  that  a  Protective  Order  may  include.  Id.  These  provisions,  however,  are 
only  meant  as  guidelines  for  a  military  judge,  and  are  not  absolute  requirements.  Although  the 
rule  envisions  that  the  Government  will  make  a  request  for  a  Protective  Order,  nothing  prohibits 
the  Defense  from  proactively  taking  steps  to  assist  the  Court  in  this  regard. 

16.  In  the  instant  case,  the  Defense  seeks  the  issuance  of  a  Protective  Order  that  will  avoid  a 
reoccurrence  of  the  14  February  2012  “spillage”  of  classified  information.  Here,  the  Defense 
seeks  the  issuance  of  a  Protective  Order  seeking  the  terms  set  forth  in  M.R.E.  505(g)(1),  as  well 
as  other  measures  which  it  believes  are  necessary  to  protect  classified  information  and  ensure  an 
efficient  and  effective  court-martial  process. 

17.  The  Defense  has  drafted  a  proposed  Protective  Order.  The  proposed  Protective  Order  is 
attached  to  this  motion. 

1 8.  If  the  Defense  motion  is  opposed  by  the  Government,  then  the  Defense  requests  oral 
argument. 


CONCLUSION 


19.  Based  on  the  above,  the  Defense  requests  that  the  Court  issue  the  attached  Protective  Order. 


Respectfully  submitted. 


DAVID  EDWARD  COOMBS 
Civilian  Defense  Counsel 
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IN  THE  UNITED  STATES  ARMY 
FIRST  JUDICIAL  CIRCUIT 


UNITED  STATES 

V. 

MANNING,  Bradle^^FC 
U.S.  Army,  xxx-xx^^| 


) 

)  PROTECTIVE  ORDER 

) 

) 

) 

) 

) 


Headquarters  and  Headquarters  Company,  U.S. 

Army  Garrison,  Joint  Base  Myer-Henderson  Hall,  )  DATED: 

FortMyer,VA  22211  ) 


1 .  This  matter  comes  before  the  Court  upon  the  motion  of  the  defense  for  a  Protective  Order  to 
prevent  the  unauthorized  disclosure  or  dissemination  of  classified  information  and  documents  in 
the  captioned  case.  The  defense  seeks  a  Protective  Order  covering  documents  and  information 
previously  made  available  to  the  accused  in  the  course  of  his  employment  with  the  United  States 
government,  as  well  as  documents  and  information  which  have  been,  or  will  be,  reviewed  or 
made  available  to  the  accused  or  defense  counsel  in  this  case. 

2.  This  Court  finds  that  this  case  will  involve  classified  information,  the  storage,  handling,  and 
control  of  which  requires  special  security  precautions  mandated  by  statute.  Executive  Order,  and 
regulation,  and  access  to  which  requires  the  appropriate  security  clearances  and  a  “need-to- 
know.” 

3.  Pursuant  to  the  authority  granted  by  Military  Rule  of  Evidence  505;  relevant  Executive 
Orders  of  the  President  of  the  United  States;  regulations  of  the  Departments  of  Defense  and 
Army;  and  in  order  to  protect  classified  information,  it  is  hereby  ORDERED  as  follows: 

a.  The  procedures  set  forth  in  this  Protective  Order  apply  to  the  accused,  all  counsel  of 
record,  all  other  counsel  involved  in  this  case,  all  court  personnel,  and  all  other  individuals  who 
receive  access  to  classified  information  or  documents  in  coimection  with  this  case. 

b.  The  provisions  of  this  Protective  Order  and  Military  Rule  of  Evidence  505  will  apply  to  all 
pretrial,  trial,  post-trial  and  appellate  matters  concerning  the  above  captioned  case.  If  necessary, 
the  procedures  may  be  modified  from  time-to-time  by  further  order  of  the  Military  Judge  acting 
under  her  supervisory  authority  to  ensure  a  fair  and  expeditious  trial,  while  protecting  the 
national  security  interests  of  the  United  States. 

c.  The  following  definitions  apply  to  the  ORDER: 

(1)  “Classified  information,”  shall  mean: 
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(A)  any  document  or  information  which  has  been  classified  by  any  executive  branch 
agency  in  the  interests  of  national  security  or  pursuant  to  Executive  Order  13562,  or  its 
predecessor  Orders,  as  “CONFIDENTIAL,”  “SECRET,”  or  “TOP  SECRET,”  or  additionally 
controlled  as  “Sensitive  Compartmented  Information”  (SCI); 

(B)  any  document  or  information,  regardless  of  its  physical  form  or  characteristics, 
which  has  been  derived  from  information  from  the  United  States  government  that  was  classified 
by  the  United  States  pursuant  to  Executive  Order  13562  as  “CONFIDENTIAL,”  “SECRET,”  or 
“TOP  SECRET,”  or  additionally  controlled  as  “SCI”; 

(C)  verbal  classified  information  known  to  or  retained  by  the  accused  or  defense 

counsel; 


(D)  any  information,  regardless  of  place  of  origin  that  could  reasonably  be  believed  to 
contain  classified  information,  or  that  refers  to  national  security  or  intelligence  matters;  or 

(E)  any  document  or  information  as  to  which  the  accused  or  defense  counsel  have  been 
notified  orally  or  in  writing  that  such  documents  or  information  contained  classified  information. 

(2)  The  words  “documents”  “information”  or  “associated  material”  as  used  in  this 
ORDER  include,  but  are  not  limited  to,  all  written  or  printed  matter  of  any  kind,  formal  or 
informal,  including  originals,  identical  copies,  and  all  non-identical  copies,  whether  different 
from  the  original  by  reason  of  any  notation  made  on  such  copies  or  otherwise,  including  without 
limitation,  papers,  correspondence,  memoranda,  notes,  letters,  reports,  summaries,  inter-office 
and  intra-office  communications,  notations  of  any  sort  concerning  conversations,  meetings,  or 
other  communications,  and  all  manner  of  electronic  data  processing  and  storage. 

(3)  “Access  to  classified  information”  means  having  access  to,  reviewing,  reading, 
learning,  or  otherwise  coming  to  know,  in  any  manner,  classified  information. 

(4)  “Secure  area”  means  a  storage  facility  designated  by  the  Court  Security  Officer  for  the 
storage,  handling,  and  control  of  classified  information. 

(5)  The  word  “or”  should  be  interpreted  as  including  “and,”  and  vice  versa;  “he”  should 
be  interpreted  as  including  “she,”  and  vice  versa. 

(6)  The  “defense”  refers  to  and  includes  the  accused,  his  military  and  civilian  counsel. 

d.  All  classified  documents  and  information  contained  therein  shall  remain  classified  unless 
they  bear  clear  indication  that  they  have  been  declassified  by  the  agency  or  department  of 
government  (hereinafter  referred  to  as  “originating  agency”)  that  originated  the  document  or  the 
information  contained  therein. 

e.  Information  in  the  public  domain  is  ordinarily  not  classified.  However,  if  the  defense 
anticipates  seeking  the  confirmation  or  denial  of  whether  information  in  the  public  domain  is 
classified,  by  questioning  any  person  who  has,  or  has  had,  access  to  classified  information,  or  if  a 
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truthful  response  to  a  request  or  question  put  forth  by  the  defense  counsel  about  information  in 
the  public  domain  requires  an  individual  to  reveal  classified  information,  in  any  proceeding 
(including  pretrial,  trial,  and  post-trial  and  appellate  proceedings)  relating  to  the  above  captioned 
case,  then  the  defense  must  comply  with  the  notice  requirements  under  M.R.E.  505  and  the  terms 
of  this  ORDER. 

f  Any  unauthorized  disclosure  of  classified  information  may  constitute  a  violation  of  the 
Uniform  Code  of  Military  Justice  as  well  as  the  criminal  laws  of  the  United  States.  Attorneys 
who  intentionally  or  knowingly  violate  this  ORDER  may  be  reported  to  their  State  Bar 
Association.  In  addition,  any  violation  of  the  terms  of  this  ORDER  shall  be  brought  immediately 
to  the  attention  of  this  Court  and  may  result  in  a  charge  of  contempt  of  court  and  possible  referral 
for  criminal  prosecution.  Any  breach  of  this  ORDER  may  also  result  in  termination  of  an 
individual’s  access  to  classified  information.  This  Protective  Order  is  to  ensure  that  those 
authorized  to  receive  classified  information  in  connection  with  this  case  will  never  divulge  that 
information  to  anyone  not  authorized  to  receive  it,  without  prior  written  authorization  from  the 
originating  agency  and  in  conformity  with  this  ORDER. 

g.  Mr.  Jay  Prather  is  appointed  as  Court  Security  Officer.  Mr.  Prather  shall  function  as  an 
officer  of  the  Court. 

h.  Personnel  Security  Investigations  and  Clearances 

(1)  The  Court  has  been  advised  that  all  military  trial  and  defense  counsel  assigned  to  this 
case  hold  at  least  a  SECRET  security  clearance  and  require  access  to  the  classified  information 
and  documents  at  issue  in  this  case. 

(2)  The  Court  Security  Officer  will  verify  that  the  security  clearances  of  all  counsel  are  in 
proper  order.  Once  an  individual  counsel’s  security  clearance  is  verified,  that  counsel  shall  have 
unfettered  access  to  classified  information  that  is  relevant  and  necessary  to  prepare  for  this  case, 
subject  to  the  requirements  of  this  ORDER.  Any  changes  or  substitutions  of  military  trial  or 
defense  counsel  shall  be  immediately  made  known  to  the  Court  Security  Officer  and  Military 
Judge.  Any  new  military  trial  or  defense  counsel  shall  be  served  with  a  copy  of  this  ORDER  and 
shall  be  subject  to  the  provisions  of  this  ORDER. 

(3)  Neither  the  accused,  his  civilian  defense  counsel,  Mr.  David  E.  Coombs,  any 
associated  counsel  or  employee  of  civilian  defense  counsel,  may  have  access  to  classified 
information  in  connection  with  this  case,  unless  that  person  first  shall: 

(A)  execute  all  forms  needed  by  the  government  to  complete  a  personnel  security 
investigation  and  make  a  determination  whether  to  grant  a  limited  access  authorization;  and  have 
been  granted,  a  security  clearance  or  Limited  Access  Authorization  by  the  Department  of  the 
Army,  through  the  Court  Security  Officer.  Upon  the  execution  and  filing  of  the  Memorandum  of 
Understanding  (MOU)  at  Appendix  A,  the  government,  under  the  supervision  of  the  Court 
Security  Officer,  shall  expeditiously  undertake  the  required  action  to  ascertain  the  applicant’s 
eligibility  for  access  to  classified  information. 
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(B)  sign  the  sworn  statement  in  the  MOU  at  Appendix  A  to  this  ORDER.  Any 
retained  civilian  defense  counsel’s  MOU  shall  include  a  statement  expressing  his  understanding 
that  the  failure  to  abide  by  the  terms  of  this  Protection  Order  will  result  in  a  report  to  his  State 
Bar  Association. 

(C)  sign  a  standard  form  nondisclosure  agreement  as  a  condition  of  access  to  classified 
information.  Each  person  executing  the  MOU  at  Appendix  A  must  provide  an  original  to  the 
Court  Security  Officer. 

i.  Upon  compliance  with  the  procedures  set  forth  above,  the  Court  Security  Officer  shall 
authorize  the  following  attorney  for  the  defense  to  be  given  access  to  classified  documents  and 
all  other  information  as  required  by  the  Government’s  discovery  obligations  and  otherwise  as 
needed  to  prepare  for  this  case:  Mr.  David  E.  Coombs.  Any  additional  person  whose  assistance 
the  defense  reasonably  requires,  including  defense  witnesses,  may  only  have  access  to  classified 
information  in  this  case  after  first  obtaining  from  the  Court  Security  Officer,  without  the  need  for 
prior  notice  to  trial  counsel,  an  approval  for  access  to  the  required  level  of  classification  on  a 
need-to-know  basis  and  after  satisfying  the  other  requirements  described  in  this  ORDER  for 
access  to  classified  information. 

j.  In  addition  to  the  MOU  contained  in  Appendix  A,  any  person  who  as  a  result  of  this  case 
gains  access  to  information  contained  in  any  Department  of  the  Army  Special  Access  Program, 
as  the  term  is  defined  in  Executive  Order  13526,  or  to  SCI,  or  to  any  information  subject  to 
special  handling  procedures,  shall  sign  any  nondisclosure  agreement  that  is  specific  to  that 
information. 

k.  All  requests  for  clearances  and  access  to  classified  information  in  this  case  by  persons 
subject  to  this  ORDER  or  for  clearances  to  a  higher  level  of  classification,  shall  be  made  to  the 
Court  Security  Officer,  who  shall  promptly  process  the  requested  security  clearances. 

l.  The  security  procedures  contained  in  this  ORDER  shall  apply  to  any  civilian  defense 
counsel  retained  by  the  accused,  and  to  any  other  persons  who  may  later  receive  classified 
information  from  the  government  in  connection  with  this  case.  The  substitution,  departure,  or 
removal  from  this  case  of  defense  counsel  or  any  other  cleared  person  associated  with  the 
defense  as  an  employee  or  witness  or  otherwise,  shall  not  release  that  person  from  the  provisions 
of  this  ORDER  or  the  MOU  executed  in  cormection  with  this  ORDER. 

m.  In  the  event  classified  information  must  be  presented  at  trial,  the  following  procedures 
shall  apply: 

(1)  The  defense  shall  provide  notice  of  intent  to  elicit  classified  information  at  trial  to  the 
government  and  the  Court  consistent  with  Military  Rule  of  Evidence  (M.R.E.)  505(h)  and  any 
Case  Management  Order  entered  by  the  Court.  All  associated  material  and  other  documents  of 
any  kind  or  description  containing  any  of  the  information  in  the  defense  disclosure  notice  shall 
be  stored  under  conditions  prescribed  by  the  Court  Security  Officer. 
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(2)  The  notice  under  M.R.E.  505(h)  shall  contain  a  brief  but  specific  written  description  of 
any  information  known  or  believed  to  be  classified,  which  the  defense  reasonably  expects  to 
disclose  or  cause  to  be  disclosed  in  any  pretrial  motion,  proceeding  or  at  trial. 

(3)  The  defense  disclosure  notice  shall  be  filed  under  seal  with  the  Court  Security  Officer, 
as  more  particularly  set  forth  below  in  paragraph  n(2). 

n.  Handling  and  Protection  of  Classified  Information. 

(1)  The  Court  Security  Officer  shall  arrange  for  and  maintain  an  appropriately  approved 
secure  area  for  the  use  of  classified  information  and  documents  related  to  this  case.  He  shall 
make  prompt  arrangements  for  the  storage  of  such  material.  The  Court  is  informed  that  both 
government  and  defense  counsel  have  approved  receptacles  for  storing  classified  information. 

The  Court  Security  Officer  shall  verify  this  fact.  If  the  Court  Security  Officer  determines  the 
receptacles  for  the  government  or  defense  to  be  insufficient,  the  Court  Security  Officer  shall 
establish  procedures  to  assure  that  proper  storage  is  provided  to  the  government  or  defense.  The 
Court  Security  Officer,  in  consultation  with  defense  counsel,  shall  establish  procedures  to  ensure 
that  the  defense  secure  area  may  be  maintained  and  operated  in  the  most  efficient  manner 
consistent  with  the  protection  of  classified  information.  The  Court  Security  Officer  shall  not 
reveal  to  the  government  the  content  of  any  conversations  he  may  hear  among  the  defense,  nor 
reveal  the  nature  of  the  documents  being  reviewed  or  the  work  being  generated.  The  presence  of 
the  Court  Security  Officer  shall  not  operate  to  render  inapplicable  the  attorney-client  privilege  or 
the  attorney  work  product  doctrine. 

(2)  All  pleadings  and  other  documents  filed  by  the  government  or  defense  shall  be 
handled  under  one  of  the  following  procedures: 

(A)  Classified  Information:  Any  pleading  or  other  document  that  contains  any 
classified  information  or  that  a  party  believes  may  contain  classified  information  shall  be  filed 
under  seal  with  the  Court  Security  Officer.  The  parties  shall  file  under  seal  both  the  original 
pleading  or  document  and  two  copies.  Pleadings  filed  under  seal  with  the  Court  Security  Officer 
shall  be  marked,  “Filed  Under  Seal  with  the  Court  Security  Officer.”  The  time  of  physical 
submission  to  the  Court  Security  Officer  shall  be  considered  the  date  and  time  of  filing.  The 
Court  Security  Officer  shall  promptly  examine  the  pleading  or  document  and,  if  necessary,  in 
consultation  with  representatives  of  the  original  classification  authorities,  determine  whether  the 
pleading  or  document  contains  classified  information.  If  the  Court  Security  Officer  determines 
that  the  pleading  or  document  does  not  contain  classified  information,  he  shall  unseal  the 
submission,  and  alert  the  filing  party  to  this  fact.  The  filing  party  shall  then  submit  the  pleading 
or  document  pursuant  to  local  rules.  If  the  Court  Security  Officer  determines  that  the  pleading  or 
document  contains  classified  information,  he  shall  ensure  that  the  portion  of  the  document 
containing  classified  information  is  marked  with  the  appropriate  classification  marking  and 
remains  under  seal.  All  portions  of  all  papers  filed  that  do  not  contain  classified  information 
shall  be  immediately  unsealed  by  the  Court  Security  Officer  and  filed  pursuant  to  local  rules. 

The  original  portion  of  the  document  containing  classified  information  will  be  held  by  the  Court 
Security  Officer  for  insertion  in  the  classified  portion  of  the  record  of  trial.  The  Court  Security 
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Officer  shall  immediately  deliver  copies  of  the  entire  filed  pleading  or  document  to  the  Court  and 
opposing  counsel  in  accordance  with  appropriate  handling  procedures. 

(B)  Procedural  or  Administrative  Matters:  Any  pleading  or  document  that  is  strictly 
procedural  or  administrative  in  nature  (e.g.,  motions  for  extensions  of  time,  continuances, 
scheduling  matters,  etc.)  can  immediately  be  filed  by  the  parties  pursuant  to  local  rules  without 
the  need  for  the  Court  Security  Officer’s  review. 

(C)  Unclassified  Matters:  Any  pleading  or  document  that  a  party  believes  to  be 
unclassified  shall  be  electronically  sent  to  the  Court  Security  Officer  for  his  review.  The  time  of 
electronic  submission  to  the  Court  Security  Officer  shall  be  considered  the  date  and  time  of 
filing.  The  Court  Security  Officer  shall  promptly  examine  the  pleading  or  document  and,  if 
necessary,  in  consultation  with  representatives  of  the  original  classification  authorities,  determine 
whether  the  pleading  or  document  contains  classified  information.  If  the  Court  Security  Officer 
determines  that  the  pleading  or  document  does  not  contain  classified  information,  he  shall  alert 
the  filing  party  to  this  fact.  The  filing  party  shall  then  submit  the  pleading  or  document  pursuant 
to  local  rules.  If  the  Court  Security  Officer  determines  that  the  pleading  or  document  contains 
classified  information,  he  shall  follow  appropriate  procedures  to  correct  the  inadvertent  spillage. 
The  Court  Security  Officer  shall  then  ensure  that  the  portion  of  the  document  containing 
classified  information  is  marked  with  the  appropriate  classification  marking  and  is  placed  under 
seal.  All  portions  of  all  papers  filed  that  do  not  contain  classified  information  shall  be 
immediately  returned  to  the  filing  party  by  the  Court  Security  Officer,  so  that  the  party  may  file 
the  document  pursuant  to  local  rules.  The  original  portion  of  the  document  containing  classified 
information  will  be  held  by  the  Court  Security  Officer  for  insertion  in  the  classified  portion  of 
the  record  of  trial.  The  Court  Security  Officer  shall  immediately  deliver  copies  of  the  entire  filed 
pleading  or  document  to  the  Court  and  opposing  counsel  in  accordance  with  appropriate 
handling  procedures. 

(3)  The  Court  Security  Officer  shall  maintain  a  separate  sealed  record  for  classified 
material  and  shall  maintain  an  unclassified  index  of  such  material.  The  Court  Security  Officer 
shall  be  responsible  for  maintaining  the  secured  records  for  purposes  of  later  proceedings  or 
appeal. 

(4)  Classified  documents  and  information,  or  information  believed  to  be  classified,  shall 
only  be  discussed  in  an  area  approved  by  the  Court  Security  Officer,  and  in  which  persons  not 
authorized  to  possess  such  information  cannot  overhear  such  discussions. 

(5)  No  one  may  discuss  any  of  the  classified  information  over  any  standard  commercial 
telephone  instrument  or  any  inter-office  communication  system,  or  in  the  presence  of  any  person 
who  is  not  authorized  to  possess  such  information.  Requests  for  secure  telephones,  fax 
machines,  or  other  secure  communication  devices  must  be  submitted  to  the  Court  Security 
Officer  for  coordination. 

(6)  All  mechanical  devices  of  any  kind  used  in  the  preparation  or  transmission  of 
classified  information  in  this  case  may  be  used  only  with  the  approval  of  the  Court  Security 
Officer  and  in  accordance  with  instructions  he  shall  issue. 
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(7)  Upon  reasonable  advance  notice  to  the  Court  Security  Officer,  defense  counsel  shall 
be  given  access  during  normal  business  hours  and  at  other  times  on  reasonable  request,  to 
classified  documents  which  the  government  is  required  to  make  available  to  defense  counsel  but 
elects  to  keep  in  its  possession.  Persons  permitted  to  inspect  classified  documents  by  this 
ORDER  may  make  written  notes  of  the  documents  and  their  contents.  Notes  of  any  classified 
portions  of  these  documents,  however,  shall  not  be  disseminated  or  disclosed  in  any  manner  or  in 
any  form  to  any  person  not  authorized  to  receive  it  subject  to  this  ORDER.  Such  notes  will  be 
secured  in  accordance  with  the  terms  of  this  ORDER.  Persons  permitted  to  have  access  to  the 
documents  will  be  allowed  to  view  their  notes  within  an  area  designated  by  the  Court  Security 
Officer.  No  person  permitted  to  inspect  classified  documents  by  this  ORDER,  including  defense 
counsel,  shall  copy  or  reproduce  any  part  of  said  documents  or  their  contents  in  any  manner  or 
form,  except  as  provided  by  the  Court  Security  Officer,  after  he  has  consulted  with  the  Court. 

(8)  The  defense  shall  not  disclose  the  contents  of  any  classified  documents  or  information 
to  any  person  not  previously  approved  by  Court  or  the  Court  Security  Officer  without  first 
obtaining  the  permission  of  Court  Security  Officer.  Prior  to  obtaining  approval,  the  Court 
Security  Officer  shall  verify  (1)  the  intended  recipient  holds  the  required  security  clearance;  (2) 
that  the  intended  recipient  has  signed  the  MOU  in  Appendix  A;  and  (3)  the  intended  recipient  has 
a  need-to-know. 

(9)  Documents  that  do  or  might  contain  classified  information  shall  be  transcribed, 
recorded,  typed,  copied  or  otherwise  prepared  only  by  persons  who  have  received  an  appropriate 
approval  for  access  to  classified  information. 

(10)  If  counsel  for  the  government  advises  the  defense  that  certain  classified  information 
or  documents  may  not  be  disclosed  to  the  accused,  then  defense  counsel  shall  not  disclose  such 
information  or  documents  to  the  accused  without  prior  concurrence  of  counsel  for  the 
government  or,  absent  such  concurrence,  approval  of  the  Court.  Counsel  for  the  government 
shall  be  given  an  opportunity  to  be  heard  in  response  to  any  defense  request  for  disclosure  to  the 
accused  of  classified  information. 

(11)  All  classified  documents  and  information  to  which  any  person  is  given  access  in  this 
case  are  now  and  will  remain  the  property  of  the  United  States  Government.  At  the  conclusion 
of  this  case,  all  classified  information  provided  by  the  government  to  the  defense  shall  be 
returned  by  the  defense  upon  demand  of  the  Court  Security  Officer.  At  the  conclusion  of  trial, 
any  notes,  summaries,  or  other  documents  prepared  by  the  defense  that  do  or  might  contain 
classified  information  shall  be  destroyed  by  the  Court  Security  Officer  in  the  presence  of  civilian 
defense  counsel  or  his  designated  military  defense  counsel,  unless  otherwise  ordered  by  the 
Court. 

(12)  As  the  identity  of  government  intelligence  employees  or  the  nature  of  that  employee’s 
affiliation  with  this  case  may  be  classified,  and  as  certain  security  arrangements  may  be 
necessary  to  protect  classified  information  that  may  be  discussed,  the  defense  may  not  contact 
any  employee  of  any  government  intelligence  agency  without  making  prior  arrangements  for 
such  contact  with  the  Court  Security  Officer.  The  Court  Security  Officer  shall  ensure  that  all 
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necessary  precautions  are  taken  to  protect  classified  information  during  any  such  contact 
between  defense  and  a  government  intelligence  employee.  “Government  intelligence 
employees”  are  employees  from  the  following  organizations:  Army  Counterintelligence;  Central 
Intelligence  Agency,  Defense  Intelligence  Agency,  Department  of  Homeland  Security  Office  of 
Intelligence  and  Analysis,  Department  of  State,  Federal  Bureau  of  Investigation,  National 
Security  Agency,  Office  of  the  Director  of  National  Intelligence,  and  Office  of  the  National 
Counterintelligence  Executive. 

o.  A  copy  of  this  ORDER  shall  issue  forthwith  to  all  counsel  assigned  this  case  and  to 
civilian  defense  counsel,  with  a  further  order  that  defense  counsel  advise  the  accused  of  the 
contents  of  this  ORDER  and  furnish  him  a  copy. 

p.  Nothing  contained  in  these  procedures  shall  be  construed  as  a  waiver  of  any  right  of  the 
accused. 


It  is  so  ORDERED,  this  the _ day  of  February  2012. 


DENISE  R.  LIND 
COL,  JA 

Chief  Judge,  1st  Judicial  Circuit 


APPENDIX  A 

MEMORANDUM  OF  UNDERSTANDING 


1.  I, _ ,  understand  that  I  may  be  the  recipient  of  information  and 

intelligence  that  concerns  the  United  States  and  that  belongs  to  the  United  States.  This 
information  and  intelligence  is  classified  according  to  security  standards  set  by  the  United  States 
Government.  I  have  read,  and  understand  the  provisions  of  espionage  laws  (sections  793,  794, 
and  798  of  Title  18,  United  States  Code)  concerning  the  disclosure  of  information  relating  to  the 
national  defense,  and  I  am  familiar  with  the  penalties  for  the  violation  thereof  I  have  also  read 
and  understand  the  provisions  of  Army  Regulation  380-5,  concerning  safeguarding, 
disseminating,  transmitting  and  transporting,  storage  and  destruction,  and  loss  or  compromise  of 
classified  information. 

2.  I  agree  that  I  will  never  divulge,  publish  or  reveal,  either  by  word,  conduct  or  any  other 
means,  such  information  or  intelligence  unless  specifically  authorized  in  writing  to  do  so  by  an 
authorized  representative  of  the  United  States  Government  or  as  ordered  by  the  Court  or 
Convening  Authority. 

3.  I  understand  that  this  agreement  will  remain  binding  on  me  after  the  conclusion  of 
proceedings  in  United  States  v.  PFC  Bradley  Manning. 

4.  I  have  received,  read  and  understand  the  Protective  Order  entered  by  the  Military  Judge  on 

_ ,  in  the  case  of  United  States  v.  PFC  Bradley  Manning,  and  I  agree  to 

comply  with  the  provisions  of  said  Protective  Order. 

5.  I  understand  that  noncompliance  with  this  Order  will  be  reported  to  my  command,  and,  if 
applicable,  to  my  State  Bar  Association. 


Signature 


Date 


IN  THE  UNITED  STATES  ARMY 
FIRST  JUDICIAL  CIRCUIT 


UNITED  STATES  ) 

)  PROTECTIVE  ORDER 

V  )  TO:  COURT  SECURITY 

)  OFFICER 

MANNING,  Bradle^^PFC  ) 

U.S.  Army,  xxx-xx-^^|  ) 

Headquarters  and  Headquarters  Company,  U.S.  ) 

Army  Garrison,  Joint  Base  Myer-Henderson  Hall,  )  DATED:  _ 

FortMyer,VA  22211  ) 


1 .  This  Court  has  determined  it  necessary  for  the  Court  Security  Officer  to  verify  that 
substantive  matters  submitted  by  the  government  and  defense  do  not  contain  classified 
information,  or  if  they  do,  to  follow  appropriate  security  measures  in  order  to  protect  classified 
information. 

2.  The  provisions  of  this  ORDER  are  not  intended  to  apply  to  strictly  procedural  motions  of  the 
parties  (e.g.,  motions  for  extensions  of  time,  continuances,  scheduling  matters,  etc.). 

3.  Based  upon  the  Protective  Order  of  this  Court,  it  is  hereby  ORDERED 

a.  The  Court  Security  Officer  shall  promptly  review  the  contents  of  government  and  defense 
submissions  for  the  sole  purpose  of  determining  whether  the  submission  and  any  attachments 
contain  classified  information. 

b.  The  Court  Security  Officer  is  directed  to  limit  his  review  to  the  extent  necessary  to 
determine  whether  any  submission  and  any  attachment  contains  classified  information. 

c.  The  Court  Security  Officer  is  directed  not  to  divulge  the  contents  of  any  ex  parte 
submission  in  this  case  to  any  individual,  unless  so  ordered  by  the  Court. 

d.  Upon  completing  his  review,  the  Court  Security  Officer  shall  provide  a  written  declaration 
to  the  Court  indicating  whether  a  submission  by  counsel  is  classified  or  unclassified.  If  the  Court 
Security  Officer  determines  that  the  pleading  or  document  does  not  contain  classified 
information,  he  shall  unseal  the  submission,  and  alert  the  filing  party  to  this  fact.  The  filing  party 
shall  then  submit  the  pleading  or  document  pursuant  to  local  rules.  If  the  Court  Security  Officer 
determines  that  the  pleading  or  document  contains  classified  information,  he  shall  ensure  that  the 
portion  of  the  document  containing  classified  information  is  marked  with  the  appropriate 
classification  marking  and  remains  under  seal.  All  portions  of  all  papers  filed  that  do  not  contain 
classified  information  shall  be  immediately  unsealed  by  the  Court  Security  Officer  and  filed 
pursuant  to  local  rules.  The  original  portion  of  the  document  containing  classified  information 
will  be  held  by  the  Court  Security  Officer  for  insertion  in  the  classified  portion  of  the  record  of 
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trial.  The  Court  Security  Officer  shall  immediately  deliver  copies  of  the  entire  filed  pleading  or 
document  to  the  Court  and  opposing  counsel  in  accordance  with  appropriate  handling 
procedures. 

e.  The  Court  Security  Officer  shall  comply  with  all  requirements  stated  in  the  Court’s 
Protective  Order. 

It  is  so  ORDERED,  this  the _ day  of  February  2012. 


DENISE  R.  LIND 
COL,  JA 

Chief  Judge,  1st  Judicial  Circuit 
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UNITED  STATES  OF  AMERICA  ) 

) 

V.  ) 

) 

Mannii^  Bradley  £.  ) 

PFC,  U^.  Array,  ) 

HHQ  U.S.  Array  Ganison,  ) 

Joint  Base  Myo’-Henderson  Hall  ) 

Fort  Myo*,  Virghua  22211  ) 


RELIEF  SOUGHT 


Prosecution  Motimi 
for  Protective  Order 

21  February  2012 


The  United  States  in  the  above  case  requests  the  Court  enter  an  appropriate  protective 
order  to  guard  against  the  conqjromise  of  classified  informatbn  by  the  accused,  defense  counsel, 
and  any  individual  detailed  to  the  defense  team. 


BURDEN  OF  PERSUASION  AND  BURDEN  OF  PROOF 


The  burden  of  proof  on  any  fectual  issue  the  resolution  of  which  is  necessary  to  decide  a 
motion  shall  be  by  preponderance  of  the  evidence.  RCM  905(cX  1  )•  The  burden  of  persuasion 
on  any  factual  issue  the  resolution  of  which  is  necessary  to  decide  a  motion  shall  be  on  the 
moving  party.  RCM  905(c)(2).  Although  the  defense  is  the  original  moving  party,  the  United 
States  is  the  appropriate  moving  party  for  a  protective  order  for  classified  informatiorL  Military 
Rule  of  Evidence  (MRE)  505(gXl). 


FACTS 

The  accused  is  charged  with  twenty-two  specifications,  which  involve  documentary  and 
physical  evidence  that  contains  classified  information.  Since  9  November  201 1,  the  defense  has 
been  in  possession  of  more  than  300,000  pages  of  classified  documents  and  more  than  twenty 
forensic  images  of  digital  media  containing  classified  material.  S^  Enclosure  1.  Additionally, 
on  8  November  201 1  the  prosecution  gave  a  classified  briefing  to  defense  counsel  and  their 
expert  consuhants,  and  another  classified  briefing  on  1 8  November  2011,  which  included  the 
accused. 

On  28  July  2010,  Major  General  Terry  A.  Wolff,  Commander,  1st  Armored  Division  and 
United  States  Division-Center,  issued  a  protective  orda:  to  protect  classified  information.  See 
Enclosure  2.  On  17  September  2010,  Colonel  Carl  R.  Coffinan,  Jr.,  Commander,  Joint  Base 
Myer-Henderson  Hall,  issued  a  protective  order  to  protect  classified  information.  Sro  Enclosure 
3.  The  accused  and  all  defense  counsel  acknowledged  the  second  protective  order  by  25  March 
2011.  See  Enclosure  4. 

On  17  September  2010,  Colonel  Coffinan  appointed  Mr.  Charles  Ganiel,  U.S  Army  Test 
and  Evaluation  Command,  to  the  defense  team,  as  an  expert  consuhant  in  security  matters.  On 
12  October  2010,  Colonel  Coffinan  appointed  Mr.  Cassius  N.  Hall,  U.S.  Army  Intelligence  and 
Security  Command,  to  the  defense  team,  as  an  additional  expert  consuhant  in  security  matters. 


APPELLATE  EXHIBIT__N^[__ 
Page  of  Page(s) 
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See  Enclosure  5.  Since  their  appointment,  both  security  expert  consultants  have  worked  for  the 
defense. 

Between  25  August  2010  and  3  September  2010,  the  defense  submitted  four  requests  to 
have  the  Rule  for  Court-Martial  (RCM)  706  board  members  authorized  and  cleared  to  discuss 
classified  information,  up  to  the  "Top  Secret"  level  with  access  to  "Saisitive  Con^partmented 
Information."  After  his  initial  order  dated  1 7  September  201 0  and  with  the  concurrence  of  the 
defense,  on  22  September  2010,  Colonel  Coffinan  ordered  both  defense  security  expert 
consultants  to  determine  whether  the  accused’s  mental  impressions  were  potentially  classified, 
which  would  require  defense  counsel,  the  RCM  706  board,  and  possibly  defense  experts  to 
possess  security  clearances  at  the  higher  level.  S«  Encbsure  6.  On  1 0  November  201 0, 

Cobnel  Cofl&nan  issued  supplemental  guidance  to  the  defense  security  expert  consultants,  which 
authorized  them  limited  use  of  the  Secret  Internet  Protocol  Reouter  Network  and  Joint 
Worldwide  Intelligence  Communicatbns  System.  S^id-  On  13  Decembo- 2010,  both  defense 
security  expert  consultants  concluded  their  review  and  determined  the  accused  does  retain 
classified  informatbn  above  the  secret  level  See  id. 

On  12  October  2010,  Cobnel  Coffman  issued  an  order  directing  the  exact  bcatbns  for 
discussions  and  storage  of  classified  informatbn.  Sro  Encbsure  7.  After  the  original  order,  he 
issued  two  updates,  dated  22  June  201 1  and  10  August  201 1  respectively.  Id. 

On  19  September  2011,  the  prosecution  delivered  three  standalone  computers  to  the 
Senior  Military  Defense  Counsel  d^icated  to  the  processing  of  classified  informatbn.  These 
computers  were  and  have  been  in  defense's  control  and  freely  available  for  their  use. 

On  20  September  2011,  the  Senbr  Military  Defense  Counsel  requested  courier  cards  for 
members  of  the  defense  team  to  authorize  them  to  transport  classified  evidence  between  Trial 
Defense  Services  offices  within  the  United  States  and  prevbusly  approved  by  Cobnel  Coffinan 
for  storage  of  classified  information.  See  Encbsure  8.  On  28  September  2011,  Cobnel 
Coffinan  j^proved  this  request,  and  each  member  of  the  military  defense  team's  respective 
security  manager  issued  them  courier  cards.  Id. 

WITNESSES/EVIDENCE 


None. 


LEGAL  AUTHORITY  AND  ARGUMENT 

The  United  States  respectfully  requests  the  Court  issue  a  protective  order  pursuant  to 
MRE  505(g)(1).  At  the  request  of  the  United  States,  the  military  judge  "shall  enter  an 
appropriate  protective  order  to  guard  against  the  compromise  of  the  information  discbsed  to  the 
accused."  MRE  505(g)(1).  MRE  505(g)(1)  further  outlines  the  folbwing  provisbns  that  may  be 
included: 


(A)  Prohibiting  the  disclosure  of  the  informatbn  except  as 
authorized  by  the  military  judge; 
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(B)  Requiring  storage  of  material  in  a  manner  appropriate  for  the 
level  of  classification  assigned  to  the  documents  to  be  disclosed; 

(C)  Requiring  controlled  access  to  the  material  during  normal 
business  hours  and  at  other  times  upon  reasonable  notice; 

(D)  All  persons  requiring  security  clearances  shall  cooperate  with 
investigatory  personnel  in  any  investigations  which  are  necessary 
to  obtain  a  security  clearance; 

(E)  Requiring  the  maintenance  of  logs  regarding  access  by  all 
persons  authorized  by  the  military  judge  to  have  access  to  the 
classified  information  in  connection  with  the  preparation  of  the 
defense; 

(F)  Regulating  the  making  arxl  handling  of  notes  taken  finm 
material  containing  classified  information;  or 

(G)  Requesting  the  convening  authority  to  authorize  the 
assignment  of  government  security  persotmel  and  the  provision  of 
government  storage  focilities. 


The  United  States  includes  with  its  nwtion  a  proposed  protective  order,  which  balances 
the  requirement  to  protect  classified  information  with  the  accused  and  defense  counseb'  need  to 
access  classified  information.  Enclosures  9  and  10.  In  the  enclosed  proposed  protective 
order,  the  United  States  incorporated  all  the  provisions  above,  except  "(E)",  because  this 
requirement  seems  to  onerous  at  this  time  and  not  required.  United  States  also  combined  the 
previously  issued  protective  order,  the  nomination  of  Mr.  Jay  Prather  as  your  court  security 
officer,  the  appointment  of  the  defense  security  expert  consultants,  the  fact  the  defense  is  in 
possession  of  three  computers  authorized  to  process  classified  information,  and  the  convening 
authority's  multiple  orders  directing  the  exact  locations  for  storage  of  classified  information, 
handling,  and  couriering  of  classified  information. 


CONCLUSION 


The  United  States  requests  the  Court  enter  an  appropriate  protective  order  to  guard 
against  the  compromise  of  classified  information  by  the  accused,  defense  counsel,  and  any 
individual  detailed  to  the  defense  team. 


ASHDEN  FEIN 
CPT,  JA 
Trial  Counsel 
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1  certify  that  I  served  or  caused  to  be  served  a  true  copy  of  the  above  on  Mr.  David 
Coombs,  Civilian  Defense  Counsel  and  Major  Matthew  Kemkes,  Senior  Military  Defense 
Counsel,  via  electronic  mail,  on  21  February  2012. 


ASHDEN  FEIN 
CPT,  JA 
Trial  Counsel 


4 


o 


a 


UNITED  STATES  OF  AMERICA  ) 

) 

Prosecution  Motion 

V.  ) 

) 

for  Protective  Order 

Manning,  Bradley  E.  ) 

PFC,  U.S.  Army,  ) 

HHC,  U.S.  Army  Garrison,  ) 

Joint  Base  Myer-Henderson  Hall  ) 

Fort  Myer,  Virginia  22211  ) 

Enclosure  1 

21  February  2012 

o 


o 


To: 

Cc: 


Morrow  III.  JoDean.  CRT  USA  JFHO-NCR/MDW  SJA:  Overoaard.  Anoel  M.  CPT  USA  JFHO-NCR/MDW  SJA:  Ford. 

Arthur  D,  WOl  USA  JFHO-NCRyMDW  SJA:  Matthew  kemkes:  ToomanJoshua  J  CPT  MIL  US  USA  TRADOC: 


Boucharii.Paul  R  CPT  USA  Mil  fllSI 


Date: 


Subject: 


[Suspected  SPAM]  RE:  US  v.  PFC  BM  (Discovery  &  Meeting  Location) 
Friday,  November  04,  2011  6:04:54  PM 


Importance: 


Ashden, 


Thank  you  for  the  update.  I  look  forward  to  our  meeting  next  week.  Have  a  good  weekend. 

Best, 

David 

David  E.  Ctoombs,  Esq. 

Law  Office  of  David  E.  Coombs 

11  South  Angell  Street,  #317 

Providence,  RI  02906 

Toll  Free:  1-800-588-4156 

Local:  (508)  689-4616 

Fax:  (508)  689-9282 

coombs@aimycourtmartialdefense.com 

www.armycourtmartialdefense.com 


♦^♦Confidentiality  Notice:  This  transmission,  including  attachments,  may  contain  confidential  attorney- 
client  information  and  is  intended  for  the  person(s)  or  company  named.  If  you  are  not  the  intended 
recipient,  please  notify  the  sender  and  delete  all  copies.  Unauthorized  disclosure,  copying  or  use  of  this 
information  may  be  unlawful  and  is  prohibited. ♦♦♦ 


. Original  Message - 

Subject:  US  v.  PFC  BM  (Discovery  8i  Meeting  Location) 

From:  "Fein,  Ashden  CPT  USA  JFHQ-NCR/MDW  SJA" 
<Ashden.Fein@jfhqncr.northcom.mil> 

Date:  Fri,  November  04,  2011  6:01  pm 

To:  <coombs@armycourtmartialdefense.com >,  "Kemkes,  Matthew  J  MAJ  MIL 
USA"  <matthew.kemkes@us.army.mil>,  "Tooman,Joshua  J  CPT  MIL  US  USA 
TRADOC"  <joshua.tooman@us.army.mil>,  "Bouchard,  Paul  R  CPT  USA  MIL  (US)” 
<paul.r.bouchard.mil@mail.mil> 

CC:  "Morrow  III,  JoDean,  CPT  USA  JFHQ-NCR/MDW  SJA" 
<JoDean.Morrow@jfhqncr.northcom.mil>,  "Overgaard,  Angel  M.  OT  USA 
JFHQ-NCR/MDW  SJA"  <Angel.Overgaard@jfhqna.northcom.mil>,  "Ford,  Arthur 
D.  WOl  USA  JFHQ-NCR/MDW  SJA"  <Arthur.Ford@jfhqncr.northcom.mil> 

David, 

DISCOVERY 

Today,  we  received  final  approval  to  turn -over  the  relevant  classified 
information  contained  in  the  forensic  reports.  CW2  Santiago  signed  for  two 
sets  of  disks,  containing  the  forensic  reports  and  specific  native  files 
(BATES  00046074-00375129). 

The  production  consists  of  the  portions  of  the  forensic  reports  the  government 
intends  to  use  in  its  case.  The  associated  native  files  are  non-word 


o 


o 


processed  files,  such  as  audio/visual  files  and  spreadsheets,  and  each  has  an 
associated  placeholder  document  with  a  single  BATES  stamp. 

If  you  have  any  questions,  please  let  us  know. 

MEEUNG  LOCATION 

On  Monday,  I  will  send  out  the  exact  location  of  our  meeting.  We  are  trying 
to  reserve  a  different  conference  room  at  Fort  McNair  and  will  know  by  Monday. 
Please  plan  on  starting  by  0900. 

Thank  you  and  have  a  good  weekend. 

v/r 

Ashden 


REPLY  TO 
ATTEWTIOHOF 


Q  LNCLASSIFIED//LES  Q 

DEPARTMENT  OF  THE  ARMY 
U.S.  ARMY  MILITARY  DISTRICT  OF  WASHINGTON 
210  A STREET 

FORT  LESLEY  J.  MCNAIR,  DC  20319-5013 


ANJA-CL 


9  December  201 1 


MEMORANDUM  FOR  Mr.  David  Coombs,  Civilian  Defense  Counsel 
SLTiJECT:  Contents  of  Forensic  Cube  -  United  States  v.  PFC  Bradley  Manning 


1 .  On  9  December  2011,  the  prosecution  returned  to  you  the  electronic  storage  device  (“cube”)  which 
contains  forensic  images  of  the  following  pieces  of  evidence: 


Voucher  072-10,  Item#l 
Voucher  152-10,  Item#l 
Voucher  153-10,  Item#l 
Voucher  154-10,  Item  #1 
Voucher  162-10,  Item  #02 
Voucher  165-10,  Item  #1 
Voucher  172-10,  Item#l 
Voucher  184-10 
Voucher_009-ll,Item#l 
Voucher_020-ll,Item#l 
Voucher_051-ll,Item#l 
Voucher_053-ll,Item#l 
Voucher_060-ll,Item#l 
Voucher_067-10 
Voucher_073-10,  Item  #1 
Voucher_073-10,  Item  #2 


Voucher_078-10,  Item#l 
Voucher_099-1 1 
Voucher_l  19-10,  Item#l 
Voucher_  122-10,  Item  #1 
Voucher_123-10,  Item#l 
V oucher_  124-10,  Item  #  1 
Voucher_132-10,  Item#l 
Voucher_137-l  1 
Voucher_147-10,  Item  #2 
Voucher_147-10,  Item  #3 
VoucherJ49-1 1 
Voucher_153-10,  Item#l 
Voucher_161-10,  Item#l 
Voucher_164-10,  Item#l 
Voucher_179-l  1 


2.  Pursuant  to  the  SPCMCA  order,  dated  6  December  2011,  the  forensic  duplicates  of  the  portions  of  Mr. 
Lamo’s  HDDs  that  are  permissible  to  search  and  were  used  as  part  of  the  law  enforcement  investigation 
(Vouchers  076-10  and  077-10)  are  also  included  on  the  cube. 

3.  If  after  the  forensic  review,  you  determine  additional  forensic  evidence  is  needed,  you  are  invited  to 
request  the  information. 


ASHDEN  FEIN 
CPT,  JA 
Trial  Counsel 
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UNITED  STATES  OF  AMERICA 

V. 

Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


) 

)  Prosecution  Motion 

) 

)  for  Protective  Order 

) 

)  Enclosure  2 

) 

)  21  February  2012 

) 


o 
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DEPARTMENT  OF  THE  ARMY 

MEAOQUAFSTERS.  1ST  ARMORED  DIVISION  AND 
UNITED  STATES  DIVISION-CENTER 
CAMP  LIBERTY,  IRAQ 
APO  AE  09J44 

f  I  jui  a® 


vinvioR/wni'M  for  shf  i)isTRj3uno\ 

SnUlXT  Proiectivc  Order 


I .  In  order  u>  proteci  the  national  sccurii}’  and  pursaani  to  the  aulhoruy  granted  under  Military 
Ruic  of  Ividcnce  <MRL)  505.  relevant  e\eeuiive  orders  of  the  President  of  the  United  States,  and 
roiiiilaiions  of  the  Department  of  the  Army.  I  ORDER’ 

a.  The  following  seeuriiy  procedures.  MRE  505.  and  the  authorities  referred  to  above  vvili 
apply  to  all  matters  concerning  the  invesrigation  into  alleged  offenses,  pre-trial  negotiations,  and 
Anicie  32.  L'nifoim  Code  of  Military  Justice  (UCVIJ),  pre-trial  investigation  in  this  cause. 

h.  .As  used  herein,  the  tenn  "ciassificd  mformation  or  document"  refers  to; 

(I )  any  classified  documwit  (or  information  containec  tlterein); 

(2  tnfomiation  knovsn  by  the  accused  or  defense  counsel  to  be  classifiable; 

(3)  classified  documeiiLs  (or  information  contained  therein)  di.selosed  to  the  accused  or 
dcicnse  coansei  as  pan  of  the  procc«ding-s  in  this  case; 

(4)  classified  documents  and  infonnaiion  which  have  otherwise  beer  made  known  to  llic 
accused  oraefense  counsel  and  wliich  have  been  marked  or  described  as:  'CONEIDENTIAL." 
••SECRri."  or"10P  SECRET,  ' 

c.  .All  such  classilied  documents  and  information  coaiained  therein  .shall  remain  classified 
un.ess  ihey  bear  a  clear  indication  iliat  they  have  been  officially  declassified  by  the  Government 
agency  or  department  that  originated  the  document  or  the  inloimation  contained  therein 
(hereinafter  referred  to  a.s  the  '■nriginaling  agency"). 

d.  Tire  words  ■documents"  or  "as-sociated  materials"  as  used  in  this  Order  include,  but  arc 
not  limited  to.  all  written  or  printed  mailer  ofany  kind,  formal  or  infoimal,  including  the 
originals  and  all  non-ideniical  copies,  whether  dil'l'ereni  from  the  original  by  reason  of  any 
notation  made  on  such  copies  or  otherwise,  including,  -w  ithout  limitation,  papers, 
correspondence,  memoranda,  notes,  letters,  telegrams.  reporTS.  summaries.  intcr-OtVice  and  intra- 
office  commimicaTion.s.  notations  of  luiv  .sort  hui’etins.  teletypes,  telex,  invoices,  worksheets,  and 
all  drafc,  alterations,  modifiearion.s.  changes  and  amendment  ofany  kind  to  the  foregoing, 
graphic  or  aural  records  or  representations  of  any  kind,  including.  vviUiout  limitation, 
photographs,  chans,  graphs,  microfiche,  microfilm,  video  tanc.s.  sound  recording.s  of  any  kind. 
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nolion  piolures.  am  electronic;  mechanical  or  electric  records  or  representalioas  oi'any  icind. 
including  without  limitation,  tapes,  casscues.  d;scs.  rccordinc.  ftlms,  typevMiter  ribbons  and 
word  processor  discs  or  tapes. 

e.  The  VMtrd  "or"  should  be  interpreted  m  iiicludmu  "and"  and  vice  \ersa. 

f  Those  named  herein  are  ad\  ised  that  direct  or  indirect  ucaulhori/ca  disclosure,  retention, 
or  ncvtliuent  handlini:  of  cias.sified  information  could  cause  serious  and.  in  some  cases, 
exceptional!)  grave  damage  to  the  national  seeurii)  of  the  L'niled  States,  or  raa>  be  used  to  the 
•advantage  of  a  foreign  nation  against  the  interests  of  the  United  States,  i  hese  Sccurit) 

Procedures  are  to  ensure  that  persons  subject  to  these  Procedures  will  never  divulge  the  classified 
int'ormation  disclosed  to  them  to  anyone  who  i.s  not  authorized  h)’  the  onginaling  agenc)  and  in 
conihnnity  with  these  proi  edures. 

g  Persons  subject  to  those  Procedures  are  admonished  that  ihev  are  obligated  b>  law  and 
regulation  not  to  disclose  anv  Classified  national  security  infomtalion  in  an  unauthorized  fashion. 

h.  Person.s  suhjec'i  to  these  Procedures  are  admonished  that  any  breach  of  those 
Procedures  ma)  result  in  the  termination  of  their  acccs.s  to  classified  information.  In  addition, 
the)  .ire  admonished  that  an)  unauthonzeJ  disclosure,  possession  or  handling  ofcla.s.silted 
inlbnnation  may  conslinite  \iolaiions  of  United  States  criminal  laws,  including  hut  not  limited 
to.  the  provisions  of  Sections  641.  793.  794.  798  and  952.  Thle  18. 1  niicd  SiatesCode.  and 
Secuons  42 1  and  7i<3(b).  fide  .sO,  United  Slates  Code.  In  addition,  for  those  persons  who  are 
attorneys,  a  report  will  be  filed  with  their  Slate  Bar  A.ssociaiion. 

2.  Infonnaiion  in  the  public  domain  is  ordinarilv  not  cla.ssificd.  However,  it  c!a.ssil;ec 
information  is  reported  in  the  press  or  otherwise  enters  the  public  domain,  the  intomiauon  does 
not  lose  Its  cla.ssificd  status  merely  because  it  is  in  the  public  domain.  An>  attempt  by  rhe 
defense  to  have  classified  information  that  has  been  reported  in  the  public  domain  but  vkhieh  it 
knows  or  has  reason  to  believe  is  classil’teJ.  conlirmcd.  or  denied  at  trial  or  in  an>  public 
proceeding  in  this  ca.se  siiall  be  governed  by  Section  3  of  the  Cia.ssi!ied  Infonnation  Procedures 
.\ct.  18  tt  S.  Code  AprKrndiv  111. 

3.  Personnel  Security  Investigations  and  Clearances.  This  case  will  inv'oivc  classified  national 
sectirii)  information  or  documents,  ie  storage,  handling,  and  control  of  which  requires  special 
.security  precautions  mandated  by  si,itute.  e.vecutiv'c  orders,  and  regulations,  and  access  to  which 
requires  a  special  sccuntv  clearance. 

a.  1  he  Convening  .Authority  has  been  advised  that  the  Inv  estigatinu  Officer  has  the  requisite 
security  clearance  to  have  access  to  the  classilied  inlbmiation  and  documcnt-s  W'hich  will  be  at 
issue  in  tins  case  The  Investigating  Oiilcer  is  to  have  unfettered  access  to  ihai  elassifcd 
infonnation  necessa.’V  to  prepare  for  this  mvesligaiion.  subjea  to  requirement  in  paragraph  3.g. 
below 


D.  The  Convening  Auihontv  has  been  advised  that  the  guvcnuncni  trial  counsel  working  on 
this  ca.se  have  ihe  requisite  securil)  clearances  to  have  access  to  the  cJassiticd  mformaliivn  and 


o 
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dCf.imenls  which  will  be  ai  issue  in  this  case.  The  uo\  cnimeni  trial  coiin.sej  are  ui  have 
untcuered  access  lo  classil'ied  mfonnalion  necessary  to  prcpu^rc  tor  this  inx'csngauoru  suhjcci  to 
the  rccjuirem.er.is  in  paragraph  5.g.  below, 

c.  i'hc  C  onvening  .Xulhontv  lias  been  adv  ised  that  Private  first  Class  tPfC)  Brad.ey 
Manning's  detailed  defense  counsel  have  die  requcsitc  security  clearance  to  have  access  to  the 
relevant  and  necessary  classified  information  and  documents  which  will  be  at  issue  in  this  case. 
As  3  condition  of  receiving  classified  infomiation.  the  detailed  defense  counsel  agree  to  the 
conditions  .specilied  herein  this  order. 

J  As  .3  condition  of  receiving  classified  mlonnaiion.  anv  retained  defense  coun.sel  will 
agree  so  the  conditions  specified  herein  and  execute  all  necessary  forms  so  that  the  Government 
may  complete  the  necessary  persoruicl  security  background  investigation  lo  makes 
detenni nation  whether  defense  eoucsel  is  eligible  for  a  limned  access  auihurizaiion.  Any 
retained  defense  counsel  will  also  .sign  ihe  statement  in  paragraph  3.e.  I  pon  the  execution  and 
tiling  of  the  siaiemcnis  set  ibrth  in  paragraphs  3.e  and  3.f  by  any  retained  defense  counsel 
rcquiritig  access  to  cla.ssificd  information,  the  Government  shall  undertake,  as  expeditiously  as 
possible,  ihe  required  inquiries  to  ascenain  defense  counsel's  eligibility  for  access  to  classified 
infocmalinn. 

e.  Ibcre  are  two  conditions  precedent  to  obtaining  access  to  ihe  classified  informaiion  at 
issue  in  tliis  ease. 

(i ,  All  individuals,  other  than  die  Investigating  Officer,  Government  and 
detailed  detense  eounscis  and  personnel  of  ilie  originalmg  agency .  can  obtain  access  or,iy  after 
ha*,  ing  provided  the  necessary  infonnation  required  for,  and  having  been  granted,  a  security 
clearance  or  Limned  .Acccs.s  .Auihoriitaiion  by  the  Department  of  the  .Army  or  Department  of 
State,  through  the  Investigation  Sccunly  Officer;  aiid 

{2)  Each  person,  other  than  the  Department  of  Anny  employees  named  herein  and 
personnel  of  The  originating  agency,  before  being  grained  access  to  classified  information  must 
also  sign  a  sworn  staiemcnl  that  states: 

t fC.\ tOft-i SDL'UOt  i  \l )f-/<STA\DJ.\a 

/  y  _  mulersiond  lihir  I  /7iqv  be  the  n'cipkni  of  iniormanon 

ami  inu'lhpenie  ihcii  concer/K  rhe  .security  a!  the  UniieU  Siuiis  one)  ihal  belongs  la  ihe 
L'niied  Slates  Thh  informcitifoi  umi  irifeUim’nce.  lo^ether  \<  iih  the  methoiU  of 
cnlteciinn  and  hantllini^  it.  are  ciass'/'ied  according  lo  security  standards  established 
hi  the  l/S  Government  I  have  read  and  understand  the  provisions  nfihe  espionuxe 
fav's  (sections  "94  and  ~9d  y''  title  !<S,  I  nited  States  Code)  concemin);  the 
disclosure  of  fn/nrmation  relating  to  the  national  defense  and  the  provisions  of  the 
Inteiligence  .'dentines  Protection  Act  (section  42!  of  title  50.  United  States  Cadet  and 
I  am  familiar  with  the  penalties  provided  for  the  violation  thereof. 


o 
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2.  /  agivv  fhui  I  will  never  Jivul^v,  puhUsh  or  ri  vea!.  either  hi  word  conduct  or 

uny  other  means,  such  information  or  intdhyence  unless  spedficoHy  authorized  in 
1.^  riling  III  do  so  by  an  authorized  representative  of  the  i '.Si  Cmvennnent  or  as 
otherwise  ordered  hy  the  Court  /  further  a^ree  to  submit  for  prepubliculum  review 
any  article,  speech,  or  other  publication  derived  from  cr  base  upon  experience  or 
informutiun  gamed  in  the  course  o*  L'nitcd  Slates  v  Jh  ivate  first  i  lass  Bradley  K 
Sfannintj.  I  understand  this  review  i<  solely  la  ensure  that  no  classi  fied  national 
security  information  is  contained  therein 

j.  1  understand  that  this  agrecmeni  will  remain  binding  upon  me  after  the 

conclusion  of  the  proceedintis  in  the  case  of  I  iuted  States  v  Private  first  CUas 
Bradley  E.  \iannino 

4.  }  have  received,  read  and  understand  the  Security  Procedures  entered  h\  the 

Convening  Authority  on  _  .  2t)!i)  in  the  rase  of  L'niied Stales  c 

Private  Fir  a  Class  Bradley  E  Mannins.  relating  to  classified  informanon.  and  I 
agree  to  comply  with  the  provisions  thereof 


Signature  Date 

,Anv  VlOI.  with  a  rtlained  dei'ensc  counsel  shall  include  a  statcmeni  expressing  his 
understanding  that  the  tailurc  to  abide  b)  the  terms  ofThc-sc  Security  Procedures  s'  ill  result  in  a 
report  to  ht.s  State  Bar  Association.  Bach  such  person  executing  the  above  statement  must  lilc  an 
original  vvith  the  Invesliuatin.g  Officer  and  provide  an  original  each  to  the  Investigation  Security 
Otficer  and  the  Govemnienl  Counsel. 

f.  In  addition  to  sigjiing  the  .VIOO  in  paragraph  3  ,e,  au>  person  who.  as  a  restiU  of  this 
iinesligalion.  gainsaccess  to  inlonnation  contained  in  any  Depannient  ol'ihe  .\rniy  Special 
•Access  Program,  as  that  term  is  deiined  in  section  4.2  of  Executive  Order  12356.  to  Sensitive 
Com parime tiled  Information  tSCl).  or  to  any  information  subject  to.  Special  Category  tSPhC.AT) 
handling  procedures,  shall  sign  any  non-disclosure  agreement  v\ttieh  is  specific  to  that  Special 
.Access  Prograi-.i.  Sensitive  Compartmented  Infonnation.  or  SPECA'I  infomiarion. 

g  .Ail  otliei  requests  for  clearances  for  access  to  classified  information  in  liiis  ca-sc  by 
persons  not  named  in  these  Procedures,  or  requests  for  clearances  for  access  to  information  at  a 
higher  level  of  classification,  shall  he  made  to  the  Investigation  Security  Off'cer.  who,  upon 
approval  ot  the  Convening  Authority,  shall  promptly  process  the  requests. 

h.  Belore  any  person  subject  to  those  Security  Proccdu.'’es.  other  than  govemmcni 
inal  counsel,  detailed  defense  counsel,  and  personnel  of  the  originating  agency  who  have 
appropriate  level  security  clearances,  receives  access  to  any  classified  infonnation.  iltat  person 
shall  be  served  with  a  copy  of  these  Procedures  and  shall  execute  the  written  agreement  set  forth 
in  paragraph  3,c. 
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The  Procedures  shall  apply  :o  any  deletise  counsel  of  the  accused,  and  to  any  other 
per.sons  who  may  iater  receive  class!  tied  inibimaiion  from  the  Department  of  the  Army  <»i 
Department  of  Slate  in  connection  with  this  case, 

-  Handling  and  Proteclton  of  Classified  Information. 

a.  All  e^)unsd  shall  seek  euidance  from  the  Investigation  .Security  (JQiccr  with  regard  to 
appropriate  storage  and  use  of  classified  mformaiion. 

b.  The  Investigation  Security  Officer  will  prov  ide  appropriate  physical  .security  protection 
for  any  rriaionals  prepared  or  compiled  by  the  deren.se.  or  by  any  per:)Oii  in  relation  to  the 
preparation  of  the  accused's  defense  or  submission  under  MRE  505.  I  he  materials  and 
documents  (dclined  alxive)  requiring  physical  security  include,  without  limitation,  any  notes, 
carbon  papers,  letters,  pholographs,  dralTs.  discarded  drafts,  memoranda,  typewriter  ribbons, 
magnetic  recording,  or  other  documents  or  any  kind  or  description.  Cla-ssified  materials  prepared 
by  the  defense  shall  be  maintained  by  the  Investigation  Security  Oftieer  in  a  separate  sealed 
container  !o  which  only  the  defense  counsel  shall  have  access. 

c.  Classified  documents  and  information,  or  information  believed  to  be  classified  shall  be 
discussed  <tnly  in  an  area  approved  by  the  Investigation  Security  Officer,  and  in  which  per-sons 
not  authorized  to  possess  .such  information  cannot  overhear  such  discussions. 

J.  No  one  shall  discuss  any  classified  information  over  any  standard  commercial  telephone 
instrument  or  any  inter-ollice  communication  system,  or  in  the  presence  of  any  person  who  is  not 
authorized  to  possess  such  information 

c  Wntten  materials  prepared  for  this  case  by  the  accused  or  defense  coumsel  shall  r>e 
ira.'tscribcd.  recorded,  typed,  duplicated,  copied  or  olherw  ise  prepared  only  by  persons  who  arc 
cleared  for  access  to  such  irifomtation. 

f.  .Alt  mechanical  devices  of  any  kind  used  in  the  preparation  or  transmission  of  classified 
information  in  this  ease  may  be  used  only  wiiih  the  approval  of  the  Invc.stigation  Security  Officer 
and  in  accordance  with  instructions  he  or  she  shall  issue. 

g.  tpon  reasonable  advance  notice  of  the  Investigation  Securirv  OOicer.  defense  counsel’ 
shall  be  given  access  during  nonnal  business  hours,  and  at  other  limes  on  reasonable  request,  to 
classified  national  security  docume.rts  v.  hich  the  goventmem  is  required  to  make  available  to 
defense  counsel  but  elecus  to  keep  in  its  possc.ssion  Persons  permitted  to  inspect  eiassified 
documents  by  r.icsc  Procedures  may  make  w  ritten  notes  of  the  documents  and  their  contents. 
Notes  ol'any  ela.ssiricd  ponions  of  these  documents,  however,  shall  not  be  disseminated  or 
disclosed  in  any  manner  or  fonti  to  any  person  not  subject  to  these  Procedures.  Such  notes  will 
be  secured  in  accordance  with  the  terms  of  these  Procedures.  Persons  permitted  to  have  access  to 
classified  documents  will  be  allowed  to  view  their  notes  within  an  area  designated  by  die 
Invcst’.gatiOD  Security  Officer.  No  pcr.son  permitted  to  in.spcct  classified  documents  by  these 
Prtcedurcs.  including  defense  counsel,  shall  copy  or  reproduce  any  pan  of  said  docurnemsor 


o 
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SI  nJECT;  Pnneclivo  Order 

iMcir  comenis  in  any  manner  or  form,  excepi  as  provided  hy  :he  Invesligaiion  Securily  Olficcr. 
atier  he  or  she  has  consulted  with  Uie  Convening  Authority . 

h  Without  prior  authorization  ot'the  Depaitmcn:  of  the  /Vrmy  or  Ocpaninenl  uf  State,  there 
shall  be  no  disclosure  to  anyone  not  named  in  these  Procedures  by  persons  who  may  later  receive 
a  security  clearance  or  limited  access  authorization  tiom  the  Depanmeni  of  the  Amt\  or 
Department  of  State  in  connection  with  this  case  (except  to  or  from  government  employees 
acting  in  the  course  trf  their  official  duties)  of  any  classified  national  security  infoimation  or 
national  security  document  (or  Infonmatiun  contained  ihereint  until  such  lime,  if  ever,  that  such 
doeumenis  or  itiformation  arc  declassified. 

].  The  defense  ^all  not  disclose  the  contents  of  any  classified  documents  or  infornaiion  to 
any  person  e.xcepl  those  persons  identified  to  them  by  the  Investigating  OlTicer  a.s  having  the 
appropriate  clearances,  and  a  need  to  know. 

j.  All  persons  given  access  to  classified  informalion  ptu-suant  to  these  Procedures  are 
advised  that  all  information  to  which  they  obtain  access  by  these  Procedures  is  now-  and  will 
forever  remain  the  property  of  the  L^nitcd  Slates  Govcmmenl  They  shall  return  all  materiais 
wl'iich  may  hav  e  come  into  their  possession,  or  for  which  they  are  responsible  because  of  such 
access,  upon  demand  by  the  Investigation  Security  Officer. 

k.  .A  copy  of  these  Procedures  .shall  issue  forthwith  to  defense  counsel,  with  further  order 
Lhai  the  defense  counsel  advise  the  accii.scd  named  herein  of  ihe  contents  of  these  Procedure.s. 
and  furnish  him  a  copy .  The  accused,  through  dcfcn.se  counsel,  shall  forthwith  sign  the 
siaienients  set  forlh  in  paragraph  3.1  of  these  Procedures,  and  counsel  shall  forthwith  file  an 
original  with  the  Invesiigaling  Officer  and  provide  an  original  each  to  the  Investigation  Security 
Officer  and  the  Government  Counsel,  fhe  signing  and  filing  of  this  staicmeni  by  ihe  accused  is 
a  condition  precedent  to  lire  Jisclosiu'e  of  classified  information  to  the  accused 

5  Nothing  contained  in  these  Procedures  shall  be  constnied  as  waiv  cr  of  any  right  of  tiie 
accused 
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Major  General.  USA 
Commanding 
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17  September  2010 


MEMORANDUM  FOR  SEE  DISTRIBUTION 

SUBJECT:  Protective  Order  for  Classified  Information  -  United  States  v.  PFC  Bradley  Manning 


1 .  PURPOSE.  The  purpose  of  this  Protective  Order  is  to  prevent  the  unauthorized  disclosme 
or  dissemination  of  classified  national  security  information  in  the  subject  named  case.  Tliis 
Protective  Order  covers  all  infoniiation  and  documents  previously  available  to  the  accused  in  the 
course  of  his  employment  with  the  United  States  Government  or  which  have  been,  or  will  be, 
reviewed  or  made  available  to  the  accused,  defense  counsel,  and  otlier  recipients  of  classified 
information  in  tliis  case. 

2.  APPLICABILITY.  “Persons  subject  to  tliis  Protective  Order”  include  the  following: 

a.  tlie  Accused; 

b.  Military  and  Civilian  Defense  Counsel  and  Detailed  Military  Paralegals; 

c.  Members  of  the  Defense  Team  lAW  M.R.E.  502  and  U.S.  v.  Toledo.  25  M.J.  270 
(C.M.A.  1987); 

d.  Security  Officers; 

e.  Members  of  the  Rule  for  Coui-ts-Martial  706  Inquiry  Board;  and 

f.  Behavioral  Health  Providers  for  tlie  Accused. 

3.  ORDER.  In  order  to  protect  the  national  security  and  pursuant  to  the  authority  granted  under 
Military  Rule  of  Evidence  (MRE)  505,  relevant  executive  orders  of  tlie  President  of  the  United 
States,  and  regulations  of  the  Departments  of  Defense  and  of  tlie  Aimy,  it  is  hereby  ORDERED: 

a.  The  procedures  set  forth  in  this  Protective  Order  and  the  authorities  referred  to  above  will 
apply  to  the  Rule  for  Courts-Martial  (RCM)  706  inquiry,  Aiticle  32  investigation,  pretrial,  trial, 
post-trial,  and  appellate  matters  concerning  tliis  case. 

b.  The  term  “classified  information"  refers  to: 

( 1 )  any  classified  document  (or  infoimation  contained  therein); 
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(2)  information  known  or  tliat  reasonably  should  be  known  by  pei'sons  subject  to  tliis 
Protective  Order  to  be  classifiable.  If  persons  subject  to  this  Protective  Order  are  uncertain  as  to 
whetlier  tlie  infomiation  is  classified,  tliey  must  confirm  whetlier  the  infomiation  is  classified; 

(3)  classified  documents  (or  information  contained  therein)  disclosed  to  persons 
subject  to  tills  Protective  Order  as  part  of  the  proceedings  in  tliis  case; 

(4)  classified  documents  and  infomiation  which  have  otlierwise  been  made  known  to 
persons  subject  to  this  Protective  Order  and  which  have  been  marked  or  described  as: 
“CONFIDENTIAL”,  “SECRET",  or  'TOP  SECRET". 

c.  All  such  classified  documents  and  infomiation  contained  tlierein  shall  remain  classified 
unless  such  classified  infomiation  bear  clear  indication  they  have  been  declassified  by  tlie 
government  agency  or  department  tliat  originated  the  document  or  infomiation  contained  tlierein 
(hereinafter  referred  to  as  “original  classification  autliority”). 

d.  The  words  "documents"  or  "associated  materials"  as  used  in  tliis  Protective  Order 
include,  but  are  not  limited  to,  all  written  or  printed  matter  of  any  kind,  fomial  or  infonnal, 
including  tlie  originals  and  all  non-identical  copies,  whetlier  different  from  tlie  original  by  reason 
of  any  notation  made  on  such  copies  or  otlierwise,  including,  witliout  limitation,  papers, 
correspondence,  memoranda,  notes,  letters,  telegrams,  reports,  summaries,  inter-office  and  intra- 
office  communications,  notations  of  any  sort,  bulletins,  teletypes,  telefax,  invoices,  worksheets, 
and  all  drafts,  alterations,  modifications,  changes,  and  amendment  of  any  kind  to  tlie  foregoing, 
graphic  or  aural  records  or  representations  of  any  kind,  including,  without  limitation, 
photographs,  charts,  graphs,  microfiche,  microfilm,  video  tapes,  sound  recordings  of  any  kind, 
motion  pictures,  any  electronic,  mechanical  or  electric  records  or  representations  of  any  kind, 
including,  witliout  limitation,  tapes,  cassettes,  CDs,  DVDs,  tliumbdiives,  hard  drives,  otlier 
recordings,  films,  typewriter  ribbons  and  word  processor  discs  or  tapes. 

e.  Tlie  word  “or”  should  be  inteipreted  as  including  “and”,  and  vice  versa;  “he”  should  be 
interpreted  as  including  “she”,  and  vice  versa. 

f.  Persons  subject  to  this  Protective  Order  ai'e  advised  that  direct  or  indirect  unautliorized 
disclosure,  retention,  or  negligent  handling  of  classified  information  could  cause  serious  and,  in 
some  cases,  exceptionally  grave  damage  to  tlie  national  security  of  tlie  United  States,  or  may  be 
used  to  tlie  advantage  of  a  foreign  nation  against  the  interests  of  tlie  United  States.  Tliese 
security  procedures  are  designed  to  ensui-e  tliat  persons  subject  to  tliis  Protective  Order  will  never 
divulge  die  classified  information  disclosed  to  them  to  anyone  who  is  not  autiiorized  to  receive  it, 
witliout  prior  written  autiiorization  fironi  the  original  classification  autliority  and  in  conformity 
witii  these  procedures. 

g.  Persons  subject  to  this  Protective  Order  are  admonished  that  they  are  obligated  by  law 
and  regulation  not  to  disclose  any  classified  infomiation  in  an  unauthorized  fashion. 
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h.  Persons  subject  to  tliis  Protective  Order  are  admonished  tlrat  any  breach  of  tlie  security 
procedures  in  this  Protective  Order  may  result  in  the  termination  of  tlieir  access  to  classified 
infomiation.  In  addition,  they  ai-e  admonished  that  any  unautliorized  disclosure,  possession,  or 
handling  of  classified  information  may  constitute  violations  of  United  States  criminal  laws, 
including  but  not  limited  to,  the  provisions  of  Sections  641,  793,  794,  798,  and  952,  Title  18, 
United  States  Code,  and  Sections  421  and  783(b),  Title  50,  United  States  Code.  In  addition,  for 
tliose  persons  who  are  attorneys,  a  report  will  be  filed  witli  their  State  Bar  Association. 

4.  Prior  to  any  RCM  706  inquiry,  Ailicle  32  investigation,  or  court-martial  proceeding,  a 
security  officer  will  be  appointed  in  writing  and  served  with  a  copy  of  tliis  protective  order. 

5.  Personnel  Security  Investigations  and  Clearances 

a.  The  storage,  handling,  and  confiol  of  classified  information  requires  special  security 
precautions  mandated  by  statute,  executive  orders,  and  regulations,  and  access  to  which  require  a 
security  clearance. 

b.  Once  a  person  subject  to  this  Protective  Order  obtains  a  security  clearance  and  executes  a 
non-disclosure  agreement  (SF  312),  tliat  person  is  eligible  for  access  to  classified  information, 
subject  to  tire  convening  autliority’s  disclosure  determination. 

c.  As  a  condition  of  receiving  classified  information,  any  retained  civilian  defense  counsel 
will  agree  to  tire  conditions  specified  herein  and  execute  all  necessary  fomis  so  tliat  the 
Department  of  tlie  Army  may  complete  tlie  necessary  persomiel  security  investigation  to  make  a 
determination  whetlier  to  grant  access.  Any  retained  civilian  defense  counsel  will  also  sign  the 
Acknowledgment  of  Protective  Order  (liereinafter  “Acknowledgment”).  Any  retained  civilian 
defense  counsel  shall  also  sign  a  standard  form  nondisclosure  agreement  (SF  3 12)  as  a  condition 
of  access  to  classified  information. 

d.  In  addition  to  the  Acknowledgment,  any  person  who  as  a  result  of  tliis  case  gains 
access  to  infonnation  contained  in  any  Department  of  the  Amiy  Special  Access  Program, 
as  that  term  is  defined  in  Executive  Order  13526  [or  for  events  occurring  before  27  June 
2010,  E.O.  12958],  or  to  Sensitive  Compartmented  Information  (SCI),  shall  sign  any 
nondisclosure  agreement  which  is  specific  to  that  Special  Access  Program  or  to  that 
Sensitive  Compartmented  Infomration. 

e.  All  otlier  requests  for  clearances  for  access  to  classified  information  in  this  case  for 
persons  not  named  in  this  Protective  Order  or  for  clearances  to  a  higher  level  of  classification, 
shall  be  made  tlirough  the  trial  counsel  to  the  convening  autliority. 

f  The  security  procedures  contained  in  tliis  Protective  Order  shall  apply  to  any  civilian 
defense  counsel  retained  by  the  accused,  and  to  any  otlier  persons  who  may  later  receive 
classified  infomiation  from  the  U.S.  Department  of  the  Amiy  in  connection  witli  this  case. 

6.  Handling  and  Protection  of  Classified  Information 
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a.  All  persons  subject  to  tliis  Protective  Order  shall  seek  guidance  from  tlieir  respective 
security  officers  witli  regard  to  tire  appropriate  storage  and  use  of  classified  inforaiation. 

b.  Tire  defense  security  officer  will  ensure  appropriate  physical  security  protection  for  any 
materials  prepared  or  compiled  by  the  defense,  or  by  any  person  in  relation  to  tire  preparation  of 
the  accused’s  defense  or  submission  under  MRE  505.  The  materials  and  documents  (defined 
above)  requiring  physical  security  include,  witlrout  limitation,  any  notes,  carbon  papers,  letters, 
photographs,  drafts,  discarded  drafts,  memoranda,  typewriter  ribbons,  computer  diskette, 
CD/DVDs,  magnetic  recording,  digital  recordings,  or  otlrer  docunrents  or  any  kind  or 
description. 

c.  Classified  infomiation,  or  information  believed  to  be  classified,  shall  only  be  discussed  in 
an  area  approved  by  a  security  officer,  and  in  which  persons  not  autliorized  to  possess  such 
information  cannot  overhear  such  discussions. 

d.  No  one  shall  discuss  any  classified  information  over  a  standard  commercial  telephone 
instrument,  an  inter-office  communication  system,  or  in  the  presence  of  any  person  who  is  not 
autliorized  to  possess  such  infomiation. 

e.  Written  materials  prepared  for  this  case  by  persons  subject  to  tliis  Protective  Order  shall 
be  transcribed,  recorded,  typed,  duplicated,  copied,  or  otlierwise  prepared  only  by  persons  who 
have  received  access  to  classified  infomiation  pursuant  to  tlie  security  procedures  contained  in 
tliis  Protective  Order. 

f  All  mechanical  devices,  of  any  kind,  used  in  tlie  preparation  or  transmission  of  classified 
infomiation  in  tliis  case  may  be  used  only  witli  tlie  approval  of  a  security  officer. 

g.  Upon  reasonable  advance  notice  to  the  trial  counsel  or  a  security  officer,  defense  counsel 
shall  be  given  access  during  normal  business  hours  and  at  otlier  times  on  reasonable  request,  to 
classified  documents  which  the  government  is  required  to  make  available  to  defense  counsel  but 
elects  to  keep  in  its  possession.  Persons  pemiitted  to  inspect  classified  documents  by  tliis 
Protective  Order  may  make  written  notes  of  the  documents  and  their  contents.  Notes  of  any 
classified  portions  of  these  documents,  however,  shall  not  be  disseminated  or  disclosed  in  any 
niamier  or  fomi  to  any  person  not  subject  to  tliis  Protective  Order.  Such  notes  will  be  secured  in 
accordance  witli  tlie  terms  of  tliis  Protective  Order.  Persons  pemiitted  to  have  access  to 
classified  documents  will  be  allowed  to  view  tlieir  notes  ivithin  an  area  designated  by  a  security 
officer.  No  person  pemiitted  to  inspect  classified  documents  by  tliis  Protective  Order,  including 
defense  counsel,  shall  copy  or  reproduce  any  part  of  said  documents  or  tlieir  contents  in  any 
manner  or  form,  except  as  provided  by  a  security  officer,  after  he  has  consulted  witli  tlie  trial 
counsel. 

h.  Tlie  persons  subject  to  this  Protective  Order  shall  not  disclose  the  contents  of  any 
classified  documents  or  information  to  any  person  not  named  herein,  except  tlie  trial  counsel  and 
military  judge. 
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i.  All  persons  given  access  to  classified  infonnation  pursuant  to  tliis  Protective  Order  are 
advised  tliat  all  information  to  which  they  obtain  access  by  the  Protective  Order  is  now  and  will 
forever  remain  the  property  of  the  United  States  Government.  They  shall  return  all  materials 
which  may  have  come  into  their  possession,  or  for  which  they  are  responsible  because  of  such 
access,  upon  demand  by  a  security  officer. 

j.  All  persons  subject  to  this  Protective  Order  shall  sign  tlie  Acknowledgment,  including  tlie 
defense  counsel  and  accused.  The  signing  and  filing  of  tliis  Acknowledgment  is  a  condition 
precedent  to  the  disclosure  of  any  classified  infonnation  to  any  person  subject  to  tliis  Protective 
Order. 

7.  Tliis  Protective  Order  supersedes  all  previous  protective  orders.  Nothing  contained  in  tliis 
Protective  Order  shall  be  construed  as  a  waiver  of  any  right  of  the  accused. 


cAjIL  R.  COFFMAN,  JR 
COL,  AV 
Commanding 


DISTRIBUTION: 

1 -Trial  Counsel 
1 -Civilian  Defense  Counsel 
1 -Senior  Military  Defense  Counsel 
1 -Accused 
1 -Defense  Experts 
1-R.C.M.  706  Inquiry  Board 
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MEMORANDUM  FOR  Convening  Authority 

SUBJECT:  Acknowledgment  of  Protective  Order  for  Classified  Information  -  United  States  v.  PFC 
Bradley  Manning 


1 .  1,  understand  that  1  may  be  the  recipient  of  information  and 

intelligence  that  concerns  the  present  and  future  security  of  the  United  States  and  that  belongs  to  the 
United  States.  This  information  and  intelligence,  together  with  the  methods  of  collecting  and  handling  it, 
are  classified  according  to  security  standards  set  by  the  US.  Government.  I  have  read  and  understand  the 
provisions  of  the  espionage  laws  (18  U.S.C.  §§  793,  794,  and  798)  concerning  the  disclosure  of 
information  relating  to  the  national  defense  and  the  provisions  of  the  Intelligence  Identities  Protection  Act 
(50  U.S.  C.  §  421)  and  1  am  familiar  with  the  penalties  for  the  violation  thereof.  1  have  also  read  and 
understand  the  provisions  of  Army  Regulation  380-5,  concerning  safeguarding,  disseminating, 
transmitting  and  transporting,  storage  and  destruction,  and  loss  or  compromise  of  classified  information. 

I  understand  these  provisions  of  the  law  and  Army  Regulation  are  available  at  the  Military  Justice 
Section,  Office  of  the  Staff  Judge  Advocate,  US.  Army  Military  District  of  Washington,  Fort  Lesley  J. 
McNair,  DC,  203 19. 


2.  1  understand  that  the  unauthorized  disclosure,  unauthorized  retention,  and  negligent  handling  of 
classified  information  by  me  could  cause  damage  or  irreparable  injury  to  the  United  States  or  could  be 
used  to  advantage  by  a  foreign  nation  or  enemy  of  the  United  States.  1  hereby  agree  that  I  will  never 
divulge  classified  information  to  anyone  unless:  (a)  1  have  officially  verified  that  the  recipient  has  been 
properly  authorized  by  the  United  States  Government  to  receive  classified  information;  (b)  I  have  been 
given  prior  written  notice  of  the  authorization  of  the  United  States  Government  Department  or  Agency 
responsible  for  the  classification  of  the  information  or  last  granting  me  a  security  clearance  that  such 
disclosure  is  permitted;  or  (c)  as  ordered  by  the  Convening  Authority.  I  understand  that  if  I  am  uncertain 
about  the  classification  status  of  information,  1  am  required  to  confirm  from  an  authorized  official  that  the 
information  is  unclassified  before  I  may  disclose  the  information,  except  as  provided  in  (a),  (b),  or  (c) 
above.  I  further  understand  that  1  am  obligated  to  comply  with  laws  and  regulations  that  prohibit  the 
unauthorized  disclosure  of  classified  information.  I  understand  that  any  breach  of  this  agreement  may 
result  in  the  termination  of  any  access  to  classified  information.  I  recognize  that  this  agreement  including 
its  provision  for  the  termination  of  access  to  classified  information  does  not  constitute  a  waiver  of  the 
United  States’  right  to  prosecute  me  for  any  statutory  violation. 


3.  I  understand  that  I  will  remain  bound  to  this  agreement  after  the  conclusion  of  proceedings  in  United 


4.  1  read  and  understand  the  Protective  Order  by  the  Convening  Authority,  dated  17  September  2010,  in 
the  case  nf  United  States  v.  PFC  Bradley  Manning,  relating  to  classified  informatioa  and  I  agree  to 
comply  with  the  provisions  thereof. 


5 .  I  understand  that  if  I  am  a  lawyer,  noncompliance  with  this  Protecti^ 
State  Bar  where  I  am  admitted  to  practice  law.  ^ 


will  be  reported  to  any 


DATE  SI^^ATCRE 

Witnessed,  sworn  and  subscribed  to  before  me  this1^_  day  of  _ .1*11  . 


IS  /Wie  \( 


SIGNAT1 


DATE 


o 


Q 


MEMORANDUM  FOR  Convening  Airthority 

SUBJECT:  Ackraiwledgment  of  Protective  Order  for  OassHied  information  -  United  States  v.  PFC 
Bradley  Manning 

1 .  ],  ^  understSnd  thaft  I  may  be  the  recipient  of  infonnation  and 

intelligence  that  concerns  the  f^esettl  and  future  security  of  the  United  States  and  that  belongs  to  the 
United  States,  This  information  and  intelligence,  together  with  the  methods  ofcoMertfng  and  handling  it, 
are  classified  according  to  security  standards  set  by  the  U.S.  Government,  i  have  read  and  understand  the 
provisions  of  the  espionage  laws  (18  U.S.C,  §§  793. 794.  and  79»>co!icerning  the  disclosure  of 
information  relating  to  the  national  defense  and  the  provislans  of  the  Intelligence  Identities  Protection  Act 
(50  U.S,  C.  §  421)  and  I  am  familiar  with  the  penaltiesfor  the  violation  thereof.  I  have  alsoseadand 
understand  the  previsions  of  Anny  Regulation  380-5.  concerning  safeguarding,  dissemhating, 
tran^itting  and  transporting,  storage  and  destruction,  and  loss- or  compponrise  of  ciasdified  infoitnafiors. 

I  understand  these  provisions  of  the  taw  and  Arfny  Regulation  are  available  at  the  Military  Justice 
Section.  Office  of  the  Staff  Judge  Advocate.  U.S.  Army  Military  District  of  Washington.  Fort  L€;^8y  J-. 
McNair.  DC.  203 1 9. 

2.  1  understand  that  the  unauthorized  disclosure,  unauthorized  reteotion,  and  qagligeot  handiiag  ift 
class!  fied  information  by  me  could  cause  damage  or  irreparable  injury  to  the  United  States  m  could  be 
used  to  advanta^  by  a  foreign  nation  or  enemy  of  the  United  States.  I  here%  agree  that  I  wilt  neVter 
divulge  classified  infotmation  to  anyone  unless;  (a) !  have  officially  verified  that  the  recipient  has  been 
properly  authorized  by  the  United  States  Government  to  receiveclassffied  irtformariort;  (b}  I  have  been 
given  poor  written  notice  of  the  authorization  of  the  United  States  Government  Department  w  Agency 
responsible  for  the  classification  of  the  information  or  last  graiting  me  a  securi^  clearance  that  such 
disclosure  is  permitted;  or  (p)  as  ordered  try  the  Convening  Authority.  I  uiKlerstarrd  that  if  I  am  uncertain 
about  the  classification  status  of  informatron,  1  am  required  to  confirm  from  an  ailthori^  official  that  ^ 
information  is  unclassified  before  1  may  disclose  the  mftffmeRion.  except  as  provided  in  (a),  (b).  or  {c) 
above.  I  further  understand  that  I  am  oblipted  to  comply  with  laws  and  regulations  that  prdlibit 
unautlwrized  disclosure  of  classified  information.  I  understand  that  any  breach  of  this  agreement  may 
result  in  the  termination  of  any  access  to  class!  fied  hribitnation.  I  recognize  that  this  agreement  inefudhtg 
its  provision  for  the  termination  of  access  to  classified  infoimalion  does  not  constitute  a  waiver  of  the 
United  Slates’  right  to  prosecute  me  for  any  statutory  violation. 

3.  I  understand  that !  will  remain  bound  to  this  agreement  after  the  conclusion  of  proceedings  in  UHttsd 
States  V.  PFC  giadlev  Manning. 

4.  1  read  and  understand  the  Protective  Order.by  the  Convaiing  Authority,  dated  H  September  20K),  in 
the  case  of  United  Stales  v  PFC  Bradley  Manning,  relating  to  oiassified  infonnation.  and  I  agree  to 
comply  with  the  provisiwis  thereof. 

5.  I  understand  that  if  I  am  a  iawyff ,  noncompliaiK*  with  this  Protective  Order  will  be  reported  to  any 


o 


o 


MEMORANDUM  FOR  Convening  Authority 

SUBJECT:  AcJmowledgment  of  Proteatve  Order  for  Classified  Information  -  WtedSl^v,  fgC 
Rpiitlev  Manning 


1 .  .  understand  that  I  may  be  the  recipient  of  information  and 
intelligence  that  concerns  the  present  and  future  security  of  the  United  States  and  that  belongs  to  the 
United  States.  This  information  and  intelligence,  together  with  the  methods  of  collecting  and  handling  it, 
are  classified  according  to  security  standards  set  by  the  U.S.  Oovemment.  I  have  read  and  undentand  the 
provisions  of  the  espionage  laws  (18  U.SjC.  §§  793,  794,  and  798)  concerning  the  disclosure  of 
information  relating  to  the  national  defense  and  the  provisions  of  die  Intelligence  Idoitities  Protection  Act 
(50  U.S,  C,  §  421)  and  I  am  fiimiliar  with  the  penalties  for  the  violation  thereof.  I  have  also  read  and 
understand  the  provisions  of  Army  Regulation  380-5,  concerning  safeguarding,  disseminatii^ 
transmitting  and  transporting,  storage  and  destruction,  and  loss  or  compromise  of  classified  infoimation. 

I  understand  these  provisions  of  the  law  and  Army  Regulation  are  available  at  the  Military  Justice 
Section,  Office  of  the  Staff  Judge  Advocate,  U.S,  Amy  Military  District  of  Washington,  Fort  Lesley  J. 
McNair,  DC,  20319. 

2.  I  tmderstand  that  the  unamhorized  disclosure,  unauthorized  retention,  and  negli^t  handling  of 
classified  information  by  me  could  cause  damagie  or  irtep^We  injury  to  the  United  States  or  could  be 
used  to  advantage  by  a  foreign  nafion  or  enemy  of  the  United  States.  I  hereby  agree  fhal  I  will  tasva 
divulge  classified  information  to  ar^one  unless:  (a)  1  have  officially  verified  that  the  recipient  has  been 
pn^ly  authorized  by  flic  United  States  Goveininent  to  reemve  classified  infbrmatkm;  (b)  I  have  been 
given  prior  written  notice  oftheaufoorization  of  the  United  States  Goivemment  Department  or  Agmicy 
responsible  for  the  classification  of  the  information  or  last  granting  me  a  security  clearance  diat  such 
disclosure  is  permitted;  or  (c)  as  ordered  by  foe  Convening  Authority.  1  understand  that  if  1  am  uncertain 
about  the  classification  status  of  information,  I  am  required  to  confiim  fiom  an  authorized  official  that  foe 
information  is  unclassified  before  I  may  disclose  the  infonnati«i,  except  as  provided  in  (a),  (b),  or  (c) 
above.  1  further  understand  that  I  am  obligated  to  comply  with  laws  and  regulations  that  prohibit  foe 
unauthorized  disclosure  of  classified  information.  I  understand  that  any  breach  of  this  agreement  may 
result  in  the  termination  of  any  access  to  classified  informatioa  I  recognize  that  this  agreonent  including 
its  provision  for  the  termination  of  access  to  classified  information  does  not  constitute  a  waiver  of  foe 
United  States’  right  to  prosecute  me  for  any  statutory  violation. 


3.  1  understand  that  I  will  remain  bound  to  this  agreement  after  the  condusion  of  proceedings  in  United 
States  V.  PFC  Rndlev  Mmniny. 


4.  I  read  and  understand  the  Protective  Order  by  the  Convening  Authority,  dated  1 7  September  2010,  in 
the  case  of  tJnilad  States  v.  PFC  toHlw  Mannitm.  relating  to  classified  information,  and  I  agree  to 
comply  with  the  provisions  thereof. 


5.  I  understand  that  if  I  am  a  lawyer,  ntmcompliance  with  tl^ 
State  Bar  where  I  am  admitted  to  practice  law. 

/UifU 

date  Signature 

Witnessed,  sworn  and  subscribed  to  before  me  this^  day  of 


Order  will  be  repoefod  to  any 


f//gW/0  , 

LTP  • 


o 


Q 


Mf-MORANDIJM  FOR  Convening  Authority 


SUBJliCK:  Ackrwwtedgment  of  Protective  Order  for  Classified  Information  -  iiniled  SialCS  V.  PF.C 

Uradlcv  Manninu 

!■  Ikfr-TTHtW  undeistand  that  1  may  be  tlie  recipient  of  information  and 

intciiigciKe  that  concerns  the  present  and  future  security  of  the  United  States  and  that  belongs  to  the 
United  Suites.  This  information  and  intelligence,  together  with  the  methods  of  collecting  and  handling  it, 
arc  classified  according  to  security  standards  set  by  the  U.S.  Government.  I  have  read  and  understand  the 
provisions  of  the  espionage  laws  (18  U.S.C.  §§  793,  794,  and  798)  concerning  the  disclreure  of 
ittlurnuitioti  relaling  to  the  national  defense  and  the  provisions  of  the  Intelligence  Identities  Protection  Act 
^50  IJ.K,  C.  tj  42 1 )  and  I  ;im  familiar  with  the  penalties  for  the  violation  thereof.  I  have  ^so  read  and 
understand  the  provisions  of  Army  Regulation  380-5,  coneanit\g  safeguarding,  disseminating, 
transmitting  and  transporting,  storage  and  destruction,  and  loss  or  compromise  of  classified  information. 

I  uniler.staiid  tirese  provisions  of  the  law  and  Army  Regulation  arc  available  at  the  Military  justice 
Sect  ion,  ( tlTicc  of  the  Staff  J  udge  Advocate,  U.S.  Army  Military  District  of  Wa.shington,  Fort  Usley  J. 
McNair.  DC'.  20319, 

2.  I  tinilcfstiind  that  the  unauthoiiijed  disclosure,  unauthorized  retention,  and  negligent  handling  of 
ckissificd  infbrmalion  by  me  could  cause  damage  or  irreparable  injury  to  llie  United  States  w  could  be 
used  U)  iidvantagtf  by  u  flirtfign  nation  or  enemy  of  the  United  States.  1  hereby  ^rce  that  I  will  never 
divulge  clitsiified  itifonmlion  to  anyone  unless;  <a)  I  have  officially  verified  that  the  recipient  has  been 
prt>|wrly  auiliori/.ed  by  the  United  Slates  Government  to  receive  classified  information;  (b)  1  have  been 
jiiven  prior  written  notice  of  the  authorization  of  die  United  States  Government  Department  or  Agency 
rcsjHvusibie  i'or  the  classification  of  the  information  or  last  gsaniing  me  a  security  clearance  that  such 
di.sdnsarc  k  pcrmiltcd;  or  (c)  as  ordered  by  the  Convening  Authority.  1  understand  tliat  if  1  am  uncertain 
abuiii  the  class! Ikatiwn  status  of  information,  I  am  required  to  confirm  from  an  authorized  official  that  the 
information  is  unclassified  before  I  may  disclose  Hie  i.nformalion,  except  as  provided  in  (a),  (b),  or  <c) 
above.  1  lorther  um.lerstand  that  1  am  obligated  to  comply  with  laws  and  regulations  that  prohibit  the 
uiiaiithoi  ized  disclosure  of  classified  information.  I  understand  tliat  any  breach  of  this  agreement  may 
result  in  tlie  termination  of  any  access  to  classified  information.  1  recognize  that  this  agreement  including 
its  provision  for  the  termination  o  f  access  to  classified  infomiation  docs  not  constitute  a  waiver  of  the 
United  Suites'  right  to  prosecute  me  for  any  statutory  violation. 

.3,  I  understand  that  I  will  remain  bound  to  this  agreement  after  the  conclusion  of  proceedings  in  United 
Stales  V.  PI  C  Bradley  Manning 

! ,  I  read  and  understand  the  Protective  Order  1^  the  Convening  Authority',  dated  1 7  September  20 1 0,  in 


the  case  of  Unit 


comply  with  the  provisions  llicrcol 

5,  1  ii!idcr.siaiHl  ihai  if  1  am  a  lawyer,  noncompliance  with  this  Protective  Order  will  be  reported  to  any 
Suite  liar  where  I  urn  admitted  to  practice  law. 


I  )ATU 


Witnessed,  sworn 


UAT1: 


,  and  subscribed  to  before  me  this  ^ 


o 


0 


MEMORANDUM  FOR  Convening  Authority 

SUBJECT:  Acknowledgment  of  Protective  Order  for  Classified  Information  -  Unilcd  Statg?  V  -PFC 
Bradley  Manning 


1 .  I,  C PT  Atu  I  jRaulLi/J  understand  that  I  may  be  the  recipient  of  information  and 
intelligence  that  concerns  the  present  and  future  security  of  the  United  States  and  that  belongs  to  the 
United  States.  This  information  and  intelligence,  together  with  the  methods  of  collecting  and  handling  it, 
arc  classified  according  to  security  standards  set  by  the  U.S.  Government.  I  have  read  and  understand  the 
provisions  of  the  espionage  laws  ( 1 8  U.S.C.  §§793.  794,  and  798)  concerning  the  disclosure  of 
information  relating  to  the  national  defense  and  the  provisions  of  the  Intelligence  Identities  Protection  Act 
(50  U.S.  C.  §  42 1 )  and  I  am  familiar  with  the  penalties  for  the  violation  thereof  I  have  also  read  and 
understand  the  provisions  of  Army  Regulation  380-5,  concerning  safeguarding,  disseminating, 
transmitting  and  transporting,  storage  and  destruction,  and  loss  or  compromise  of  classified  information. 

I  understand  these  provisions  of  the  law  and  Army  Regulation  are  available  at  the  Military  Justice 
Section.  Office  of  the  Suff  Judge  Advocate,  U.S.  Army  Military  District  of  Washington,  Fort  Lesley  J. 
McNair,  DC,  20319. 


2.  1  understand  that  the  unauthorized  disclosure,  unauthorized  retention,  and  negligent  handling  of 
classified  information  by  me  could  cause  damage  or  irreparable  injiay  to  the  United  States  or  could  be 
used  to  advantage  by  a  foreign  nation  or  enemy  of  the  United  States.  I  hereby  agree  that  I  will  never 
divulge  classified  information  to  anyone  unless:  (a)  1  have  officially  verified  that  the  recipient  has  been 
properly  authorized  by  the  United  States  Government  to  receive  classified  information;  (b)  I  have  been 
given  prior  written  notice  of  the  authorization  of  the  United  States  Government  Department  or  Agency 
responsible  for  the  classification  of  the  information  or  last  granting  me  a  security  clearance  that  such 
disclosure  is  permined;  or  (c)  as  ordered  by  the  Convening  Authority.  I  understand  that  if  I  am  uncertain 
about  the  classification  status  of  information,  I  am  required  to  confirm  from  an  authorized  official  that  the 
information  is  unclassified  before  I  may  disclose  the  information,  except  as  provided  in  (a),  (b),  or  (c) 
above.  1  further  understand  that  1  am  obligated  to  comply  with  laws  and  regulations  that  prohibit  the 
unauthorized  disclosure  of  classified  information.  1  understand  that  any  breach  of  this  agreement  may 
result  in  the  termination  of  any  access  to  classified  infiMmation.  I  recognize  that  this  agreement  including 
its  provision  for  the  termination  of  access  to  classified  information  does  not  constitute  a  vraiver  of  the 
United  States’  right  to  prosecute  me  for  any  statutory  violation. 


3.  I  understand  that  I  will  remain  bound  to  this  agreement  after  the  conclusion  of  proceedings  in  United 
States  V.  PFC  Bradley  Manning. 


4.  I  read  and  understand  the  Protective  Order  by  the  Convening  Authority,  dated  1 7  September  2010,  in 
the  case  of  United  States  v.  PFC  Bradley  Manning,  relating  to  classified  information,  and  1  agree  to 
comply  with  the  provisions  thereof. 

5.  1  understand  that  if  I  am  a  lawyer,  noncompliance  with  thi^J»ytective  CWer  will  be  reported  to  any 
State  Bar  where  I  am  admitted  to  practice  law. 

n/  TuL  ^0// 

DATE  J 


Witnessed,  sworn  and  subscribed  to  before  me  this^\  day  of 


rOFTHE 
HQ.  USAQ,  FQQM 
Office  of  the  Staff  Judge 
4217  Roberts  Ave 
Fort  George  6.  Meade.  MD  2075&«030 

cnsncnrNAi  iiecAaiiv 


56T|  USfrwy 

^  MY  COMMISSION  EXPIRES. 
IndAf  Anth  Iftll  .S.C.  1044a 


o 


0 


UNITED  STATES  OF  AMERICA 

V. 

Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


) 

)  Prosecution  Motion 

) 

)  for  Protective  Order 

) 

)  Enclosure  5 

) 

)  21  February  2012 

) 


o 


REPLY  TO 
ATTEf^lONOF 


Q 


DEPARTMENT  OF  THE  ARMY 

JOINT  BASE  MYER-HENDERSON  HALL 
204  LEE  AVENUE 

FORT  MYER,  VIRGINIA  22211-1199 


IMND-MHH-ZA 


17  September  2010 


MEMORANDUM  FOR  Mr.  David  E.  Coombs,  Civilian  Defense  Counsel 

SUBJECT:  Appointment  of  Defense  Security  Expert  Consultant-  U.S.  v.  RFC  Bradley  Manning 


I  appoint  Mr.  Charles  Ganiel,  U.S.  Amiy  Test  and  Evaluation  Command,  as  an  expert  consultant 
in  seciu-ity  matters  for  the  defense  in  the  above-named  case.  I  turtlier  direct  that  Mr.  Ganiel  be 
designated  a  member  of  the  defense  team  under  U.S.  v.  Toledo,  25  M.J.  270  (C.M.A.  1987)  and 
Military  Rule  of  Evidence  502.  This  expert  appointment  is  at  no  expense  to  the  United  States 
beyond  mileage  reimbursement,  if  applicable. 


CARL  R.  COFFMAN,  JR. 
COL,  AV 
Commanding 


o 


o 


DEPARTMENT  OF  THE  ARMY 

JOINT  BASE  MYER-HENOERSON  HAU. 
204  LEE  AVENUE 

FORT  MYER.  VIRGINIA  22211-1199 


1  2  OCT  2''i0 


IMND-MIIH-ZA  - — 

MHMOR-ANOl.  M  lOK  Mr.  David  k.  t’mimb.'!.  Civilian  Defense  Coun.scl 

SUBJF.CT;  Appoiniincu  of  Addidonal  Defense  Sccuriiy  Expert  Consultant  -  U.S.  v.  PFC 
Bradley  Manninu 

In  response  to  your  request  lor  an  additional  security  expert  dated  28  September  2010, 1  appoint 
Mr.  Cassius  N.  I  tail,  U.S.  Army  Intelligence  and  Security  Command,  as  an  additional  expert 
consultant  in  security  matters  for  the  defense  in  the  above-named  ease.  1  further  direct  that  Mr. 

1  tail  be  designated  a  member  of  the  defense  team  under  U.S.  v.  Toledo,  25  M.J.  270  (C.M.A. 
19X7  )  and  Miliiaiy  Rule  of  Hvidence  502.  This  expert  appointment  is  at  no  expense  to  the 
United  Slates  beyond  nuleagc  reimbursement,  if  applicable. 


CARL  R.  COFFMAN.  JR 
COL,  AV 
Commanding 


o 


o 


UNITED  STATES  OF  AMERICA 


Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


) 

)  Prosecution  Motion 

)  for  Protective  Order 

) 

)  Enclosure  6 

) 

)  21  February  2012 

) 


o 


o 


REPLY  TO 
ATTENTION  OF 


DEPARTMENT  OF  THE  ARMY 

JOINT  BASE  MYER-HENDERSON  HALL 
204  LEE  AVENUE 

FORT  MYER,  VIRGINIA  22211-1199 


IMND-MHH-ZA 


17  September  2010 


MEMORANDUM  FOR  Mr.  David  E.  Coombs,  Civilian  Defense  Counsel 

SUBJECT:  Preliminary  Classification  Review  of  the  Accused’s  Mental  Impressions  -  U;S  w 
PFC  Bradley  Manning 


1.  According  to  your  four  requests,  dated  25  August  2010, 26  August  2010,  3  September  2010 
(Expert),  and  3  September  2010  (Defense  Team),  the  accused’s  mental  impressions  are 
potentially  classified  TS/SCI,  which  would  require  defense  counsel,  the  RCM  706  board,  and 
any  defense  expert  to  possess  security  clearances  at  the  TS/SCI  level,  in  order  to  allow  the 
accused  to  folly  participate  in  his  defense  and  board. 

2.  Order.  No  later  than  24  September  2010  and  absent  an  extension  by  me,  the  accused  is 
ordered  to  meet  with  your  security  expert  consultant  and  disclose  the  classified  information,  he 
wishes  to  discuss  with  you,  the  defense  team,  his  detailed  behavioral  health  providers,  and  the 
RCM  706  board.  Your  security  expert  will  take  notes  and  conduct  a  preliminary  classification 
review  of  this  information. 

3.  Preliminary  Classification  Review.  No  later  than  4  October  2010  and  absent  an  extension 
by  me,  the  defense  security  expert  consultant  will  conduct  his  preliminary  classification  review 
of  the  information  and  provide  you  and  the  Trial  Counsel  with  a  brief  summary  of  the  review, 
without  releasing  any  privileged  and  substantive  information  from  the  accused’s  disclosures. 

4.  Should  the  defense  expert  initially  classify  the  disclosed  information  at  a  level  above  Secret, 
the  United  States  will  continue  to  work  diligently  to  comply  with  your  requests  to  have  defense 
counsel,  the  defense  expert,  and  the  RCM  706  board  folly  cleared  to  discuss  classified  matters 
with  the  accused. 

5.  The  notes  from  the  defense  security  expert’s  meeting  witli  the  accused  will  remain  privileged 
and  be  turned  over  to  you  at  the  conclusion  of  the  preliminary  review,  subject  to  any  security 
concerns  that  may  be  raised  by  the  information. 


COL,  AV 
Commanding 
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22  September  2010 


MEMORANDUM  FOR  Mr.  David  E.  Coombs,  Civilian  Defense  Counsel 


SUBJECT:  Preliminary  Classification  Review  of  the  Accused’s  Mental  Impressions  -  U-S-V. 
PFC  Bradley  Manning 


1 .  According  to  your  four  requests,  dated  25  August  2010, 26  August  2010,  3  September  2010 
(Expert),  and  3  September  2010  (Defense  Team),  the  accused’s  mental  impressions  are 
potentially  classified  TS/SCI,  which  would  require  defense  counsel,  the  RCM  706  board,  and 
any  defense  expert  to  possess  security  clearances  at  the  TS/SCI  level,  in  order  to  allow  the 
accused  to  fully  participate  in  his  defense  and  board. 

2.  Order.  No  later  than  8  October  2010  and  absent  an  extension  by  me,  the  accused  is  ordered 
to  meet  with  your  security  expert  consultant  and  disclose  the  classified  information  the  accused 
wishes  to  discuss  with  you,  the  defense  team,  his  detailed  behavioral  health  providers,  and  the 
RCM  706  board.  Your  security  expert  will  take  notes  and  conduct  a  preliminary  classification 
review  of  this  information. 

3.  Preliminary  Classification  Review.  No  later  than  two  weeks  after  the  accused’s  final 
interview  and  absent  an  extension  by  me,  the  defense  security  expert  consultant  will  conduct  his 
preliminary  classification  review  of  the  information  and  provide  an  unclassified  written  response 
to  the  following  questions; 

a.  Is  the  information  provided  by  the  accused  classified  at  a  level  above  Secret  (  Yes  or 
“No’')? 

b.  If  any  of  the  information  provided  by  the  accused  is  classified  above  Secret,  does  any  of  the 
information  fall  within  SCI  compartments,  and  if  so,  what  compartments? 

4.  Should  the  defense  expert  initially  classify  the  disclosed  information  at  a  level  above  Secret, 
the  United  States  will  continue  to  work  diligently  to  comply  with  your  requests  to  have  defense 
counsel,  the  defense  expert,  and  the  RCM  706  board  fully  cleared  to  discuss  classified  matters 
with  the  accused.  I  will  also  make  a  determination  on  whether  to  authorize  the  accused  to 
disclose  his  classified  information  to  the  RCM  706  board  and  his  behavioral  health  providers. 

5.  The  notes  from  the  defense  security  expert’s  meeting  with  the  accused  will  remain  privileged 
and  be  turned  over  to  you  at  the  conclusion  of  the  preliminary  review,  subject  to  any  security 
concerns  that  may  be  raised  by  the  information.  Under  no  circumstances  should  your  security 
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expert  consultant  release  any  privileged  or  substantive  information  from  the  accused’s 
disclosures  to  anyone  outside  of  the  defense  team. 

6.  The  sole  purpose  of  this  preliminary  classification  review  is  to  provide  the  defense  and  United 
States  with  a  basis  for  granting  security  clearances  to  the  defense  team  and  the  accused’s 
behavioral  health  providers,  and  determining  the  appropriate  level  of  classification  for  the  RCM 
706  board.  This  preliminary  classification  review  is  not  a  substitute  for  an  official  classification 
review  conducted  by  an  original  classification  authority  (OCA)  or  an  official  designated  by  an 
OCA. 

7.  This  order  supersedes  my  order  dated  17  September  2010. 

-irittt — 

CmL  R.  COFFMAN,  JR. 

COL,  AV 
Commanding 
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DEPARTMENT  OF  THE  ARMY 
JOINT  BASE  MYER-HENDERSON  HALL 
204  LEE  AVENUE 

FORT  MYER,  VIRGINIA  22211-1199 


1  0  NOV  2010 


MEMORANDUM  FOR  Mr.  David  E.  Coombs,  Civilian  Defense  Counsel 

SUBJECT:  Supplemental  Guidance  for  Preliminary  Classification  Review  of  the  Accused's 
Mental  Impressions  -  U.S  v.  PFC  Bradley  Manning 


1 .  PURPOSE.  This  purpose  of  this  memorandum  is  to  provide  supplemental  guidance  on  the 
defense  expert  consultant's  access  to  classified  information  and  information  systems  while 
assisting  the  defense  team  in  this  case. 

2.  ACCESS  TO  CLASSIFIED  INFORMATION/INFORMATION  SYSTEMS.  In 

accordance  with  the  enclosed  authorization  provided  by  the  Assistant  Deputy  Chief  of  Staff  for 
Intelligence,  U.S.  Army,  the  defense  security  experts  may  have  access  to  classified  information 
up  to  and  including  TOP  SECRET  (SCI)  for  purposes  of  conducting  the  preliminary 
classification  review  of  the  accused's  mental  impressions  and  to  provide  confidential  security 
expert  assistance  to  you  throughout  the  case.  This  authorization  includes  access  to  the  Secret 
Internet  Protocol  Router  Network  (SIPRNET)  and  the  Joint  Worldwide  Intelligence 
Communication  System  (JWICS)  for  the  sole  purpose  of  conducting  a  preliminary  classification 
review  of  the  accused's  mental  impressions. 

3.  COMPUTER  HARDWARE.  In  accordance  with  the  enclosed  authorization,  INSCOM  will 
issue  a  dedicated  government  laptop  computer  or  workstation  with  access  to  the  SIPRNET  and 
the  JWICS,  as  necessary,  for  your  security  expert  consultants  to  conduct  their  preliminary 
classification  review.  The  expert  consultants  will  also  be  issued  portable  external  hard  drives, 
authorized  for  use  on  JWICS  and  SIPRNET,  to  conduct  their  review  and  to  segregate  and 
securely  store  “confidential  defense  information”  derived  from  their  review. 

4.  STORAGE,  in  addition  to  my  facility  and  storage  order,  dated  12  October  2010,  INSCOM 
will  provide  appropriate  storage  space  for  the  expert  consultants  to  store  information  and 
information  systems  that  may  be  classified  up  to  the  TOP  SECRET  (SCI)  level. 

5.  LIMITATIONS.  This  memorandum  does  NOT  authorize  the  expert  consultants  to  disclose 
any  classified  information  to  the  remainder  of  the  defense  team  without  prior  written 
authorization  from  the  undersigned;  however,  after  the  preliminary  classification  review,  I  will 
make  an  additional  request  for  the  remainder  of  the  defense  team  to  have  appropriate  access  to 
discuss  and  viewthis  information.  This  memorandum  does  not  authorize  the  expert 
consultants  to  use  JWICS,  SIPRNET,  or  any  other  classified  information  system  beyond 
that  necessary  to  conduct  the  preliminary  classification  review  of  the  accused’s  mental 
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impressions.  Should  the  defense  team  request  further  use  of  these  or  other  classified 
information  systems,  you  must  submit  a  written  request  along  with  the  proper  justification. 

6.  The  point  of  contact  for  this  memorandum  is  CPT  Ashden  Fein  at  202-685-4903. 


CARL  R.  COFFMAN  JR. 
COL,  AV 
Commanding 


End 

HQDA  G2  Memo,  10  Nov  10 
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DEPARTMENT  OF  THE  ARMY 


UNITED  STATES  ARMY  TEST  AND  EVALUATION  COMMAND 
4120  SUSQUEHANNA  AVENUE 
ABERDEEN  PROVING  GROUND,  MD  21005-3103 


1 3  December  20 1 0 


MEMORANDUM  THRU  Staff  Judge  Advocate,  Office  of  the  Staff  Judge  Advocate,  US  Army 
Militarv’  District  of  Washington.  Fort  Lesley  J.  McNair,  Washington  D.C.  30219 

FOR  Commander,  US  Army  Garrison,  Joint  Base  Myer-Henderson  Hall,  Fort  Myer,  Virginia 
222 1 1 

SUBJECT:  Preliminary  Classification  Review  of  the  Accused’s  Mental  Impressions  -  United 
States  V.  PFC  Bradley  Manning 

1 .  The  defense  security  expert  consultants  have  completed  their  preliminary  classification 
review.  Based  upon  your  memorandum  dated  22  September  20 1 0,  here  are  the  unclassified 
written  responses  to  your  questions: 

a)  Is  the  information  provided  by  the  accused  classified  at  a  level  above  Secret? 

Answer:  Yes. 

b)  If  any  of  the  information  provided  by  the  accused  is  classified  above  Secret,  does  any  of 
the  information  fall  within  SCI  compartments?  Answer:  Yes. 

c)  Which  compartments?  Answer:  Gamma,  HUMINT  and  SIGINT. 

2.  The  points  of  contact  for  this  memorandum  are  the  undersigned  Mr.  Charles  J.  Ganiel  (703) 
681-0792  and  Mr.  Cassius  N.  Hall  at  (703)  428-4340. 


CHARLES  J.  GANIEL 
Command,  SSO 

Army  Test  &  Evaluation  Command 
Alexandria,  VA 


Intelligence  and  Security  Command 
Fort  Belvoir,  VA 
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DEPARTMENT  OF  THE  ARMY 

JOINT  EASE  MYER41EMDERS0N  HALL 
204  LEE  AVENUE 
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Mi-MORANDUM  l  OR  SKH  DISTRIBUTION 

SUBJI-XT:  Approved  Picilily  and  Storage  tor  Classified  Infonnalion-  U  S,  v.  PFC  Bradley 
Manning 

).  APPROVED  FACILITY.  The  preliminai^  security  classification  review  and  any  subsequent 
meetings  requiring  access  to  a  Sensitive  Conipartmenled  Intbrmation  I'acilily  (SCIF)  will  occur  at 
the  Fieid  Investigative  Unit(FTU).  U.S.  Army  Criminal  Investigation  Command,  7701  Telegraph 
Road  ^2501.  Alcvandria.  VA.  22315.  Hie  TIU  will  provide  a  conl'erence  room  within  its  SCIF  to 
provide  the  prosecution  or  defense  team  adequate  space  to  conduct  meetings  which  may  include 
information  classified  at  a  level  higher  than  "SECRHT  ”  1  he  defense  team  must  coordinate  through 
the  trial  counsel  to  schedule  the  dates  and  times  to  use  the  facility 

2.  STORAGE.  All  cla.ssified  information  .shall  be  .stored  in  accordance  with  the  following 
instructions: 

a.  Prosecution  Team.  •SECRET  '  information  will  be  stored  in  the  two  safes  assigned  to  the 
Office  of  the  Stall' Judge  Advocate,  MUVV  located  in  Building  .12.  Fort  Lesley  J.  McNair.  DC  Any 
inforniation  classified  above  the  •'SECRET'  level  will  be  stored  in  the  MDW  SCIF  located  in 
Building  46.  Fort  Lesley  J.  McNair.  DC. 

b.  Defense  Team.  '  SIXRET"  iiifonnation  will  be  stored  in  a  safe  assigned  to  the  Trial  Defense 
Service  Office.  Fort  Myer  located  in  Building  22b.  Joint  Base  Myer-llendei-son  Hall.  VA.  Any 
information  classified  or  oresumed  to  be  classified  above  the  •*SEXRHT‘  level  will  be  stored  in  a 
.separate  drawer  or  safe  with  its  own  unique  combination  at  HQ.  INSCOM,  located  on  Fort  Bclvoir. 
VA  and  storage  will  be  coordinated  through  Mr.  flail.  Defense  Security  Expert  Consultant. 


CARER.  COFFMAN.  JR. 
COE.  AV 
Commanding 


DISTRIBUTION; 

I -Trial  Counsel 

1- Civilian  Defense  Counsel 

2- Military  Defense  Counsel 
2-Defense  Security  Expcil  Consultants 
i -Commander.  Fill 

1 -Security  Manager.  JBM-Mll 
1-Security  Manager.  MDW 
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MEMORANDUM  FOR  SEE  DISTRIBUTION 

SUBJECT;  Approved  Facility  and  Storage  for  Classified  Information  -  United  $tat.e§  v.  PFQ  Pracjlgy 
Manning 


1.  FACILITY. 

a.  “SECRET"  and  “CONFIDENTIAL”  Information.  All  meetings  requiring  access  to  “SECRET’ and 
“CONFIDENTIAL”  information  will  only  occur  in  proved  facilities.  Prior  to  accessing  classified 
information  or  having  classified  discussions,  the  prosecution  and  defense  are  required  to  verify  whether 
the  facility  is  properly  approved  for  use  by  a  local  security  officer. 

b.  “TOP  SECPPT’  and  “SCI”  Information.  All  meetings  requiring  the  discussion  or  viewing  of 
information  classified  at  a  level  above  “SECRET’  will  occur  in  a  pre-approved  Sensitive  Compartmented 
Information  Facility  (SCIF).  The  defense  team  will  coordinate  through  trial  counsel  to  schedule  dates  and 
times  to  use  a  SCIF. 

2.  STORAGE.  All  classified  information  shall  be  stored  in  accordance  with  the  following  instructions: 

a.  Prosecution  Team.  “CONFIDENTIAL”  and  “SECRET”  information  will  be  stored  in  the  two  safes 
assiped  to  the  Office  of  the  Staff  Judge  Advocate,  Military  Distria  of  Washington  (MDW).  Any 
information  classified  above  the  “SECRET”  level  will  be  stored  in  the  MDW  SCIF  located  in  Building 
46,  Fort  Lesley  J.  McNair,  DC. 

b.  Defense  Team.  “CONFIDENTIAL”  and  “SECRET”  information  will  be  stored  in  the  safe  assiped 
to  the  Trial  Defense  Service  Office  on  Fort  Myer,  located  in  Building  229,  Joint  Base  Mycr-Henderson 
Hall,  VA,  or  a  safe  assiped  to  the  Trial  Defense  Service  Office  on  Fort  Leavenworth,  located  in  Building 
244,  Fort  Leavenworth,  KS.  Any  information  classified  or  presumed  to  be  classified  above  the 
“SECRET’  level  will  be  stored  in  a  separate  drawer  or  safe  with  its  own  unique  combination  at 
Headquarters,  U.S.  Army  Intelligence  and  Security  Command,  located  on  Fort  Belvoir,  VA,  and  storage 
will  be  coordinated  through  Mr.  Cassius  Hall,  Defense  Security  Expert  Consultant. 

CARL  R.  COFFMAN,  JR. 

COL,  AV 

Commanding 
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MEMORANDUM  FOR  SEE  DISTRIBUTION 

SUBJECT;  Approved  Facility  and  Storage  for  Classified  Information  -  United  States  v.  PFC 
Bradley  Manning 


1.  FACILITY. 

a.  “SECRET’  and  “CONFIDENTIAL”  Information.  All  meetings  requiring  access  to 
“SECRET’  and  “CONFIDENTIAL”  information  will  only  occur  in  approved  facilities.  Prior  to 
accessing  classified  information  or  having  classified  discussions,  the  prosecution  and  defense  arc 
required  to  verify  whether  the  facility  is  properly  approved  for  use  by  a  local  security  officer. 

b.  “TOP  SECRET”  and  “SCI”  Information.  All  meetings  requiring  the  discussion  or  viewing 
of  information  classified  at  a  level  above  “SECRET’  will  occur  in  a  pre-approved  Sensitive 
Compartmented  Information  Facility  (SCIF).  The  defense  team  will  coordinate  through  trial 
counsel  to  schedule  dates  and  times  to  use  a  SCIF. 

2.  STORAGE.  All  classified  information  shall  be  stored  in  accordance  with  the  following 
instructions; 

a.  Prosecution  Team.  “CONFIDENTIAL”  and  “SECRET”  information  will  be  stored  in  the 
two  safes  assigned  to  the  Office  of  the  Staff  Judge  Advocate,  Military  District  of  Washington 
(MDW).  Any  information  classified  above  the  “SECRET”  level  will  be  stored  in  the  MDW 
SCIF  located  in  Building  46,  Fort  Lesley  J.  McNair,  DC. 

b.  Defense  Team.  “CONFIDENTIAL”  and  “SECRET”  information  will  be  stored  in  the  safe 
assigned  to  the  Trial  Defense  Service  Office  on  Fort  Myer,  located  in  Building  229,  Joint  Base 
Myer-Henderson  Hall,  VA,  a  safe  assigned  to  the  Trial  Defense  Service  Office  on  Fort 
Leavenworth,  located  in  Building  244,  Fort  Leavenworth,  KS,  or  a  safe  assigned  to  the  Trial 
Defense  Service  Office  on  Fort  George  G.  Meade.  Any  information  classified  or  presumed  to  be 
classified  above  the  “SECRET’  level  will  be  stored  in  a  separate  drawer  or  safe  with  its  own 
unique  combination  at  Headquarters,  U.S.  Army  Intelligence  and  Security  Command,  located  on 
Fort  Belvoir,  VA,  and  storage  will  be  coordinated  through  Mr.  Cassius  Hall. 
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3.  COMPUTER  FORENSIC  ANALYSIS.  The  defense  computer  forensic  expert  consultants 
will  conduct  their  analysis  in  the  Trial  Defense  Service  Office  on  Fort  George  G.  Meade.  All 
their  classified  material  will  be  stored  lAW  paragraph  2. 

— • 

CARL  R.  COFFMAN,  JR. 

COL,  AV 
Commanding 
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DEPARTMENT  OF  THE  ARMY 


FORT  «YER  FIELD  OFFICE 
FORT  MYER,  VIRGINIA  22211 


ANJA-TDS 


20  Sep(ember201 1 


MEMORANDUM  FOR  Commander,  Joint  Base  Myer-Henderson  Hall,  204  Lee  Avenue,  Fort 
Myer,  Virginia  22211-1 199 

SUBJECT:  Request  for  Courier  Cards 

1.  1  am  requesting  your  assistance  with  issuing  CONUS/SECRET  courier  cards  to  designated 
members  of  the  defense  team  representing  PFC  Bradley  Manning.  For  the  reasons  below,  we  arc 
requesting  courier  cards  from  the  government  as  soon  as  possible. 

2.  There  is  an  immediate  legitimate  need  for  the  defense  team  to  transport  classified  evidence. 
The  government  delivered  three  classified  laptops  and  four  compact  discs  containing  classified 
data  to  my  office  yesterday.  Defense  team  members  need  courier  cards  to  allow  us  to  transport 
the  laptops  and  computers  to  other  locations  where  our  defense  experts  can  use  them  to  prepare 
for  the  case.  In  addition,  we  will  need  courier  cards  to  travel  between  the  TDS  offices,  and 
eventually  to  the  trial  which  is  expected  to  take  place  at  Fort  Meade. 

3.  Cards  arc  required  for  the  following  defense  members: 

a.  MAJ  Matthew  Kemkes,  Fort  Myer  TDS 

b.  CPT  Paul  Bouchard,  Fort  Meade  TDS 

c.  CPT  Josh  Tooman,  Fort  Leavenworth  TDS 
d  CW2  Melissa  Santiago,  Fort  Myer  TDS 

e.  SSG  Chcrise  Purcell,  Fort  Myer  TDS 

4.  You  may  contact  me  at  matthew.kemkes@us.army.mil  or  (703)  696-6700/3038.  Thank  you 
for  your  consideration  of  my  request. 


MATTHEW /KEMKES 

MAJ,  JA 

Senior  Defense  Counsel 


1.  The  above  request  is  (approved)  (dioapppovad). 

2.  If  approved,  each  command  security  manager  will  issue  a  DD  Form  2501,  with  an  authorized 
level  up  to  "SECRET,"  to  each  member  of  the  defense  listed  above.  If  travel  must  occur  outside 
of  the  local  geographic  limit,  then  an  additional  courier  authorization  letter  will  be  issued  for 
each  individual  per  trip.  Prior  to  utilizing  a  courier  card  or  authorization,  each  member  of  the 
defense  listed  above,  must  received  courier  training  from  a  defense  security  expert. 


28  SEP  2011  CARL  R.  COFFMAN,  JR. 
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UNITED  STATES  OF  AMERICA  ) 

) 

V.  ) 

) 

Manning,  Bradley  E.  ) 

PFC,  U.S.  Army,  ) 

HHC,  U.S.  Army  Garrison,  ) 

Joint  Base  Myer-Henderson  Hall  ) 

Fort  Myer,  Virginia  22211  ) 

1.  The  purpose  of  this  Order  is  to  prevent  the  unauthorized  disclosure  or  dissemination  of 
classified  national  security  information  in  the  subject  named  case.  This  Order  covers  all 
information  and  documents  previously  available  to  the  accused  in  the  course  of  his  employment 
with  the  United  States  Government  or  which  have  been,  or  will  be,  reviewed  or  made  available 
to  the  accused,  defense  counsel,  and  other  recipients  of  classified  information  in  this  case. 

2.  “Persons  subject  to  this  Order”  include  the  following:  (a)  the  Accused;  (b)  Military  and 
Civilian  Defense  Counsel  and  Detailed  Military  Paralegals;  (c)  and  Members  of  the  Defense 
Team  appointed  by  any  convening  authority  pursuant  to  M.R.E.  502  and  U.S.  v.  Toledo,  25  M.J. 
270  (C.M.A.  1987),  including  the  defense  security  officers. 

3.  In  order  to  protect  the  national  security  and  pursuant  to  the  authority  granted  under  Military 
Rule  of  Evidence  (MRE)  505,  relevant  executive  orders  of  the  President  of  the  United  States,  and 
regulations  of  the  Departments  of  Defense  and  of  the  Army,  it  is  hereby  ORDERED: 

a.  The  procedures  set  forth  in  this  Order  and  the  authorities  referred  to  above  will  apply  to 
all  pretrial,  trial,  post-trial,  and  appellate  matters  concerning  this  case. 

b.  The  term  “classified  information"  refers  to; 

(1)  any  classified  document  (or  information  contained  therein); 


Protective  Order 
for 

Classified  Information 


23  February  2012 


(2)  information  known  or  that  reasonably  should  be  known  by  persons  subject  to  this 

Order  to  be  classifiable.  If  persons  subject  to  this  Order  are  uncertain  as  to  whether  the  a  i 
information  is  classified,  they  must  confirm  whether  the  information  is  classified;  V  ^ 


(3)  classified  documents  (or  information  contained  therein)  disclosed  to  persons  subject 
to  this  Order  as  part  of  the  proceedings  in  this  case; 

(4)  classified  documents  and  information  which  have  otherwise  been  made  known  to 
persons  subject  to  this  Order  and  which  have  been  marked  or  described  as:  “CONFIDENTIAL”, 
“SECRET",  or  "TOP  SECRET". 

c.  All  such  classified  documents  and  information  contained  therein  shall  remain  classified 
unless  such  classified  information  bear  clear  indication  they  have  been  declassified  by  the 
government  agency  or  department  that  originated  the  document  or  information  contained  therein 
(hereinafter  referred  to  as  “original  classification  authority”). 
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d.  The  words  "documents"  or  "associated  materials"  as  used  in  this  Order  include,  but  are 
not  limited  to,  all  written  or  printed  matter  of  any  kind,  formal  or  informal,  including  the 
originals  and  all  non-identical  copies,  whether  different  from  the  original  by  reason  of  any 
notation  made  on  such  copies  or  otherwise,  including,  without  limitation,  papers, 
correspondence,  memoranda,  notes,  letters,  telegrams,  reports,  summaries,  inter-office  and  intra¬ 
office  communications,  notations  of  any  sort,  bulletins,  teletypes,  telefax,  invoices,  worksheets, 
and  all  drafts,  alterations,  modifications,  changes,  and  amendment  of  any  kind  to  the  foregoing, 
graphic  or  aural  records  or  representations  of  any  kind,  including,  without  limitation, 
photographs,  charts,  graphs,  microfiche,  microfilm,  video  tapes,  sound  recordings  of  any  kind, 
motion  pictures,  any  electronic,  mechanical  or  electric  records  or  representations  of  any  kind, 
including,  without  limitation,  tapes,  cassettes,  CDs,  DVDs,  thumbdrives,  hard  drives,  other 
recordings,  films,  typewriter  ribbons  and  word  processor  discs  or  tapes. 

e.  The  word  “or"  should  be  interpreted  as  including  “and”,  and  vice  versa;  “he”  should  be 
interpreted  as  including  “she”,  and  vice  versa. 

f  Persons  subject  to  this  Order  are  advised  that  direct  or  indirect  unauthorized  disclosure, 
retention,  or  negligent  handling  of  classified  information  could  cause  serious  and,  in  some  cases, 
exceptionally  grave  damage  to  the  national  security  of  the  United  States,  or  may  be  used  to  the 
advantage  of  a  foreign  nation  against  the  interests  of  the  United  States.  These  security 
procedures  are  designed  to  ensure  that  persons  subject  to  this  Order  will  never  divulge  the 
classified  information  disclosed  to  them  to  anyone  who  is  not  authorized  to  receive  it,  without 
prior  written  authorization  from  the  original  classification  authority  and  in  conformity  with  these 
procedures. 


g.  Persons  subject  to  this  Order  are  admonished  that  they  are  obligated  by  law  and  regulation 
not  to  disclose  any  classified  information  in  an  unauthorized  fashion. 

h.  Persong-subject  to  this  Order  are  admonished  th^k^y_bre^  of  the  security  procedures  ^ 
this  Order  ii^^ult  in  the  termination  of  their  access  to  cEssified  information.  In  addition, 
they  are  aitnokished  that  any  unauthorized  disclosure,  possession,  or  handling  of  classified 
information  may  constitute  violations  of  United  States  criminal  laws,  including  but  not  limited 
to,  the  provisions  of  Sections  641,  793,  794,  798,  and  952,  Title  IS,  United  States  Code,  and 
Sections  421  and  783(b),  Title  50,  United  States  Code.  In  addition,  forthose^ersoiisjsd^^ 
attorneys,  a  report  will  be  filed  with  their  State  Bar  Association. 


4.  Mr.  Jay  Prather,  Department  of  the  Army  G2,  is  detailed  to  the  Court  and  appointed  as  the 
Court  Security  Officer.  The  defense  security  expert  consultants  are  appointed  as  the  Defense 
Security  Officers. 

5.  If  the  prosecution  determines  that  certain  classified  information  or  documents  may  not  be 
disclosed  to  the  accused  but  may  be  disclosed  to  defense  counsel  only,  then  the  defense  counsel 
shall  not  disclose  such  information  or  documents  to  the  accused  without  prior  concurrence  of  the 
original  classification  authority  through  the  prosecution.  The  defense  counsel  shall  have  the 
opportunity  to  motion  for  appropriate  relief  during  an  in  camera  proceeding  under  MRE  505(i). 
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6.  Personnel  Security  Investigations  and  Clearances 

a.  The  storage,  handling,  and  control  of  classified  information  requires  special  security 
precautions  mandated  by  statute,  executive  orders,  and  regulations,  and  access  to  classified 
information  requires  a  security  clearance. 

b.  Once  a  person  subject  to  this  Order  obtains  a  security  clearance  and  executes  a  non¬ 
disclosure  agreement  (SF  312),  that  person  is  eligible  for  access  to  classified  information,  subject 
to  the  convening  authority’s  disclosure  determination. 

c.  As  a  condition  of  receiving  classified  information,  any  retained  civilian  defense  counsel 
will  agree  to  the  conditions  specified  herein  and  execute  all  necessary  forms  so  that  the 
Department  of  the  Army  may  complete  the  necessary  personnel  security  investigation  to  make  a 
determination  whether  to  grant  access.  Any  retained  civilian  defense  counsel  will  also  sign  the 
Acknowledgment  of  Order  (hereinafter  “Acknowledgment”).  Any  retained  civilian  defense 
counsel  shall  also  sign  a  standard  form  nondisclosure  agreement  (SF  312)  as  a  condition  of 
access  to  classified  information. 

d.  In  addition  to  the  Acknowledgment,  any  person  who  as  a  result  of  this  case  gains  access  to 
information  contained  in  any  Department  of  the  Army  Special  Access  Program,  as  that  term  is 
defined  in  Executive  Order  13526  [or  for  events  occurring  before  27  June  2010,  E.O.  12958],  or 
to  Sensitive  Compartmented  Information  (SCI),  shall  sign  any  nondisclosure  agreement  which  is 
specific  to  that  Special  Access  Program  or  to  that  Sensitive  Compartmented  Information. 

e.  All  other  requests  for  clearances  for  access  to  classified  information  in  this  case  for 
persons  not  named  in  this  Order  or  for  clearances  to  a  higher  level  of  classification,  shall  be 
made  through  the  trial  counsel  to  the  convening  authority. 

f  The  security  procedures  contained  in  this  Order  shall  apply  to  any  civilian  defense  counsel 
retained  by  the  accused,  and  to  any  other  persons  who  may  later  receive  classified  information 
fi-om  the  U.S.  Department  of  the  Army  in  connection  with  this  case. 

7.  Handling  and  Protection  of  Classified  Information 

a.  All  persons  subject  to  this  Order  shall  seek  guidance  from  their  respective  security  officers 
with  regard  to  the  appropriate  storage  and  use  of  classified  information. 

b.  The  defense  security  officer  will  ensure  appropriate  physical  security  protection  for  any 
materials  prepared  or  compiled  by  the  defense,  or  by  any  person  in  relation  to  the  preparation  of 
the  accused’s  defense  or  submission  under  MRE  505.  The  materials  and  documents  (defined 
above)  requiring  physical  security  include,  without  limitation,  any  notes,  carbon  papers,  letters, 
photographs,  drafts,  discarded  drafts,  memoranda,  typewriter  ribbons,  computer  diskette, 
CD/DVDs,  magnetic  recording,  digital  recordings,  or  other  documents  of  any  kind  or 
description.  "CONFIDENTIAL"  and  "SECRET"  information  shall  be  stored  in  the  following 
locations;  (1)  the  safe  assigned  to  the  Trial  Defense  Service  Office  on  Fort  Myer,  located  in 
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Building  229,  Joint  Base  Myer-Henderson  Hall,  Virginia;  (2)  the  safe  assigned  to  the  Trial 
Defense  Service  Office  on  Fort  Leavenworth,  located  in  Building  244,  Fort  Leavenworth, 

Kansas;  (3)  the  safe  assigned  to  the  Trial  Defense  Service  Office  on  Fort  Meade,  located  in 
Building  4217,  Fort  George  G.  Meade,  Maryland;  (4)  the  safe  located  in  the  defense  trailer 
within  the  secure  structure  outside  the  courthouse;  and  (5)  the  safe  assigned  to  the  court  security 
officer,  located  in  the  courtroom  in  Building  4432,  Fort  George  G.  Meade,  Maryland.  Any 
information  classified  or  presumed  to  be  classified  above  the  "SECRET"  level  shall  be  stored  in 
a  separate  drawer  or  safe  with  its  own  unique  combination  at  Headquarters,  U.S.  Army 
Intelligence  and  Security  Command,  located  on  Fort  Belvoir,  Virginia,  and  storage  will  be 
coordinated  through  the  defense  security  officer. 

c.  Classified  information,  or  information  believed  to  be  classified,  shall  only  be  discussed  in 
an  area  approved  by  a  security  officer,  and  in  which  persons  not  authorized  to  possess  such 
information  cannot  overhear  such  discussions.  All  discussions  and  meetings  requiring  access  to 
"SECRET"  and  "CONFIDENTIAL"  information  will  only  occur  in  approved  United  States 
Government  facilities.  Prior  to  accessing  classified  information  or  having  classified  discussions, 
the  prosecution  and  defense  are  required  to  verify  whether  the  facility  is  properly  approved  for 
use  by  a  local  security  officer. 

d.  All  meetings  requiring  the  discussion  or  viewing  of  information  classified  at  a  level  above 
"SECRET"  will  occur  in  a  pre-approved  Sensitive  Compartmented  Information  Facility  (SCIF). 
All  persons  subject  to  this  Order  shall  coordinate  through  trial  counsel  to  schedule  dates  and 
times  to  use  a  SCIF. 

e.  No  one  shall  discuss  any  classified  information  over  a  standard  commercial  telephone 
instrument,  an  inter-office  communication  system,  or  in  the  presence  of  any  person  who  is  not 
authorized  to  possess  such  information. 

f  Written  materials  prepared  for  this  case  by  persons  subject  to  this  Order  shall  be 
transcribed,  recorded,  typed,  duplicated,  copied,  or  otherwise  prepared  only  by  persons  who  have 
received  access  to  classified  information  pursuant  to  the  security  procedures  contained  in  this 
Order. 

g.  All  mechanical  devices,  of  any  kind,  used  in  the  preparation  or  transmission  of  classified 
information  in  this  case  may  be  used  only  with  the  approval  of  a  security  officer. 

h.  Upon  reasonable  advance  notice  to  the  trial  counsel  or  a  security  officer,  defense  counsel 
shall  be  given  access  during  normal  business  hours  and  at  other  times  on  reasonable  request,  to 
classified  documents  which  the  government  is  required  to  make  available  to  defense  counsel  but 
elects  to  keep  in  its  possession.  Persons  permitted  to  inspect  classified  documents  by  this  Order 
may  make  written  notes  of  the  documents  and  their  contents.  Notes  of  any  classified  portions  of 
these  documents,  however,  shall  not  be  disseminated  or  disclosed  in  any  manner  or  form  to  any 
person  not  subject  to  this  Order.  Such  notes  will  be  secured  in  accordance  with  the  terms  of  this 
Order.  Persons  permitted  to  have  access  to  classified  documents  will  be  allowed  to  view  their 
notes  within  an  area  designated  by  a  security  officer.  No  person  permitted  to  inspect  classified 
documents  by  this  Order,  including  defense  counsel,  shall  copy  or  reproduce  any  part  of  said 
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documents  or  their  contents  in  any  manner  or  form,  except  as  provided  by  a  security  officer,  after 
he  has  consulted  with  the  trial  counsel. 

i.  The  persons  subject  to  this  Order  shall  not  disclose  the  contents  of  any  classified 
documents  or  information  to  any  person  not  named  herein,  except  the  trial  counsel  and  military 
judge. 

j.  All  persons  given  access  to  classified  information  pursuant  to  this  Order  are  advised  that 
all  information  to  which  they  obtain  access  by  the  Order  is  now  and  will  forever  remain  the 
property  of  the  United  States  Government.  They  shall  return  all  materials  which  may  have  come 
into  their  possession,  or  for  which  they  are  responsible  because  of  such  access,  upon  demand  by 
a  security  officer. 

k.  All  persons  subject  to  this  Order  shall  sign  the  Acknowledgment,  including  the  defense 
counsel  and  accused.  The  signing  and  filing  of  this  Acknowledgment  is  a  condition  precedent  to 
the  disclosure  of  any  classified  information  to  any  person  subject  to  this  Order. 

8.  This  Order  adopts  the  Special  Court-Martial  Convening  Authority's  protective  order,  dated  17 
September  2010.  Nothing  contained  in  this  Order  shall  be  construed  as  a  waiver  of  any  right  of 
the  accused. 


DENISE  R.  LIND 
Colonel,  U.S.  Army 
Circuit  Judge 
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UNITED  STATES  OF  AMERICA  ) 

) 

V.  ) 

Acknowledgment 

) 

of 

Manning,  Bradley  E.  ) 

Protective  Order 

PFC,  U.S.  Army,  ) 

HHC,  U.S.  Army  Garrison,  ) 

Joint  Base  Myer-Henderson  Hall  ) 

Fort  Myer,  Virginia  22211  ) 

1.  I  understands  that  I  may  be  the  recipient  of  information  and  intelligence  that  concerns  the 
present  and  future  security  of  the  United  States  and  that  belongs  to  the  United  States.  This 
information  and  intelligence,  together  with  the  methods  of  collecting  and  handling  it,  are 
classified  according  to  security  standards  set  by  the  United  States  Government.  I  have  read  and 
understand  the  provisions  of  the  espionage  laws  (18  U.S.C.  §§  793,  794,  and  798)  concerning  the 
disclosure  of  information  relating  to  the  national  defense  and  the  provisions  of  the  Intelligence 
Identities  Protection  Act  (50  U.S.  C.  §  421)  and  I  am  familiar  with  the  penalties  for  the  violation 
thereof  I  have  also  read  and  understand  the  provisions  of  Army  Regulation  380-5,  concerning 
safeguarding,  disseminating,  transmitting  and  transporting,  storage  and  destruction,  and  loss  or 
compromise  of  classified  information. 

2.  I  understand  that  the  unauthorized  disclosure,  unauthorized  retention,  and  negligent  handling 
of  classified  information  by  me  could  cause  damage  or  irreparable  injury  to  the  United  States  or 
could  be  used  to  advantage  by  a  foreign  nation  or  enemy  of  the  United  States.  I  hereby  agree 
that  I  will  never  divulge  classified  information  to  anyone  unless:  (a)  I  have  officially  verified 
that  the  recipient  has  been  properly  authorized  by  the  United  States  Government  to  receive 
classified  information;  (b)  I  have  been  given  prior  written  notice  of  the  authorization  of  the 
United  States  Government  Department  or  Agency  responsible  for  the  classification  of  the 
information  or  last  granting  me  a  security  clearance  that  such  disclosure  is  permitted;  or  (c)  as 
ordered  by  the  Military  Judge.  I  understand  that  if  I  am  uncertain  about  the  classification  status 
of  information,  I  am  required  to  confirm  fi-om  an  authorized  official  that  the  information  is 
unclassified  before  I  may  disclose  the  information,  except  as  provided  in  (a),  (b),  or  (c)  above.  I 
further  understand  that  I  am  obligated  to  comply  with  laws  and  regulations  that  prohibit  the 
unauthorized  disclosure  of  classified  information.  I  understand  that  any  breach  of  this  agreement 
may  result  in  the  termination  of  any  access  to  classified  information.  I  recognize  that  this 
agreement  including  its  provision  for  the  termination  of  access  to  classified  information  does  not 
constitute  a  waiver  of  the  United  States’  right  to  prosecute  me  for  any  statutory  violation. 

3.  I  understand  that  I  will  remain  bound  to  this  agreement  after  the  conclusion  of  proceedings  in 
the  above  named  case. 

4.  I  read  and  understand  the  Protective  Order  by  the  Military  Judge,  dated  23  February  2012,  in 
the  case  of  United  States  v.  PFC  Rradlev  Manning,  relating  to  classified  information,  and  I  agree 
to  comply  with  the  provisions  thereof 
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5.  I  understand  that  if  I  am  a  lawyer,  noncompliance  with  this  Protective  Order  will  be  reported 
to  any  State  Bar  where  I  am  admitted  to  practice  law. 


SIGNATURE: 


DATE: 


NAME: 


Witnessed,  sworn  and  subscribed  to  before  me  this _ day  of  _ 

SIGNATURE:  _  DATE: 

NAME:  _  AUTHORITY: 
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IN  THE  UNITED  STATES  ARMY 
FIRST  JUDICIAL  CIRCUIT 


UNITED  STATES 


V. 


)  DEFENSE  MOTION  FOR 

)  APPROPRIATE  RELIEF  UNDER 


R.C.M.  906(b)(6) 


MANNING,  Bradle^^PFC 
U.S.  Army,  xxx-xx^^| 


e^E^F 


)  BILL  OF  PARTICULARS 


Headquarters  and  Headquarters  Company,  U.S.  ) 

Army  Garrison,  Joint  Base  Myer-Henderson  Hall,  )  DATED:  16  February  2012 


FortMyer,VA  22211 


RELIEF  SOUGHT 


1 .  PFC  Bradley  E.  Manning,  by  and  through  counsel,  moves  this  court,  pursuant  to  R.C.M. 
906(b)(6)  and  the  Fifth,  Sixth  and  Eighth  Amendments  to  the  United  States  Constitution  to  direct 
the  Government  to  file  a  bill  of  particulars  in  the  subject  case  on  the  ground  that  it  is  necessary 
for  him  to  understand  the  charges  against  him  so  that  he  may  adequately  prepare  his  defense  and 
not  be  subjected  to  unfair  surprise  at  trial. 


BURDEN  OF  PERSUASION  AND  BURDEN  OF  PROOF 


2.  As  the  moving  party,  the  Defense  has  the  burden  of  persuasion.  R.C.M.  905(c)(2).  The 
burden  of  proof  is  by  a  preponderance  of  the  evidence.  R.C.M.  905(c)(1). 


FACTS 


3.  PFC  Manning  is  charged  with  five  specifications  of  violating  a  lawful  general  regulation,  one 
specification  of  aiding  the  enemy,  one  specification  of  disorders  and  neglects  to  the  prejudice  of 
good  order  and  discipline  and  service  discrediting,  eight  specifications  of  communicating 
classified  information,  five  specifications  of  stealing  or  knowingly  converting  Government 
property,  and  two  specifications  of  knowingly  exceeding  authorized  access  to  a  Government 
computer,  in  violation  of  Articles  92, 104,  and  134,  Uniform  Code  of  Military  Justice  (UCMJ) 
10  U.S.C.  §§  892,  904,  934  (2010). 

4.  The  original  charges  were  preferred  on  5  July  2010.  Those  charges  were  dismissed  by  the 
convening  authority  on  1 8  March  2011.  The  current  charges  were  preferred  on  1  March  201 1 . 
On  16  December  through  22  December  2011,  these  charges  were  investigated  by  an  Article  32 
Investigating  Officer.  The  charges  were  referred  without  special  instructions  to  a  general  court- 
martial  on  3  February  2012. 
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WTTNF.SSFS/EVIDENCE 

5.  The  Defense  does  not  request  any  witnesses  be  produced  for  this  motion.  The  Defense 
respectfully  requests  this  court  to  consider  the  referred  charge  sheet  in  support  of  its  motion. 


T  .FGAL  AUTHORITY  AND  ARGUMENT 

6.  Under  906(b)(6)  of  the  Rules  for  Courts-Martial,  an  accused  is  entitled  to  a  bill  of 
particulars  at  any  time,  subject  to  conditions  as  justice  may  permit.  The  discussion  to  this  rule 
states  in  pertinent  part: 

The  purposes  of  a  bill  of  particulars  are  to  inform  the  accused  of  the  nature  of  the 
charge  with  sufficient  precision  to  enable  the  accused  to  prepare  for  trial,  to  avoid 
or  minimize  the  danger  of  surprise  at  the  time  of  the  trial  and  to  enable  the 
accused  to  plead  the  acquittal  or  conviction  in  bar  of  another  prosecution  for  the 
same  offense  when  the  specification  itself  is  too  vague  and  indefinite  for  such 
purposes. 

This  mirrors  federal  civilian  criminal  practice,  and  Rule  7(f)  of  the  Federal  Rules  of  Criminal 
Procedure  sets  out  similar  standards.  See  Wong  Tai  v.  United  States,  273  U.S.  77,  80-81,  82 
(1927);  United  States  v.  Rosa,  891  F.2d  1063,  1066  (3d  Cir.  1989)  (explaining  that  the  drafters  of 
Rule  7(f)  intended  to  “encourage  a  more  liberal  attitude  by  the  courts  toward  bills  of  particulars”) 
(internal  quotations  omitted);  United  States  v.  Bortnovsky,  820  F.2d  572,  574  (2d  Cir.  1987); 
United  States  v.  Birmley,  529  F.2d  103  (6th  Cir.  1976);  see  also  Coffin  v.  United  States,  156  U.S. 
432  (1895)  (“It  is  always  open  to  the  defendant  to  move  the  judge  before  whom  trial  is  had  to 
order  the  prosecuting  attorney  to  give  a  more  particular  description,  in  the  nature  of  a 
specification  or  bill  of  particulars,  of  the  acts  on  which  he  intends  to  rely,  and  to  suspend  the  trial 
until  this  can  be  done;  and  such  an  order  will  be  made  whenever  it  appears  to  be  necessary  to 
enable  the  defendant  to  meet  the  charge  against  him,  or  to  avoid  the  danger  of  injustice.”) 
(internal  citations  omitted);  United  States  v.  Miller,  543  F.2d  1221  (8th  Cir.  1976),  cert,  denied, 
429  U.S.  1108(1977). 

7.  In  military  practice,  the  defense  typically  needs  to  secure  specific  details  by  filing  a  bill  of 
particulars  “[bjecause  the  military  uses  a  short  form  of  pleading  and  a  recitation  of  the  manner 
and  means  of  committing  the  crime  is  not  ordinarily  contained  in  the  specification[.]”  United 
States  V  Newman,  25  M.J.  604,  606  n.3  (A.C.M.R.  1987)  (citing  Glasser  v.  United  States,  5\5 
U.S.  60,  66  (1 942),  partially  superseded  on  other  grounds  by  rule  as  stated  in  Bourjaily  v. 

United  States,  483  U.S.  171  (1987)).  While  a  bill  of  particulars  should  not  be  used  to  conduct 
discovery  of  the  Government’s  theory  of  the  case,  it  can  be  used  to  find  out  “what  the 
Government  claims.”  Id.  In  other  words,  a  bill  of  particulars  may  be  used  to  clarify  the  specific 
theory  upon  which  the  Government  intends  to  rely.  Id.  Therefore,  defense  counsel  may  always 
use  a  bill  of  particulars  to  challenge  an  uncertain  or  vague  specification.  United  States  v.  Alef,  3 
M.J.  414, 419  n.l8  (C.M.A.  1977);  United  States  v.  Saintaude,  56  M.J.  888,  889  n.2  (A.C.C.A. 
2002).  Or,  put  in  another  way,  a  “general  averment  of  criminal  conduct”  is  “always  subject  to  a 
motion  for  further  particularization.”  Newman,  25  M.J.  at  606  (citing  United  States  v.  Williams, 
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31  C.M.R.  269, 271  (C.M.A.  1962));  see  United  States  v.  Paulk,  32  C.M.R.  456, 458  (C.M.A. 
1963)  (explaining  that  “the  purpose  of  a  bill  of  particulars  is  to  narrow  the  scope  of  the 
pleadings”).  In  addition  to  the  standards  set  out  in  R.C.M.  906(b)(6),  the  following  traditional 
test  provides  further  guidance  to  determine  sufficient  specificity: 

Not  whether  it  could  have  been  made  more  definite  and  certain,  but  whether  it 
contains  the  elements  of  the  offense  intended  to  be  charged,  and  sufficiently 
apprises  the  defendant  of  what  he  must  be  prepared  to  meet;  and  in  case  any  other 
proceedings  are  taken  against  him  for  a  similar  offense,  whether  the  record  shows 
with  accuracy  to  what  extent  he  may  plead  a  former  acquittal  or  conviction. 

United  States  v.  Schwarz,  15  M.J.  109,  1 1 1  (C.M.A.  1983)  (quoting  United  States  v.  Sell,  1 1 
C.M.R.  202, 206  (C.M.A.  1953));  see  Hamling  v.  United  States,  418  U.S.  87,  117  (1974). 

Finally,  “a  request  for  a  bill  of  particulars  has  constitutional  implications,  as  it  is  intended  to 
avoid  unfair  vagueness  in  a  charge  and  potential  consequent  due  process  and  double  jeopardy 
violations.”  United  States  v.  Harris,  52  M.J.  665, 667  (A.  Ct.  Crim.  App.  2000). 

Article  104  -Aidins  the  Enemy 

8.  In  the  instant  case,  PFC  Manning  is  charged  with  one  specification  of  aiding  the  enemy.  The 
Specification  of  Charge  I  reads  as  follows: 

In  that  Private  First  Class  Bradley  E.  Manning,  U.S.  Army,  did,  at  or  near 
Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  1  November 
2009  and  on  or  about  27  May  2010,  without  proper  authority,  knowingly  give 
intelligence  to  the  enemy,  through  indirect  means. 

With  regard  to  this  charge,  the  Defense  requests  the  following  particulars; 

a.  Who  is  the  alleged  enemy?  The  charge  sheet  only  states  that  PFC  Manning  knowingly 
gave  intelligence  to  the  enemy.  Thus,  it  fails  to  specify  who  the  alleged  “enemy”  is  for  purposes 
of  the  specification.  Under  R.C.M.  906(b)(6),  this  failure  to  state  with  “sufficient  precision”  the 
identity  of  the  alleged  enemy  will  hamper  PFC  Manning’s  ability  to  adequately  prepare  for  trial. 
Under  the  Military  Judges’  Benchbook,  “enemy”  is  defined  as  including  not  only  organized 
opposing  forces  in  a  time  of  war,  but  also  any  other  hostile  body  that  our  forces  may  oppose  and 
any  citizen  of  an  enemy  Government.  In  light  of  this  broad  definition,  PFC  Manning  cannot 
adequately  defend  himself  without  knowing  the  identity  of  the  alleged  enemy.  Therefore,  PFC 
Manning  needs  to  be  informed  of  this  information  so  that  he  can  exercise  his  Sixth  Amendment 
right  to  present  a  defense. 

b.  How  did  PFC  Manning  knowingly  give  intelligence  to  the  enemy?  The  charge  sheet  states 
that  PFC  Manning  did  “knowingly  give  intelligence  to  the  enemy.”  Article  104  of  the  UCMJ 
prohibits  any  unauthorized  communication  with  an  enemy  and  identifies  “[gjiving  intelligence  to 
the  enemy  [a]s  a  particular  case  of  corresponding  with  the  enemy  made  more  serious  by  the  fact 
that  the  communication  contains  intelligence.”  In  order  for  PFC  Manning  to  prepare  for  trial,  he 
needs  to  be  informed  of  how  the  Government  claims  this  offense  occurred.  The  Defense  is  not 
requesting  disclosure  of  the  Government’s  theory  of  the  case.  Rather,  the  requested  information 
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is  necessary  for  the  Defense  to  understand  specifically  what  conduct  of  PFC  Manning  is 
considered  by  the  Government  to  constitute  “knowingly  giv[ing]  intelligence  to  the  enemy.” 
Without  such  information,  PFC  Manning  will  not  be  able  to  adequately  exercise  his  Sixth 
Amendment  right  to  present  a  . defense. 

c.  What  was  the  “indirect”  means  allegedly  used  in  order  to  aid  the  enemy?  The  charge  sheet 
states  that  these  offenses  were  allegedly  committed  through  “indirect  means.”  The  specification 
fails  to  specify  by  what  manner  the  alleged  offense  of  aiding  the  enemy  was  perpetrated. 
Knowledge  of  the  means  by  which  this  crime  is  alleged  to  have  been  perpetrated  is  essential  to 
the  adequate  preparation  of  PFC  Manning’s  defense.  See  Schwarz,  15  M.J.  at  1 1 1.  Therefore, 
the  Government’s  blanket  allegation  that  PFC  Manning  aided  the  enemy  through  “indirect 
means”  does  not  help  PFC  Manning  in  preparing  his  defense.  In  fact,  PFC  Manning  is 
susceptible  to  unfair  surprise  at  trial  since  he  does  not  know  what  the  Government  will  argue  as 
to  the  indirect  means  through  which  he  allegedly  aided  the  enemy.  Without  clarification  from 
the  Government,  PFC  Manning  will  not  know  what  type  of  evidence  to  present  to  refute  the 
Government’s  contentions  at  trial.  Therefore,  he  may  be  forced  to  waste  valuable  time  preparing 
for  all  contingencies  due  to  the  vagueness  of  the  charge,  while  the  Government  hones  in  on  its 
single  theory.  See  Bortnovsky,  820  F.2d  at  575  (finding  that  the  accused  must  not  be  compelled 
to  wade  through  thousands  of  documents  in  an  effort  to  locate  materials  essential  to  his  defense); 
see  also  Newman,  25  M.J.  at  606;  Alef,  3  M.J.  at  419. 

d.  What  “intelligence”  is  the  Government  alleging  PFC  Manning  gave  to  the  enemy?  The 
charge  sheet  states  that,  without  proper  authority,  PFC  Manning  knowingly  gave  intelligence  to 
the  enemy.  The  specification  fails  to  specify  what  intelligence  is  alleged  to  have  been  given  to 
the  enemy.  Knowledge  of  the  specific  intelligence  allegedly  given  to  the  enemy  is  essential  to 
the  adequate  preparation  of  PFC  Manning’s  defense.  See  Schwarz,  15  M.J.  at  1 1 1.  As  with  the 
term  “indirect  means,”  the  Government’s  allegation  that  PFC  Manning  knowingly  gave 
intelligence  to  the  enemy  does  not  help  PFC  Manning  in  preparing  his  defense.  PFC  Manning  is 
susceptible  to  unfair  surprise  at  trial  since  he  does  not  know  what  intelligence  information  the 
Government  believes  supports  the  charged  offense.  Without  clarification  from  the  Government, 
PFC  Manning  will  not  know  what  type  of  evidence  to  present  to  refute  the  Government’s 
contentions  at  trial.  See  Bortnovsfy,  820  F.2d  at  575;  Newman,  25  M.J.  at  606;  Alef,  3  M.J.  at 
419. 

General  Article  134  -  Wromfullv  and  Wantonly  Causing  Intellisence  to  be  Published 
9.  In  addition  to  the  charge  of  aiding  the  enemy,  PFC  Manning  is  charged  with  one  specification 
of  a  violation  of  Article  134,  UCMJ,  in  that  he  is  alleged  to  have  “wrongfully  and  wantonly 
cause[d]  to  be  published  on  the  internet  intelligence  belonging  to  the  United  States  Government, 
having  knowledge  that  intelligence  published  on  the  internet  is  accessible  to  the  enemy[.]”  The 
Defense  requests  a  bill  of  particulars  on  the  same  areas  detailed  above.  See  discussion  in 
paragraph  8,  supra. 

a.  Who  is  the  alleged  enemy? 

b.  In  what  manner  did  PFC  Manning  wrongfully  and  wantonly  cause  intelligence  to  be 
published  on  the  internet?  In  order  for  PFC  Manning  to  prepare  for  trial,  he  needs  to  be 
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informed  of  how  the  Government  claims  this  offense  occurred.  The  requested  information  is 
necessary  for  the  Defense  to  understand  specifically  what  conduct  of  PFC  Manning  is  considered 
by  the  Government  to  constitute  “wrongfully  and  wantonly  cause  intelligence  to  be  published.” 
Without  such  information,  PFC  Manning  will  not  be  able  to  adequately  exercise  his  Sixth 
Amendment  right  to  present  a  defense. 

General  Article  134  -  Stealine.  Purloinine  or  Convertins  in  Violation  of  18  U.S.C.  Section  641 

10.  PFC  Manning  is  also  charged  with  five  specifications  of  a  violation  of  Article  134,  UCMJ 

dealing  with  18  U.S.C.  Section  641 .  With  respect  to  these  Specifications  under  Charge  II,  the 
Defense  requests  the  following  additional  information: 

a.  What  specific  theory  of  culpability  does  the  Government  intend  to  rely  upon?  In  other 
words,  does  the  Government  allege  that  PFC  Manning  “stole”,  “purloined”  or  “converted”? 

While  a  bill  of  particulars  should  not  be  used  to  conduct  discovery  of  the  Government’s  theory  of 
the  case,  it  may  be  used  to  clarify  the  specific  theory  upon  which  the  Government  intends  to  rely. 
See  discussion  in  paragraph  7,  supra.  The  Government’s  general  allegation  that  PFC  Manning 
did  “steal,  purloin,  or  knowingly  convert”  the  charged  information  does  not  help  PFC  Manning 
in  preparing  his  defense.  In  fact,  PFC  Manning  is  susceptible  to  unfair  surprise  at  trial  since  he 
does  not  know  what  the  Government  which  theory  the  government  will  argue.  Without 
clarification  from  the  Government,  PFC  Manning  will  not  know  what  type  of  evidence  to  present 
to  refute  the  charged  offense.  Therefore,  he  may  be  forced  to  waste  valuable  time  preparing  for 
all  contingencies  due  to  the  vagueness  of  the  charge,  while  the  Government  hones  in  on  its  single 
theory.  See  Bortnovsky,  820  F.2d  at  575;  Newman,  25  M.J.  at  606;  Alef,  3  M.J.  at  419. 

b.  If  the  government  is  alleging  that  PFC  Manning  stole,  purloined  and  converted  the  charged 
items,  does  each  theory  of  culpability  apply  equally  to  every  charged  item? 

General  Article  134  -  Espionase  in  Violation  of  18  U.S.C.  Section  793(e) 

1 1 .  PFC  Manning  is  also  charged  with  eight  specifications  of  a  violation  of  Article  134,  UCMJ 
dealing  with  18  U.S.C.  Section  793(e).  With  respect  to  these  Specifications  under  Charge  II,  the 
Defense  requests  the  following  additional  information: 

a.  In  Specification  3,  the  Government  alleges  “more  than  one  classified  memorandum 
produced  by  a  United  States  Government  intelligence  agency. . The  Defense  requests  that  the 
Government  identify  the  exact  number  and  specific  records  it  believes  supports  this  specification 
for  the  Defense’s  review. 

b.  In  Specification  5,  the  Government  alleges  “more  than  twenty  classified  records  from  the 
Combined  Information  Data  Network  Exchange  Iraq  database. . .  .  The  Defense  requests  that  the 
Government  identify  the  exact  number  and  specific  records  it  believes  supports  this  specification 
for  the  Defense’s  review. 

c.  In  Specification  7,  the  Government  alleges  “more  than  twenty  classified  records  from  the 
Combined  Information  Data  Network  Exchange  Afghanistan  database. . .”.  The  Defense  requests 
that  the  Government  identify  the  exact  number  and  specific  records  it  believes  supports  this 
specification  for  the  Defense’s  review. 
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d.  In  Specification  9,  the  Government  alleges  “more  than  three  classified  records  from  a 
United  States  Southern  Command  database...”.  The  Defense  requests  that  the  Government 
identify  the  exact  number  and  specific  records  it  believes  supports  this  specification  for  the 
Defense’s  review. 

e.  In  Specification  10,  the  Government  alleges  “more  than  five  classified  records  relating  to  a 
military  operation  in  Farah  Province,  Afghanistan  occurring  on  or  about  4  May  2009. . The 
Defense  requests  that  the  Government  identify  the  exact  number  and  specific  records  it  believes 
supports  this  specification  for  the  Defense’s  review. 

f  In  Specification  13,  the  Government  alleges  “more  than  seventy-five  classified  United 
States  Department  of  State  cables. . The  Defense  requests  that  the  Government  identify  the 
exact  number  and  specific  records  it  believes  supports  this  specification  for  the  Defense’s 
review. 

General  Article  134  -  Knowimlv  Exceeding  Authorized  Access  in  Violation  of  18  U.S.C.  Section 
1030fa)m 

12.  PFC  Manning  is  also  charged  with  two  specifications  of  a  violation  of  Article  134,  UCMJ, 
alleging  that  he  “knowingly  exceeded  authorized  access  on  a  Secret  Internet  Protocol  Router 
Network  computer,  and  by  means  of  such  conduct . . .  obtained  information[,]”  namely, 
diplomatic  cables,  in  violation  of  18  United  States  Code  Section  1030(a)(1).  The  Defense 
requests  the  Government  to  provide  the  following  particulars: 

a.  How  did  PFC  Manning  “knowingly  exceed[]  authorized  access  on  a  Secret  Internet 
Protocol  Router  Network  computer  in  Specification  1 3  of  Charge  II?”  This  information  is 
necessary  so  that  PFC  Manning  may  adequately  prepare  a  defense  to  the  offense  charged  in  these 
two  specifications.  The  Government  fails  to  specify  in  what  manner  PFC  Manning  exceeded  his 
authorized  access  to  the  Secret  Internet  Protocol  Router  Network  computer.  This  information  is 
essential  to  PFC  Manning’s  adequate  preparation  of  his  defense.  See  Schwarz,  1 5  M.J.  at  1 1 1 ; 
see  also  discussion  in  paragraph  7,  supra. 

b.  How  did  PFC  Manning  “knowingly  exceed[]  authorized  access  on  a  Secret  Internet 
Protocol  Router  Network  computer  in  Specification  14  of  Charge  II?” 

Article  92  -  Violation  of  a  lawful  seneral  resulation 

13.  Finally,  PFC  Manning  is  also  charged  with  five  specifications  of  a  violation  of  UCMJ 
Article  92.  With  respect  to  the  Specifications  under  Charge  III,  the  Defense  requests  the 
following  particulars: 

a.  In  Specification  1,  what  is  the  alleged  conduct  that  the  Government  believes  was  an 
attempt  to  bypass  network  or  information  system  security  mechanisms? 

b.  In  Specification  2  and  3,  what  is  the  unauthorized  software  alleged  to  have  been  added 
to  the  Secret  Internet  Protocol  Router  Network  computer? 
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c.  In  Specification  2  and  3,  which  computer  is  the  Government  alleging  the  software  was 
added  to? 

d.  In  Specification  2  and  3,  how  is  the  Government  alleging  the  software  was  added  to 
the  computers? 

e.  In  Specification  4,  how  does  the  Government  allege  PFC  Manning  used  an 
information  system  in  a  manner  other  than  its  intended  purpose? 

Although  the  reasons  for  these  narrowing  questions  appear  self-evident  due  to  the  vagueness  of 
the  specifications  as  charged,  further  elaboration  will  be  provided  during  argument  upon  this 
Court’s  request. 

14.  In  sum,  these  vague  specifications  are  unconstitutional  in  that  they  infringe  upon  PFC 
Manning’s  Sixth  Amendment  right  to  prepare  and  present  a  defense.  See  United  States  v. 
Williams,  40  M.J.  379,  380  (C.M.A.  1994)  (citing  Fawcett  v.  Bablitch,  962  F.2d  617  (7th  Cir. 
1992).  The  failure  of  the  Government  to  fiimish  the  information  sought,  well  in  advance  of  trial, 
would  be  a  denial  of  due  process  and  a  clear  violation  of  the  rights  guaranteed  by  the  Fifth,  Sixth, 
and  Eighth  Amendments  to  the  Constitution  of  the  United  States.  See  generally  Birmley,  529 
F.2d.  108  (6th  Cir.  1976);  Chambers  v.  Mississippi,  410  U.S.  284,  295  (1973);  Cole  v.  Arkansas, 
333  U.S.  196  (1948). 


CONCLUSION 


15.  Based  on  the  above,  the  Defense  requests  that  the  Court  order  the  Government  to  file  a  bill 
of  particulars  on  the  above  requested  information. 


Respectfully  submitted. 


DAVID  EDWARD  COOMBS 
Civilian  Defense  Counsel 
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) 

)  DEFENSE  MOTION  TO 
)  COMPEL  DEPOSITIONS 

) 

) 

) 

) 

)  DATED:  16  February  2012 

) 


RELIEF  SOUGHT 

1 .  In  accordance  with  the  Rules  for  Courts-Martial  (R.C.M.)  702(c)(2),  the  Defense  requests  that 
an  oral  deposition  of  the  below  listed  individuals  be  conducted  prior  to  trial. 

a.  CPT  James  Kolky,  1*‘  Cavalry  Division,  Fort  Hood,  Texas,  Brigade  S-2,  (254)  285-5093, 
james.koky@conus.army.mil.  He  will  testify  about  his  classification  review  of  the  three 
Apache  gun  videos  that  were  sent  to  his  Division  by  FORSCOM.  Specifically,  he  v^dll 
testify  that  the  videos  were  not  classified  at  the  time  of  their  alleged  release.  However,  he 
will  testify  that  he  believes  that  videos  should  have  been  classified.  He  will  also  testify 
regarding  his  classification  determination.  The  requested  deposition  is  needed  due  to  the 
Article  32  Investigating  Officer’s  improper  determination  that  CPT  Kolky  was  not 
reasonably  available  at  the  Article  32  hearing.  CPT  Kolky  was  an  essential  witness  and 
should  have  been  produced  in  person  at  the  Article  32  hearing.  Additionally,  given  the 
fact  CPT  Kolky  believes  the  matter  that  the  Defense  wishes  to  discuss  with  him  is 
classified,  the  Government  needs  to  arrange  for  a  proper  location  for  the  deposition.  The 
Defense  requests  that  an  oral  deposition  be  conducted. 

b.  RADM  Kevin  M.  Donegan,  Director  of  Operations  for  United  States  Central  Command, 
7115  South  Boundary  Boulevard,  MacDill  Air  Force  Base,  Florida  33621,  (312)  651- 
4134,  kevin.donegan@centcom.mil.  RADM  Donegan  conducted  classification  reviews 
on  two  PowerPoint  slide  presentations  of  official  reports  originated  by  USCENTCOM. 
The  PowerPoint  presentations  are  the  subject  of  Specification  10  of  Charge  II.  RADM 
Donegan  will  testify  regarding  his  classification  determination  and  his  belief  of  the  impact 
on  national  security  due  to  the  release  of  the  information.  The  requested  deposition  is 
needed  due  to  the  Article  32  Investigating  Officer’s  improper  determination  that  RADM 
Donegan  was  not  reasonably  available  at  the  Article  32  hearing.  RADM  Donegan  was  an 
essential  witness  and  should  have  been  produced  in  person  at  the  Article  32  hearing. 
Additionally,  given  the  classified  nature  of  his  testimony,  the  Government  needs  to 
arrange  for  a  proper  location  for  the  deposition.  The  Defense  requests  that  an  oral 
deposition  be  conducted. 

c.  Robert  E.  Betz,  USC  YBERCOM  Chief  Classification  Advisory  Officer,  the  Government 
has  not  provided  the  defense  with  contact  information  for  Mr.  Betz.  Mr.  Betz  will  testify 
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about  his  classification  determination  concerning  the  alleged  chat  logs  between  Mr.  Lamo 
and  PFC  Bradley  Manning.  Specifically,  he  will  testify  about  his  classification 
assessment  of  information  discussed  in  the  alleged  chat  logs.  The  requested  deposition  is 
needed  due  to  the  Article  32  Investigating  Officer’s  improper  determination  that  Mr.  Betz 
was  not  reasonably  available  at  the  Article  32  hearing.  Mr.  Betz  was  an  essential  witness 
and  should  have  been  produced  in  person  at  the  Article  32  hearing.  Additionally,  given 
the  classified  nature  of  his  testimony,  the  Government  needs  to  arrange  for  a  proper 
location  for  the  deposition.  The  Defense  requests  that  an  oral  deposition  be  conducted. 

d.  LtGen  Robert  E.  Schmidle,  Jr.,  Deputy  Commander  U.S.  Cyber  Command,  (703)  614- 
3663,  robert.schmidel@usmc.mil.  LtGen  Schmidle,  is  the  Original  Classification 
Authority  (OCA)  over  the  information  discussed  by  Mr.  Betz.  LtGen  Schmidle  will 
testify  that  he  concurs  with  the  classification  determination  and  impact  statements  made 
by  Mr.  Betz.  The  Defense  would  like  to  question  him  regarding  his  declaration  and  the 
basis  for  his  belief  The  requested  deposition  is  needed  due  to  the  Article  32  Investigating 
Officer’s  improper  determination  that  LtGen  Schmidle  was  not  reasonably  available  at  the 
Article  32  hearing.  LtGen  Schmidle  was  an  essential  witness  and  should  have  been 
produced  in  person  at  the  Article  32  hearing.  Additionally,  given  the  classified  nature  of 
his  testimony,  the  Government  needs  to  arrange  for  a  proper  location  for  the  deposition. 
The  Defense  requests  that  an  oral  deposition  be  conducted. 

e.  VADM  Robert  S.  Harward,  USCENTCOM,  Deputy  Commander,  MacDill  Air  Force 
Base,  Florida  33621,  (813)  840-5104,  robert.harward@jfcom.mil.  VADM  Harward  will 
testify  concerning  his  classification  review  and  classification  determination  concerning 
the  CIDNE  Afghanistan  Events,  CIDNE  Iraq  Events,  other  briefings  and  the  BE22 
PAX.wmv  video.  Specifically,  VADM  Harward  will  testify  concerning  his  classification 
determination  and  his  belief  of  the  impact  on  national  security  from  having  this 
information  released  to  the  public.  The  requested  deposition  is  needed  due  to  the  Article 
32  Investigating  Officer’s  improper  determination  that  VADM  Harward  was  not 
reasonably  available  at  the  Article  32  hearing.  VADM  Harward  was  an  essential  witness 
and  should  have  been  produced  in  person  at  the  Article  32  hearing.  Additionally,  given 
the  classified  nature  of  his  testimony,  the  Government  needs  to  arrange  for  a  proper 
location  for  the  deposition.  The  Defense  requests  that  an  oral  deposition  be  conducted. 

f  Patrick  F.  Kennedy,  Under  Secretary  of  State  for  Management.  The  Government  has  not 
provided  contact  information  for  Mr.  Kennedy.  Mr.  Kennedy  will  testify  concerning  his 
review  of  the  disclosure  of  Department  of  State  Diplomatic  Cables  stored  within  the  Net- 
Centric  Diplomacy  server  and  part  of  SIPDIS.  Mr.  Kennedy  will  testify  concerning  his 
classification  determination  and  the  impact  of  the  release  of  the  information  on  national^ 
security.  The  requested  deposition  is  needed  due  to  the  Article  32  Investigating  Officer  s 
improper  determination  that  Mr.  Kennedy  was  not  reasonably  available  at  the  Article  32 
hearing.  Mr.  Kennedy  was  an  essential  wimess  and  should  have  been  produced  in  person 
at  the  Article  32  hearing.  Additionally,  given  the  classified  nature  of  his  testimony,  the 
Government  needs  to  arrange  for  a  proper  location  for  the  deposition.  The  Defense 
requests  that  an  oral  deposition  be  conducted. 
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g.  RADM  David  B.  Woods,  Commander,  Joint  Task  Force  -  Gu^tanamo  (JTF-GTMO), 
(703)  697-3650,  david.b.woods@navy.mil.  RADM  Woods  will  testify  concerning  his 
review  of  the  disclosure  of  five  documents,  totaling  twenty-two  pages.  RADM  Woods 
will  testify  concerning  his  classification  determination  and  his  belief  regarding  the  impact 
of  the  release  of  the  information  on  national  security.  The  requested  deposition  is  needed 
due  to  the  Article  32  Investigating  Officer’s  improper  determination  that  RADM  Woods 
was  not  reasonably  available  at  the  Article  32  hearing.  RADM  Woods  was  an  essential 
witness  and  should  have  been  produced  in  person  at  the  Article  32  hearing.  Additionally, 
given  the  classified  nature  of  his  testimony,  the  Government  needs  to  arrange  for  a  proper 
location  for  the  deposition.  The  Defense  requests  that  an  oral  deposition  be  conducted. 

h.  Mr.  Robert  Roland.  The  government  has  not  provided  contact  information  for  Mr. 
Roland.  The  requested  deposition  is  needed  due  to  Mr.  Roland  not  being  produced  by  the 
Government  at  the  Article  32  hearing.  Mr.  Roland  was  an  essential  witness  and  should 
have  been  produced  in  person  at  the  Article  32  hearing.  Additionally,  giverx  the  classified 
nature  of  his  testimony,  the  Government  needs  to  arrange  for  a  proper  location  for  the 
deposition.  The  Defense  requests  that  an  oral  deposition  be  conducted. 


RT  JRDEN  OF  PERSUASION  AND  BURDEN  OF  PROOF 

2.  As  the  moving  party,  the  Defense  has  the  burden  of  persuasion.  R.C.M.  905(c)(2).  The 
burden  of  proof  is  by  a  preponderance  of  the  evidence.  R.C.M.  905(c)(1). 


FACTS 


3.  PFC  Manning  is  charged  with  five  specifications  of  violating  a  lawful  general  regulation,  one 
specification  of  aiding  the  enemy,  one  specification  of  disorders  and  neglects  to  the  prejudice  of 
good  order  and  discipline  and  service  discrediting,  eight  specifications  of  communicating 
classified  information,  five  specifications  of  stealing  or  knowingly  converting  Government 
property  and  two  specifications  of  knowingly  exceeding  authorized  access  to  a  Government 
coniputer,  in  violation  of  Articles  92, 104,  and  134,  UCMJ,  10  U.S.C.  §§  892, 904, 934  (2010). 

4.  The  origineil  charges  were  preferred  on  5  July  2010.  Those  charges  were  dismissed  by  the 
convening  authority  on  1 8  March  201 1 .  The  current  charges  were  preferred  on  1  March  2011. 
On  16  December  through  22  December  2011,  these  charges  were  investigated  by  m  Article  32 
10.  The  charges  were  referred  without  special  instructions  to  a  general  court-martial  on  3 
February  2012. 

5.  The  Defense  began  asking  for  the  OCAs’  classification  determinations  during  discovery  as 
early  as  15  November  2010,  approximately  14  months  ago.  See  Attachment  A.  On  multiple 
subsequent  occasions,  the  Defense  renewed  its  request  for  the  OCAs’  classification 
determinations.  For  over  a  year,  the  Government  justified  its  need  for  excludable  delay  to  the 
Convening  Authority,  in  part,  due  to  the  requirement  to  obtain  these  OCA  classification 
determinations.  The  Government  provided  these  determinations  to  the  Defense  piecemeal.  It 


was  not  until  the  late  fall  (approximately  November  201 1)  that  the  Defense  had  in  its  possession 
all  of  the  OCA  classification  determinations.  See  Attachment  B. 

6.  On  2  December  2011,  the  Defense  submitted  its  witness  list  to  the  Article  32  Investigating 
Officer,  naming  the  seven  OCAs'  as  witnesses  and  explaining  in  detail  the  relevance  of  each  of 
the  OCAs’  testimony.  See  Attachment  C.  That  same  day,  the  Government  also  submitted  its 
witness  list;  it  did  not  place  any  of  the  OCAs  on  its  list.  See  Attachment  D.  On  7  December,  the 
Government  responded  to  the  Defense’s  witness  list.  See  Attachment  E.  With  the  exception  of 
CPT  James  Kolky,  the  Government  did  not  deny  that  the  testimony  of  the  OCA  was  relevant. 
Instead,  the  Government  asked  the  Investigating  Officer  to  find  each  OCA  “not  reasonably 
available  for  the  Article  32  given  his  position  as  . . .”.  Id  at  pp.  9-10.  On  8  December  201 1,  the 
Defense  submitted  a  “Witness  Justification”  memorandum  to  the  Investigating  Officer,  wherein 
it  challenged  the  Government’s  blanket  averments  that  the  OCAs  were  not  reasonably  available. 
See  Attachment  F.  In  particular,  the  Defense  wrote  at  p.  5,  “The  government  objected  to  the 
defense  request  for  any  of  these  witnesses.  The  government,  without  justification,  requested  that 
you  find  the  requested  witnesses  were  not  reasonably  available  given  the  importance  of  their 
respective  position.  The  government  seems  to  argue  that  in  matters  of  military  justice,  if  you 
have  too  important  a  position,  you  should  not  be  bothered.  Military  justice  should  not  be 
controlled  by  the  importance  of  your  duty  position.  Each  individual  took  the  time  to  provide  an 
unsworn  affidavit.  The  defense  should  be  provided  with  the  opportunity  to  examine  these 
witnesses  at  the  Article  32  hearing.”  Id. 

1.  The  Defense  also  objected  to  the  Government’s  attempt  to  adduce  the  OCAs’  unsworn 
statements  in  lieu  of  sworn  statements  at  the  Article  32.  In  this  respect,  the  Defense  argued: 

In  the  event  these  wimesses  are  not  produced,  the  defense  objects  to  the  Investigating 
Officer  considering  their  unsworn  statements.  R.C.M.  405(g)(4)(B).  Unsworn 
statements  under  28  U.S.C.  §  1746  cannot  be  considered  by  the  Investigating  Officer. 

The  Manual  for  Courts-Martial  requires  that  testimony  given  at  an  Article  32  be  under 
oath.  R.C.M.  405(h)(1)(A).  If  a  witness  is  deemed  not  reasonably  available,  the 
Investigating  Officer  can  consider  sworn  statements.  R.C.M.  405(g)(5)(B)(i).  An 
unsworn  statement  provided  under  28  U.S.C.  §  1746  is  not  a  sworn  statement.  In  order 
for  an  unsworn  statement  provided  under  28  U.S.C.  §  1746  to  be  adniissible,  it  must  be 
subscribed  and  signed  “in  a  judicial  proceeding  or  course  of  justice”  in  order  to  subject 
the  declarant  to  the  penalty  of  peijury  at  the  Article  32  hearing.  See  Article  131  c(3) 
(noting  that  “Section  1746  does  not  change  the  requirement  that  a  deposition  be  given 
under  oath  or  alter  the  situation  where  an  oath  is  required  to  be  taken  before  a  specific 
person.”);  See  also  28  U.S.C.  §  1746  (noting  that  the  unsworn  declaration  is  not  effective 
in  “depositions  or  an  oath  of  office,  or  an  oath  required  to  be  taken  before  a  specified 
official.”).  Id.  at  p.  5. 

8.  The  Government  did  not  respond  formally  to  the  Defense’s  position.  Rather,  the  Government 
sent  the  Investigating  Officer  an  email  where  it  responded  to  miscellaneous  matters.  With 
respect  to  the  swom/unswom  statements,  the  Government  wrote: 


'  At  the  time,  there  were  seven  identified  OCAs.  A  subsequent  OCA  was  requested  as  soon  as  his  identity  was 
known  to  the  Defense. 


The  United  States  objects  to  your  consideration  of  Article  131,  Perjury,  as  a  reference  in 
determining  whether  a  statement  is  properly  sworn.  Article  13 1  is  a  puiutiye  article 
intended  to  criminalize  sworn  statements  by  Servicemembers  during  a  judicial 
proceeding.  The  original  classification  authority  (OCA)  reviews  are  simply  sworn 
statements  made  “under  penalty  of  perjury”  lAW  28  U.S.C.  1746.  Rather  than  Article 
131,  the  United  States  recommends  you  consider  Article  134,  False  Swearing,  and 
specifically  the  portion  under  the  explanation  which  states,  “[i]t  does  not  include  such 
statements  made  in  a  judicial  proceeding  or  course  of  justice,  as  these  are  under  Article 
131,  perjury....”  See  MCM,  part  IV,  paragraph  79c(l).  Under  the  defense’s  proposed 
analysis,  the  only  sworn  statements  that  you  could  consider  during  this  investigation,  are 
previously  sworn  statements  given  under  oath  at  an  Article  32  investigation  or  court- 
martial.  Attachment  G. 

9.  That  same  day,  the  Defense  responded  by  email  stating,  “A  declaration  under  28  U.S.C. 
Section  1746  is  an  “Unsworn  Statement.”  As  such,  unlike  sworn  statements  under  2823,  these 
statements  are  not  admissible  over  defense  objection  unless  signed  during  the  Article  32  hearing. 
A  plain  reading  of  28  U.S.C.  Section  1746  and  R.C.M.  405(h)(1)(A)  undercuts  the  government’s 
position.  The  analysis  to  Article  131  also  reaffirms  the  defense’s  position.”  See  Attachment  H. 

10.  On  12  December  201 1,  the  parties  participated  in  an  802  conference  to  discuss  various 
matters.  The  Investigating  Officer  had  not,  at  this  point,  made  any  determination  as  to  what 
witnesses  would  appear  at  the  Article  32  hearing,  even  though  the  hearing  was  scheduled  for  a 
few  days  later.  However,  he  had  done  independent  research  and  provided  the  parties  with 
several  cases  which  showed  that  he  was  inclined  to  treat  the  unsworn  statements  as  sworn 
statements  for  the  Article  32.  He  asked  the  parties  to  respond  to  the  cases  he  had  found.  The 
Defense  looked  up  these  cases  and  prepared  a  statement  on  why  these  cases  were  inapposite, 
sending  this  to  the  Investigating  Officer  and  the  Government  later  that  day.  In  that  email,  the 
Defense  \vrote: 

28  U.S.C.  1746  Statements 

In  response  to  your  request  for  us  to  look  at  2010  WL  2265833  and  2002  WL  243445,  the 
defense’s  position  is  that  both  cases  are  inapplicable  to  the  situation  at  hand.  In  Faison, 
the  10  found  that  TRD  was  unavailable  and  that  her  videotaped  statement  was  sworn. 
Such  a  determination  was  appropriate  given  the  fact  TRD  responded  to  questions 
indicating  that  she  knew  the  difference  between  the  truth  and  a  lie  and  promised  to  tell 
the  truth.  As  the  10  and  the  AFCC  A  correctly  concluded,  this  colloquy  more  than 
adequately  satisfied  the  oath/affirmation  requirement  so  as  to  make  TRD’s  videotaped 
statement  a  sworn  statement  under  R.C.M.  405(g)(4)(B)(i).  In  the  instant  case,  unsworn 
statements  under  28  U.S.C.  §  1746  do  not  share  any  of  the  same  hallmarks  of  a  sworn 
statement.  The  statements  are  not  made  in  front  of  anyone  and  the  statements  are  not 
similar,  in  that  they  are  not  made  in  front  of  a  person  authorized  to  administer  oaths. 

Likewise,  Elsevier  dealt  with  a  videotaped  interview  that  was  done  without  a  formal 
swearing’or  oath.  However,  it  qualified  as  a  sworn  statement  in  accordance  with  R.C.M. 
405(g)(4)(B)(i)  since  on  a  later  date  the  unavailable  witness  did  swear  to  the  truth  of  the 
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statements  contained  therein.  The  10  correctly  found  this  to  be  a  sworn  adoption  of  the 
videotaped  interviews  that,  pursuant  to  United  States  v.  Wood,  36  M.J.  651  (A.C.M.R. 
1992)  rendered  it  admissible.  None  of  the  individuals  who  provided  the  unsworn 
statenlents  under  28  U.S.  C.  §  1746  have  subsequently  provided  a  sworn  adoption  of  their 
unsworn  statement  in  accordance  with  R.C.M.  405(g)(4)(B)(i). 

An  unsworn  statement  provided  under  28  U.S.C.  §  1746  does  not  qualify  as  a  sworn 
statement.  In  order  for  an  unsworn  statement  provided  under  28  U.S.C.  §  1746  to  be 
admissible,  it  must  be  subscribed  and  signed  “in  a  judicial  proceeding  or  course  of 
justice”  at  the  Article  32  hearing.  A  plain  reading  of  28  U.S.C  Section  1746  and  R.C.M. 
405(h)(1)(A)  undercuts  any  argument  to  the  contrary.  See  Attachment  I. 

11.  The  Government’s  one  line  response  was,  “The  United  States  maintains  its  previously  stated 
position  on  ...  the  validity  of  the  sworn  statements.”  See  Attachment  J.  The  Investigating 
Officer  did  not  ask  the  Government  to  respond  specifically  to  the  Defense’s  argument  or  to 
advance  its  own  interpretation  of  the  cases. 

12.  On  14  December  2011,  the  Investigating  Officer  ruled  in  favor  of  the  Government  on  the 
unsworn  statements.  See  Attachment  K.  In  support  of  its  ruling,  the  Investigating  Officer 
produced  three  new  cases  that  he  believed  supported  the  proposition  the  Government  was 
advancing.^  In  making  his  ruling,  the  Investigating  Officer  stated,  “I  also  note  that  the 
classification  review  statements  at  issue  all  indicate  that  they  are  in  the  “course  of  justice  as 
they  all  indicate  the  persons  making  the  statements  knew  they  were  being  prepared  for  use  in  this 
case.  As  such,  I  consider  these  statements  to  have  the  same  indicia  of  reliability  as  sworn 
statements.”  Id  The  last  line  of  the  Investigating  Officer’s  ruling  clearly  reveals  that  he  did  not 
deem  an  unsworn  statement  made  under  penalty  of  peijury  to  be  equivalent  to  a  “sworn 
statement”  under  405(g)(4)(B).  Rather,  he  determined  that  an  unsworn  statement  should  be 
admissible  because  it  carried  with  it  “the  same  indicia  of  reliability  as  sworn  statements.”  Id. 

The  Defense’s  position  was  that  the  Investigating  Officer  fabricated  a  new  ground  upon  which  to 
admit  statements  under  405(g)(4)(B)  -  that  the  statement  carries  “the  same  indicia  of  reliability 
as  sworn  statements”  -  which  is  not  permitted  under  military  law. 


13.  At  the  time  the  Investigating  Officer  had  made  the  determination  that  the  unsworn 
statements  would  admissible  because  they  carried  the  same  indicia  of  reliability  as  sworn 
statements,  he  had  not  yet  even  formally  ruled  on  whether  the  OCAs  were  “reasonably  available” 
or  would  be  produced  at  trial.  Clearly,  the  implication  of  the  Investigating  Officer’s  ruling  on 


^  Only  one  of  these  was  a  military  case;  two  were  federal  appellate  cases.  The  defense  maintains  that  none  of  the 
cases  offers  support  for  the  proposition  that  an  unsworn  statement  under  28  U.S.  C.  §  1746  can  be  converted  into  a 
sworn  statement  under  R.C.M.  405(gX4XB).  In  fact,  the  only  military  case  cited  by  the  Investigating  Officer, 

United  States  v.  Gunderman,  67  M.J.  683  (C.A.A.F.  2009)  appears  to  lend  more  support  to  the  defense  s  position 
that  that  of  the  govemment/lnvestigating  Officer.  The  Army  Court  of  Criminal  Appeals  m  Gunderman  emphasizes 
that,  “To  be  admissible  before  this  court,  factual  assertions  must  be  ...  admitted  m  a  proper  form  ....  Indeed,  our 
owii  internal  rules  reflect  this  requirement  for  some  form  of  solemnity.”  Id.  at  686-7.  The  court  continued,  “By 
reaffirming  this  requirement,  we  do  not  exalt  form  over  substance  . . .  However,  assertions  of  fact .  must  either  be 
contained  in  the  record  or  be  offered  in  an  admissible  form.”  Id.  at  688.  In  short,  Gunderman  establishes  that  form 

is  important  and  evidence  proffered  by  either  party  must  be  “in  an  admissible  form.’  , 

^  Note  that  this  determination  by  the  Investigating  Officer  formed  one  of  four  bases  for  the  Defense  s  Motion  for  the 
Investigating  Officer  to  recuse  himself.  See  Attachment  M. 
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the  unsworn  statements  meant  that  he  had  determined  that  they  would  not  be  required  to  appear 
but  he  had  yet  to  provide  a  basis  for  that  ruling.  Later  that  night,  the  Investigating  Officer  finally 
made  his  first  (in  a  series)  of  witness  determinations.  He  determined  that  the  testimony  of  six  of 
the  seven  OCAs  was  “relevant”  but  that  the  significance  of  the  OCAs’  expected  testimony  did 
not  “outweigh  the  difficulty,  expense  and  effect  on  military  operations”  so  as  to  justify  the 
OCAs’  presence  at  the  Article  32.^  See  Attachment  L.  He  found  the  CPT  James  Kolky’s 
expected  testimony  was  not  relevant  to  the  form  of  the  charges,  the  truth  of  the  charges,  or 
information  necessary  to  make  an  informed  recommendation.  Id. 

14.  During  the  course  of  the  Article  32  hearing,  and  after  the  Defense  made  a  motion  for  the 
Investigating  Officer  to  recuse  himself,^  the  Investigating  Officer  advised  the  Government  that 
he  might  require  the  OCAs’  presence  by  telephone  and  asked  the  Government  to  have  telephomc 
contact  information  available  and  to  ensure  that  the  OCAs  were  ready  to  testify  by  telephone. 

The  Government  agreed  to  do  so.  The  Defense  objected  to  this  request  and  explained  that  it 
needed  the  OCAs  to  testify  in  person  such  that  it  could  hand  them  various  documents  and 
exhibits.  At  this  point,  the  Investigating  Officer  reverted  back  to  his  ruling  that  he  would 
consider  the  unsworn  statements  in  lieu  of  calling  the  OCAs  to  testify  either  telephonically  or  in 
person.  The  Investigating  Officer  considered  the  unsworn  declarations  of  the  OCAs  and 
ultimately  recommended  that  all  charges  be  referred  to  a  general  court-martial. 

15  On  1 2  January  20 1 2,  the  Defense  filed  a  Request  for  Oral  Deposition  with  the  Special  Court- 
Martial  Convening  Authority  (SPCMA).  See  Attachment  N.  On  16  January,  2012,  the  Defense 
filed  another  Request  for  Oral  Deposition  naming  two  additional  OCAs.  See  Attachment  O.  On 
18  January  2012,  the  SPCMCA  disapproved  the  Defense’s  request.  See  Attachment  P.  With 
respect  to  s’ix  of  the  OCAs  (para.  2),  the  SPCMCA  wrote,  “The  10  determined  that  the  difficulty, 
expense  and  or/effect  on  military  operations  outweighed  the  significance  of  the  expected 
testimony  . . .  There  is  no  evidence  that  the  witnesses  will  not  be  available  for  trial  if  their 
testimony  is  determined  relevant  and  proper  . . .”.  Id.  With  respect  to  Mr.  Roland,  the  SPCMCA 
disapproved  of  the  request  because  “The  defense  did  not  request  Mr.  Roland  as  an  Article  32 
witness.  There  is  no  evidence  that  the  witness  will  not  be  available  at  trial  if  their  testimony  is 
determined  relevant  and  necessary.”  Id. 

16.  On  23  January  2012,  the  Defense  filed  a  Request  for  Oral  Deposition  with  the  General 
Court-Martial  Convening  Authority  (GCMCA).  See  Attachment  Q.  On  1  February  2012,  the 
GCMCA  denied  the  Defense’s  request  on  virtually  identical  grounds.  See  Attachment  R. 

17.  On  20  January  2012,  the  Defense  filed  with  the  Government  a  Discovery  Request  wherein  it 
asked  for  complete  contact  information  for  various  OCAs.  See  Attachment  S.  On  27  January, 
2012,  the  Government  responded  that  it  would  not  provide  contact  information  for  the  OCAs  on 
the  grounds  that  “the  defense  has  failed  to  provide  any  basis  for  the  request.”  See  Attachment  T. 

18.  The  Defense  was  confused  by  the  Government’s  refusal  to  provide  contact  information  for 
the  OCAs.  The  Defense  knows  that  such  information  is  readily  available  as  the  Government 
represented  to  the  Investigating  Officer  that  they  would  be  prepared  to  contact  the  OCAs  by 

'  Although  the  wording  differed  slightly  with  respect  to  each  OCA,  the  thrust  of  the  determination  was  identical. 

’  See  Attachment  M. 
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telephone  during  the  Article  32.  In  response  to  the  Government’s  refusal,  the  Defense  sent  an 
email  to  the  Government  reading,  in  part: 

I  am  a  little  confused  by  the  government’s  response  concerning  contact  information  for 
Mr.  Roland,  Ambassador  Kennedy,  and  Mr.  Betz.  Is  it  the  government’s  position  that 
even  though  you  have  ready  access  to  the  contact  information  for  these  potential 
witnesses,  you  will  not  provide  this  information  to  the  defense?  If  so,  can  you  elaborate 
on  the  basis  for  your  denial  to  provide  this  information  that  is  consistent  with  the 
requirements  of  Article  45,  UCMJ?  See  Attachment  U. 

19.  The  Government  responded: 

As  for  the  contact  information  for  Mr.  Betz,  Ambassador  Kennedy,  and  Mr.  Roland-  All 
three  are  not  currently  identified  as  government  witnesses.  If  they  are  identified  as 
witnesses,  then  their  contact  information  will  be  provided  pursuant  to  the  government’s 
requirements  under  Article  46,  UCMJ  and  relevant  portions  of  the  RCM.  If  this  is  not 
responsive,  the  defense  is  invited  to  renew  its  request  with  a  more  specific  basis  and  the 
proper  authority  for  receiving  the  contact  information.  Id 

20.  The  Defense  wrote  back: 

I  am  still  confused  by  the  government’s  refusal  to  provide  contact  information  for  Mr. 
Roland,  Ambassador  Kennedy,  and  Mr.  Betz.  At  this  point,  it  appears  that  the 
government  is  improperly  impeding  the  defense’s  access  to  these  potential  witnesses.  In 
discovery,  the  government  provided  the  defense  with  an  unsworn  declaration  from  each 
of  these  potential  witnesses.  Additionally,  you  introduced  these  declarations  into 
evidence  at  the  Article  32,  and  were  prepared  to  call  each  by  telephone  should  the  10 
deem  the  unsworn  declarations  inadmissible.  Therefore,  the  defense  would  like  to 
interview  Mr.  Roland,  Ambassador  Kennedy  and  Mr.  Betz. 

The  requirements  of  Article  46  are  not  dependent  upon  whether  the  government 
ultimately  decides  to  list  a  particular  individual  on  their  witness  list  or  not.  Instead,  it 
speaks  to  the  right  of  the  trial  counsel,  defense  counsel,  and  court-martial  to  obtain 
witnesses  and  other  evidence.  Please  provide  contact  information  for  Mr.  Roland, 
Ambassador  Kennedy  and  Mr.  Betz  by 1700  tomorrow.  Id 

21.  Again,  the  Government  refused  to  provide  contact  information: 

At  this  time,  we  will  not  provide  the  contact  information  for  Mr.  Roland,  Ambassador 
Kennedy,  or  Mr.  Betz;  however,  if  they  are  designated  as  government  witnesses  we  will 
not  only  provide  the  information,  but  coordinate  meetings  for  the  defense  to  interview 
these  senior  level  officials,  and  any  other  senior  officials  designated  as  government 
witnesses.  These  meetings  will  be  well  before  trial  so  that  each  party  has  adequate 
opportunity  to  prepare  its  case  and  equal  opportunity  to  interview  witnesses. 

As  of  today,  none  of  these  three  individuals  will  be  witnesses  at  a  court-martial,  if  the 


w 


case  is  referred.  Although  the  United  States  intends  to  call  senior  military/govemment 
officials  as  witnesses,  we  have  not  identified  these  individuals  as  our  witnesses.  The 
United  States  understands  its  obligations  under  Article  46,  UCMJ,  applicable  rules,  and 
applicable  case  law,  and  is  confident  the  defense  will  have  equal  opportunity  to  obtain 
witnesses,  as  defined  by  these  sources  and  overseen  by  a  military  judge.  Id. 

22.  The  Defense  then  indicated  that  it  “would  like  to  explore  the  possibility  of  calling  these 
individuals  as  defense  witnesses.  Please  be  so  kind  as  to  provide  contact  information  for 
them.  Thank  you.”  On  1  February,  2012,  the  Government  responded  “Absolutely.  We  will  start 
working  with  each  organization  to  determine  the  best  way  for  the  defense  to  contact  the 
individuals.”  Id.  Over  two  weeks  later,  the  Government  has  still  not  provided  the  Defense  with 
the  relevant  contact  information. 


WITNESSES/EVIDENCE 


23.  The  Defense  does  not  request  any  witnesses  be  produced  for  this  motion.  The  Defense 
respectfully  requests  this  court  to  consider  the  referred  charge  sheet  in  support  of  its  motion,  as 
well  as  the  Attachments  referenced  herein. 


T  .F.GAT.  AUTHORITY  AND  ARGUMENT 

24.  Although  the  stated  purpose  of  depositions  is  generally  to  preserve  the  testimony  of  an 
unavailable  witness,  a  deposition  may  be  taken  when  there  was  an  improper  denial  of  a  witness 
request  at  an  Article  32  hearing  or  where  the  government  has  improperly  impeded  defense  access 
to  a  witness.  See  R.C.M.  702(3 )(discussion).  See  also  United  States  v.  Killebrew,  9  M.J.  154 
(C  M  A.  1980);  United  States  v.  Cumberledge,  6  M.J.  203, 205,  n.  13  (C.M.A.  1979);  United 
States  V.  Chuculate,  5  M.J.  143  (C.M.A.  1978);  United  States  v.  Chestnut,  2  M.J.  84  (C.M.A. 
1976).  In  this  case,  the  original  denial  of  the  OCA  witness  request  at  the  Article  32  was 
improper.  Additionally,  the  Government  has  impeded  the  Defense’s  access  to  the  OCA 
witnesses.  Accordingly,  the  Defense  requests  that  you  order  a  deposition  of  the  OCAs  under 
R.C.M.  702. 

25  The  Defense  has  taken  proactive  steps  -  indeed,  every  step  it  possibly  could  -  to  protect  the 
rights  of  PFC  Manning.  It  asked  for  the  OCAs  to  appear  in  person  at  the  Article  32;  it  objected 
to  the  introduction  of  unsworn  statements  for  consideration  by  the  Investigating  Officer,  it 
requested  from  the  SPCMCA  and  the  GCMC A  that  it  be  permitted  to  depose  the  OCAs;  it 
requested  contact  information  for  the  OCAs  from  the  Government.  The  Defense  has  “timely 
ureeldl  [the  accused’s]  pretrial  rights”  and  thus  requests  that  this  Court  order  that  the  OCAs  be 
deposed.  United  States  v.  Chuculate,  5  M.J.  143,  145  (CMA  1978)  (“Thus,  if  an  accused  is 
deprived  of  a  substantial  pretrial  right  on  timely  objection,  he  is  entitled  to  judicid  enforcement 
of  his  right,  without  regard  to  whether  such  enforcement  will  benefit  him  at  trial.”). 

26.  For  over  a  year,  PFC  Manning’s  trial  was  delayed  because  the  Goveminent  needed  to  obtain 
the  appropriate  classification  reviews  from  the  relevant  OCAs.  Time  after  time,  the  Government 
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hid  behind  the  OCA  approval  process  in  denying  Defense  requests  for  discovery.  Finally,  a 
month  before  the  Article  32,  the  Government  secured  all  relevant  OCA  approvals  and  the  court- 
martial  process  was  able  to  begin. 

27.  When  the  Defense  asked  that  the  OCAs  appear  personally  at  the  Article  32  so  that  the 
Defense  could  cross-examine  them  about  their  classification  determinafions,  the  Government 
balked.  While  the  Government  conceded  they  were  relevant,  it  maintained  that  they  were,  in 
effect,  too  important  to  appear  at  an  Article  32  hearing.  The  Investigating  Officer  agreed  \vith 
the  Government.  He  determined  that  the  testimony  of  six  of  the  seven  OCAs  was  relevant  but 
that  the  significance  of  the  OCAs’  expected  testimony  did  not  “outweigh  the  difficulty,  expense 
and  effect  on  military  operations”  so  as  to  justify  the  OCAs’  presence  at  the  Article  32.  See 
Attachment  L.  It  is  ironic  that,  after  over  a  year  of  waiting  for  the  OCAs  to  complete  their 
important  work,  the  OCAs’  work  was  deemed  not  important  enough  to  justify  them  personally 
appearing  at  the  Article  32  hearing. 

28.  The  Investigating  Officer  did  not  provide  any  support  or  reasons  to  buttress  his  conclusion 
that  the  OCAs  were  “not  reasonably  available.”  United  States  v.  Samuels,  1959  WL  3613 
(C.M.A.)  (the  investigating  officer  should  set  out  the  circumstances  upon  which  the  conclusion 
of  the  unavailability  is  predicated).  Moreover,  the  Defense  believes  that  the  Investigating 
Officer’s  determination  was  not  thoughtful  and  considered,  but  merely  a  rote  recitation  of  the  test 
for  availability.  This  is  supported  by  the  fact  that  the  Investigating  Officer  was  completely 
“wishy-washy”  on  whether  the  OCAs  would  be  required  to  testify.  First,  he  determined  two 
days  before  the  Article  32  hearing  that  the  OCAs  were  not  reasonably  available.  At  the  hearing, 
he  then  suggested  that  the  OCAs  would  be  compelled  to  testify  (and  thus,  were  reasonably 
available  -  at  least  telephonically).  He  then  reaffirmed  that  the  OCAs  were  not  reasonably 
available  and  that  he  would  consider  only  their  unsworn  statements.  This  prevarication  suggests 
that  the  Investigating  Officer  did  not  carefully  weigh  the  relevant  interests,  but  rather  made  his 
decision  on  a  whim.  It  is  illogical  to  think  that  a  witness  could  be  “not  reasonably  available”  one 
day  and  then  miraculously  “reasonably  available”  another  day. 

29.  The  Government  went  to  great  pains  to  ensure  that  the  unsworn  statements  of  the  OCAs 
were  considered  by  the  Investigating  Officer.  The  Defense  objected  to  the  Government  s  proffer 
of  unsworn  statements  as  being  in  contravention  of  R.C.M.  405.  The  Investigating  Officer,  who 
had  consistently  made  rulings  in  favor  of  the  Government  during  the  Article  32  process,  was 
prepared  to  find  the  statements  admissible  even  though  they  were  in  improper  form.  He 
determined  that  the  statements  were  unsworn,  but  carried  with  them  the  same  “indicia  of 
reliability”  as  sworn  statements.  The  Investigating  Officer  proceeded  to  consider  the  unsworn 
statements  of  the  OCAs;  as  such,  the  Defense  did  not  have  an  opportunity  to  cross-examine  the 
OCAs  at  the  Article  32.  The  Defense  submits  that  given:  a)  the  Government’s  extensive  efforts 
to  ensure  that  the  Investigating  Officer  would  consider  the  OCAs’  unsworn  statements  and  b)  the 
Investigating  Officer  “bending  over  backwards”  to  ensure  that  he  could  consider  such  statements 
despite  being  proffered  in  an  inadmissible  form,  the  Defense  should  have  an  opportunity  to 
depose  these  OCAs.  The  Government  had  the  full  benefit  of  having  its  evidence  considered  by 
the  Investigating  Officer,  but  none  of  the  burdens  (i.e.  cross-examination).  See  United  States  v. 
Cabrera-Frattini,  65  M.J.  950  (N.M.Ct.Crim.App.,  2008)  (a  deposition  may  be  ordered  to  allow 
the  defense  an  opportunity  to  cross-examine  an  essential  witness  who  was  not  available  at  the 
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Article  32  investigation.);  United  States  v.  Ledbetter,  2  M.J.  37, 43  (C.M.A.1976)  (an  Article  32 
investigation  serves  a  twofold  purpose  as  a  discovery  proceeding  on  behalf  of  the  accused  and  as 
a  means  of  establishing  probable  cause  as  a  guard  against  the  referral  to  tnal  of  baseless 
charges). 


30  After  the  Article  32,  the  Defense  filed  two  Requests  for  Oral  Depositions  with  the  SPCMCA 
and  the  GCMCA.  Both  were  denied.  Both  conceded  that  the  testimony  was  relevant  but 
deferred  to  the  Investigating  Officer’s  determination  that  the  difficulty,  expense  and  or/effect  on 
military  operations  outweighed  the  significance  of  the  expected  testimony.  Both  the  SPCMCA 
and  the  GCMCA  indicated  that  there  was  no  evidence  that  the  witnesses  would  not  be  available 
for  trial  if  deemed  relevant  and  proper.  The  Defense  had  now  faced  four  perfimctory  denials  of 
its  requests  to  cross-examine  or  depose  the  OCAs. 


31.  While  all  concede  that  the  testimony  is  relevant,  all  make  blanket  assertions  that  the 
difficulty  expense  and  or/effect  on  military  operations  outweighs  the  significance  of  the 
expected  testimony.  Essentially,  the  Investigating  Officer  adopted  the  Govemmenf  s  conclusory 
assertion  that  each  OCA  was  “not  reasonably  available  for  the  Article  32  given  his  position  as 
”  See  Attachment  E  at  pp.  9-10.  In  turn,  the  SPCMCA  adopted  the  Investigating  Officer’s 
conclusory  assertion  that  “the  difficulty,  expense  and  or/effect  on  military  operations  outweighs 
the  significance  of  the  expected  testimony.”  See  Attachment  L.  In  turn,  the  GCMCA  adopted 
the  Investigating  Officer  and  the  SPCMCA’s  conclusory  assertion  that  “the  difficulty,  expense 
and  or/effect  on  military  operations  outweighs  the  significance  of  the  expected  testimony.”  See 
Attachment  R.  Such  imquestioning  reliance  on  bald  assertions  of  unavailability  is  improper.  See 
United  States  v.  Cumberledge,  6  M.J.  203,  205  (C.M.A.  1979)  (accepting  defendant’s  argument 
that  military  judge  erred  in  “adopting  the  reasoning  of  the  staff  judge  advocate  ....  and  the 
Article  32  investigating  officer  on  the  question  of  the  availability  of  [2  witnesses]  for  the  Article 
32  hearing  . . .  [T]he  evidence  demonstrates  that  the  Government . . .  [had]  sufficient  fimds  and 
the  ability  to  secure  these  witnesses’  presence  at  the  Article  32  hearing  . . .”). 

32  No  one  has  provided  any  explanation  as  to  why  or  how  the  burdens  of  testilying  at  an  Article 

32  or  at  a  deposition  outweigh  the  relevance  of  the  testimony.  The  Defense  has  simply  had  to 
rely  on  the  say-so  of  the  Government,  which  was  wholesale  adopted  by  the  Investigating  Officer, 
and  which,  in  turn,  was  wholesale  adopted  by  the  SPCMCA  and  the  GCMCA.  In  United  States 
V.  Chestnut,  2  M.J.  84  (CMA  1976),  the  Court  of  Military  Appeals  cnticized  the  investigating 
officer  and  trial  judge  for  using  “assumptions  of  [the]  witness’  availability,  rather  than 
[requiring]  evidence  demonstrating  circumstances  or  exigencies  warranting  the  excusal  of  [the 
witness]  from  the  Article  32  hearing.” 

33  The  Defense  would  like  to  question  the  OCAs  about  materials  that  they  prepared  in  response 
to  this  case  and  apparently  are  prepared  to  stand  by.'  How  difficult  can  it  be  to  answer  questions 
that  test  the  basis  of  a  statement  that  one  has  made  under  penalty  of  peijury?  Presumably,  prior 
to  submitting  such  a  statement,  an  OCA  would  have  a  very  good  grasp  of  all  the  issues  contamed 
therein.  Moreover,  what  is  the  “expense”  involved?  The  cost  of  transportation?  Surely  in  a  case 
of  national  importance,  the  cost  of  a  few  flights  is  not  too  much  for  the  U.S.  government  to  bear. 


The  Defense  takes  this  to  be  the  logical  corollary  of  the  Government’s  position  that  the  unsworn  statements  are 
actually  sworn  statements  because  they  are  made  under  penalty  of  perjury. 


Finally,  how  are  military  operations  significantly  impacted  by  requiring  an  OCA  to  answer 
questions  about  his  unsworn  statement?  It  is  hard  to  believe  that  military  operations  would 
suffer  by  having  an  OCA  take  a  few  hours  -  or  at  most  a  day  -  out  of  his  schedule.  United 
States  V.  Ledbetter,  2  M.J.  37  (C.M.A.  1976)  (“In  addition,  there  was  no  showing  that  military 
exigencies  or  other  extraordinary  circumstances  warranted  excusal  of  the  witness,  who  was 
subject  to  military  orders.”)- 

34.  It  seems  that  the  Government,  the  Investigating  Officer,  the  SPCMCA  and  the  GCMCA 
keep  on  passing  the  buck  and  saying  that  the  Defense  can  examine  these  witnesses  “later.” 

“Later”  is  now.  The  Defense  should  not  be  in  a  position  where  it  is  speaking  with  the  OCAs  for 
that  first  time  at  trial. 

35.  In  an  effort  to  reach  out  to  some  of  the  OCAs  on  its  own,  the  Defense  requested  their  contact 
information.  The  Government,  despite  having  this  contact  information  readily  available,  refused 
to  provide  it  to  the  Defense.  The  Government’s  position  appeared  to  be  that  because,  at  this 
point  in  time,  the  Government  was  inclined  not  to  call  the  OCAs  as  witnesses,  it  would  not  share 
their  contact  information  with  the  Defense.  The  Defense  finds  this  position  illogical  and 
indefensible.  The  Defense’s  ability  to  speak  to  a  relevant  witness  does  not  ebb  and  flow  in 
conformity  with  the  whims  of  the  Government.  See  United  States  v.  Killebrew,  9  M.J.  154,  159 
(C.M.A.  1980)  (“...  the  record  of  trial  here  reveals  that  the  rights  of  the  [defendant]  were  not 
adequately  safeguarded.  McElroy  was  clearly  a  potential  witness  for  the  prosecution.  Even  in 
the  last  communication  to  defense  counsel,  the  trial  counsel  recognized  [that  fact]  ). 

36.  The  Government  has  signaled  that  these  OCA  determinations  are  critically  important  -  both 
by  virtue  of  the  time  expended  obtaining  them  over  the  year,  and  the  effort  to  ensure  that  they 
were  considered  by  the  Investigating  Officer  (even  in  improper  form)  at  the  Article  32.  The 
Government  cannot  now  “change  its  mind”  and  downplay  the  significance  of  these 
determinations. 

37.  When  the  Defense  indicated  that  it  might  consider  calling  the  OCAs  as  witnesses  for  the 
Defense,  the  Government  then  “absolutely”  agreed  to  provide  the  contact  information.  It  is  two 
weeks  later,  and  the  Defense  still  does  not  have  any  of  the  three  phone  numbers.  United  States  v. 
Cumberledge,  6  M.J.  203,  205  n.  13  (C.M.A.  1979)  (“it  is  nevertheless  incumbent  upon  the 
Government  to  provide  the  defense  counsel  with  timely  and  meaningful  access  to  the 
witnesses.”)(emphasis  in  original).  The  Defense  believes  that  the  Government  has  been 
improperly  impeding  the  Defense’s  access  to  these  witnesses,  to  the  point  where  the  Govermnent 
reflexively  and  repeatedly  refused  to  provide  contact  information.  It  has  certainly  not  provided 
either  “timely”  or  “meaningful”  access  to  the  OCAs. 
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V.  RELIEF  REQUESTED 


38.  Accordingly,  pursuant  to  the  Rules  for  Courts-Martial  (R.C.M.)  702(c)(2),  the  Defense 
requests  that  an  oral  deposition  of  the  above-listed  OCAs  be  conducted  prior  to  trial. 

Respectfully  submitted. 


DAVID  EDWARD  COOMBS 
Civilian  Defense  Counsel 
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) 

)  DEFENSE  DISCOVERY 
)  REQUEST 

) 

) 

) 

) 

)  DATED ;  1 5  November  20 1 0 


the  Militarv’  Rules  of 
Evidence,  Manual  for  Courts-Martial,  United  States,  2008.  Article  46, 

Uniform  Code  of  Military-  Justice,  and  other  applicable  law,  request  for 
supplemental  discovery  is  hereby  made  for  the  charged  offenses  in  the  case  of 
United  States  v.  Bradley  E.  Manning. 

2.  The  defense  requests  that  the  govermnent  respond  to  each  item  listed  in  its 
29  October  2010  discovery  request  and  the  following  additional  discovery; 

a.  The  names  and  contact  information  for  all  government  investigators  who 
have  participated  or  who  are  presently  participating  in  the  investigation  of  the 
ca.se,  previously  requested  on  29  October  2010.  Specifically,  the  names  of 
the  investigators  and  an  inventory  of  the  items  seized  from  the  home  of  Ms. 
Debra  Van  Alstyne,  1492  Selvvorthy  Road,  Potomac.  NfD  20854  on  2 
November  201 0.  Additionally,  a  list  of  items  seized  from  Mr.  David  House 
and  a  copy  of  all  reports  or  analysis  of  the  items  seized  by  the  Department  of 
Homeland  Security,  the  Federal  Bureau  of  Investigation  (FBI),  or  any  other 
government  agency  on  3  November  2010.  Finally,  a  copy  of  all  field 
interviews  and  reports  conducted  by  the  FBI  or  any  other  governmental 
organization  involving  witnesses  from  Boston,  Massachusetts  or  any  other 
city  from  24  May  201 0  to  the  present  involved  in  this  case. 

b.  The  entire  counseling  packet  for  PFC  Manning.  Specifically,  any 
counseling  or  assessments  done  of  PFC  Marming  by  his  chain  of  command, 
MSG  Paul  Adkins.  CPT  Casey  Martin,  SSG  Peter  Bigelow,  CPT  Matthew 
Freeburg,  or  1 SG  Mark  Woodworth. 

c.  All  Behavioral  Health  Assessments  (BHA)  or  mental  evaluations  of  PFC 
Manning,  previously  requested  by  the  defense  on  29  October  2010.  The 
defense  requests  any  assessment  by  CAPT  Kenneth  J.  Iverson,  CAPT  Bruce 
Balfour,  CAPT  William  Hocter,  CPT  Eden  Critchfield,  CPT  Dale  Hill  or  any 
other  individual  who  has  evaluated  or  commented  on  PFC  Manning's  mental 
state  at  any  time.  Specifically,  the  defense  requests  the  22  May  and  28  May 


U  N  I T  E  D  S  T  A  T  E  S 


M.4NMNG,  Bradle^^FC 
U.S.  Army,  .kx.x-xx^^H 
Headquarters  and  Headquarters  Company,  U.S. 
Anny  Garrison,  Joint  Rase  Myer-Henderson  Hall. 
FortMyer.  VA  22211 


I  In  accordance  with  the  Rules  tor  Courts-Martial  an 


Defense  Discovery  Request  -  PFC  Bradley  E.  Manning 


2010  BHA,  and  all  assessments  for  POI  recommendations  to  the  Quantico 
Confinement  Facility. 

d.  Any  and  all  documents  or  emails  considered  by  CPT  Kevin  Ley  as  the 
militaiy  magistrate  to  support  his  search  and  seizure  authorizations. 

e.  Recorded  video  footage  of  when  PFC  Manning  collapsed  in  confinement 
as  referenced  at  000095  and  any  other  recorded  audio  or  video  footage  of 
PFC  Manning  while  in  confinement  either  in  Iraq,  Kuwait,  or  the  United 
States. 

f  Network  logs  for  all  computers  searched  by  CPT  Thomas  Cherepko  or  any 
other  government  employee  or  investigator  as  referenced  at  000186-87. 

g.  The  application.  Securin'  and  System  Network  logs  obtained  from  PFC 
Blake  Dudley  as  referenced  at  0000187. 

h.  The  results  of  SA  Calder  L  Robertson  Ill  and  SA  David  S  Shaver's 
analysis  of  any  computers  analyzed  in  this  case  as  well  as  copies  of  any 
investigative  notes  or  assessments  by  Computer  Crimes  Investigative  Unit 
(CCIU).  Additionally,  the  names  of  all  individuals  from  the  CCIU  or  any 
other  government  agency  that  have  performed  or  are  performing  any 
computer  forensic  analysis  in  this  case. 

i.  All  documentation  or  information  provided  by  the  government  to  LTC 
Craig  Merutka.  Specifically,  copies  of  the  chat  logs  referenced  at  000455  and 
copies  of  the  CCIU  reports  referenced  at  000463. 

j.  The  results  of  inquiry'/investigalion  and  all  discussions  and  assessments 
done  in  compliance  with  Department  of  Defense  (DoD)  Directive  5210.50, 
DoD  Directive  5200.1  Chapter  10.  DoD  S-5 1 05.2 1-M-l.  DoD  Instruction 
5240.4.  and  Executive  Order  13526.  Specifically,  the  defense  requests  the 
answers  to  the  following  required  investigative  determinations  by  the  above 
DoD  Directives.  Instruction,  and  Executive  Order:  When,  where,  and  how 
did  the  incident  occur?  W'hat  persons,  situations,  or  conditions  caused  or 
contributed  to  the  incident?  WTiat  classified  information  was  compromised? 
If  a  compromise  occurred,  what  specific  classified  information  and/or 
material  was  involved?  If  classified  information  is  alleged  to  have  been  lost, 
what  steps  were  taken  to  locate  the  material?  In  what  specific  media  article 
or  program  did  the  classified  information  appear?  To  what  extent  was  the 
compromised  information  disseminated?  Was  the  infonnation  properly 
classified?  Was  the  information  officially  released?  Are  there  any  leads  to 
be  investigated  that  might  lead  to  identification  of  the  person(s)  responsible 
for  the  compromise? 


Defense  Discoven’  Request  -  PFC  Bradley  R,  Manning 


k.  The  defense  also  requests  copies  of  any  notification  to  the  Original 
Classification  Authorities  (OCA),  the  contact  information  for  the  OCAs,  and 
the  required  answers  by  DoD  Directive  that  states  when  notified  of  the 
compromise  of  classified  information  or  material,  the  original  classification 
authority  for  that  information  or  material  shall:  Verify  the  classification  and 
duration  of  classification  initially  assigned  to  the  information;  Reevaluate  the 
classification  of  the  information  to  determine  whether  the  classification 
should  be  continued  or  changed;  and  complete  a  damage  assessment  in 
accordance  with  DoD  Instruction  and  Directive.  The  verification, 
reevaluation  and  damage  assessment  process  is  required  by  DoD  Directive  to 
be  completed  as  soon  as  possible  following  notification  of  a  compromise. 

3.  The  defense  requests  that  the  government  informs  the  defense  counsel  if  it 
does  not  intend  to  comply  with  any  specific  provision  of  this  request. 

4.  It  is  understood  that  this  is  a  continuing  request. 

5.  A  copy  of  this  request  was  sensed  on  Trial  Counsel  by  email  on  1 5 
November  2010. 


Civilian  Defen.se  Counsel 
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DEPARTMENT  OF  THE  ARMY 

HEADOUARTERS 
1  ST  AiR  CAVALRY  BRiGAOE 
1ST  CAVALRY  DIVISION 
TORT  MOOD.  TEXAS  76544 


AFVA-IACB-S2 


22  August  2010 


MI;M()R.4NDI;M  I  KRI-  SJA.  1st  Cavaln'  Division.  Fort  Hood.  Texas,  76544 
FOR  United  States  Army  Forces  ('ommand,  I’ori  .McPherson,  (ieoreia,  302.30 
SUBJECT:  Classification  Review  of  Materials-  l  .^nited  .States  v.  Manning 

1 .  On  1 0  Augu.st  201 0,  the  1  st  Air  CavaJiy-  Brigade.  I  st  Cavairs-  Division.  Brigade  S-2.  CPT  James 
Kolky  and  the  Brigade  Judge  AdvcKate,  CPT  Stephanie  Cooper  viewed  the  thiree  .Apache  gun  videos 
that  were  sent  to  Division  by  FORSCOM. 

2.  in  answering  the  questions  posed  by  FORSCO.M.  each  version  of  the  gun  video  was  reviewed. 

a.  'Ts  the  tafx;  properly  cltissified'.^" 


(1)  ‘".4:  the  time  it  was  produced?" 

It  is  impossible  to  tell  whether  these  videos  were  properiy  cla-ssificd  when 
produced.  When  the  videos  arc  created  by  the  aviator  during  the  mi.ssicn. 
there  is  no  way  for  him  to  record  the  sequence  of  events  with  a  classification 
marking  automatically  inserted.  After  the  mission  is  complete,  the  tactical 
operations  officer/sergeant  who  uploads  the  tape  iaserts  a  powcrpoinl 
cla.ssitlcation  slide  at  the  beginning  and  the  end  of  every  gun  video.  1  he 
classification  slide  depicts  a  blue  .screen  with  red  words  suiting  ’‘SECRET' 
and  a  declassification  date  listed  in  smaller  print.  This  ruruj  for 
approximately  the  first  five  seconds  and  the  la.st  five  .seconds  of  each  video. 
The  pixK'css  of  pulling  a  classification  label  on  the  gun  tape.s  was  conducted 
each  time  a  tape  was  downloaded.  By  watching  these  video.s  one  cannot  tei! 
whether  they  were  properly  cla.s.sificd  upon  production,  since  the  individual 
with  possession  of  these  copies  could  hav  e  edited  out  the  clas.sification  slide. 
Without  viewing  Uie  originally  produced  version  of  the  vjdeo,  it  is  impossible 
to  determine  whether  it  wa.s  profrerly  classified  when  produced. 

(2)  "As  of  Nov  09- Apr  10  when  it  likely  was  dow-nloaded  and  forwarded  to 

Wikileaks?" 

There  is  no  way  lo  tell  whether  the  videos  bad  a  cla.ssification  marking  when 
downloaded  and  forw^ded  to  Wikileaks.  The  process  of  uploadmg  gun 
video  from  the  camera  in  the  Apache  onto  a  Sl?R  jxirtal  always  included 
inserting  a  classification  slide  at  the  beginning  and  end.  Mowxwer.  vvhocvcr 
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accessed  the  video  Ifoni  the  SIPR  portal  could  have  edited  out  the 
classification  slides  when  downloaded  and  forwarded  to  Wikileaks.  Without 
viewing  the  original  version  of  the  video  that  w  as  ciowTiloadeci  off  the  SIPR 
portal,  i!  is  impossible  to  know  whether  the  video  was  properly  classified. 

(3)  "I'oday?” 

ITtc  videos  are  not  properly  classified.  Each  should  be  classified  at  a 
minimum  as  '‘.secret”  since  they  are  Theater  Full  Motion  Video  (EMV)  with 
visible  telcmctric  data  and  a  visible  farget  .Acquisition  Display  system. 

b.  "  Who  classified  it?  (by  pcisition  or  process/' 

By  position,  it  was  the  tactical  operations  officer,  sergeant  who  would  insert  the 
classification  slides  to  the  \ddcos.  Tlie  process  of  cla,s.sifyiiig  FM  Vs  was  done- 
pursuant  to  Security  Classification  Guides  (SCO)  issued  by  U.S  Central  Command 
(USCENTCOM),  Multinational  Forces-lraq  (MNF-l),  United  .States  Forces-lraq 
(I.'SF-l),  and  in  accordance  with  Army  Regulation  (.AR)  380-5.  para.2-8  and 
fixeciilivc  Order  (EO)  12958.  Sec.  1-5.  The  Security-  Cmides  referenced  above  are 
classified  '"secret.”  The  L'SCF'.NTrOM  guide  cum  he  downloaded  off  the 
/.tSCEN  rCO.M  SIPR  portal.  A  copy  of  the  MNF-l  SCG,  2007  Version,  can  be.  c- 
mailed  to  a  SIPR  address  provided  by  FORSCOM.  A  copy  ofthe  USF-I  SCG.  2008 
Version,  can  'be  found  on  SIPRnet  at  https:/.- forces. intcmet.s-iraq.centcotn.smil.mi!. 

c.  "Were  other  similar  Apache  gun  tapes  made  during  this  time  frame  (2007)  and'or  later 
similarly  classified?'' 

Yes.  There  were  numerous  .Apache  gun  tapes  made  during  titis  time  frame.  I  he 
Brigade  had  a  SIPR  access  site  where  videos  were  stored  and  used  to  a.ssisi  ground 
forces  in  their  respective  Baghdad  security  zones.  Livery  gun  video  \va.s  classified  a.s 
■‘.secret,"  stored  on  a  SIPR  drive  and  uploaded  onto  a  SIPR  poiiat.  In  order  to 
tiownload  video  from  the  portal  an  individual  wo'uld  have  to  have  access  to  a  SIPR 
computer  and  own  a  SIPR  account. 

d.  ‘  Under  vvliat  authority  was  the  tape  classified?  Was  it  classified  pursuant  to  a  security 
classification  guide  or  the  e.\crcisc  of  original  classification  authority  or  was  it  derivatively 
classified  from  other  sourccs.-'amhoritiesT' 

1  healer  I  MVs  with  visible  telemelric  data  were  always  classified  as  ‘  sccrcf' 
pursuant  to  the  MNF-I  SCG,  Tab  A,  Section  l)-23  (2(K)7  Version)  and  USF-1  SCG 
Section  D-24  (2008  Version). 
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e.  "Under  wimi  ciassification  eaiegorv-  sipceified  in  Hxecutive  Order  1 3526,  paragraph  !  .4 
does  the  content  of  the  tapes  fali?” 

At  the  lime  these  videos  were  created.  KO  12s)58.  as  amended  by  hO  13292, 
provided  classiHcation  guidance.  The  categories  under  l'!()  12958,  See  1 .5,  that 
affect  this  classiHcation  are  listed  above  in  the  Security  Ciassification  Guides. 

f.  "What  xspecis  of  the  tape  are  classified? 


Aspects  of  the  tapes  tliat  are  classified  include: 

(1  i  Tckinciric  Data  to  include  the  Target  Acquisition  Display  System  (TADS land 


the  Speed,  Height,  and  Direction  of  the  Apache 

-  US  GENICOM  SCO.  CCR  380-14.  App..  A.  #28. 

-  MNF-I SCG.  Tab  A.  Sec  D-22.  D-23. 

-  LJSF-I  SCCr.  Tab  A,  Sec.  D-24  and  lab  B.  Sec  3.2  D-23. 

(2  )  Weapons  capabilities  and  Targeting  seiection 

-  US  CENTCO.M  SCG.  CCR  380- 1 4,  .App.,  A.  #27. 

-  MNF-t  SCG.  Tab  A.  SccB-1. 

-USF-I  SCG.  Tab  A,  SccB-1. 

(3)  Grid  coordinates 

-  US  CENTCOM  SCG.  CCR  380-14.  App..  A.  #24. 

-  MNT-I  SCG  Tab  A.  Sec  A-17. 

-  USF-1  SCG  lab  .A,  Sec  .A-17. 

(4)  Radio  Tran.smissions,  Wl^eldy  Radio  COMSEC.  Call  signs 

-  US  CENTCO.M  SCG.  CCR  380-14.  App..  A.  #39. 
-MNF-1  SCG.  Tab  A,  See  G-l. 


3.  The  point  of  contact  for  this  memorandum  i.s  CPT  .Stephanie  R.  Cooper,  Brigade  Judge 
Advocate,  at  (2.54)  285-.5404  or  via  e-mail  at  ^ -v  e  .  -  .y  and  the 

undersigned.  CPI'  James  Koiky.  Brigade  S-2,  at  254-28.5-5093  or  via  c-mail  at 
iames.kolkv@conu.s.armv.mil. 


CPI ,  Ml 
Brigade  S-2 
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UNITED  STATES  CENTRAL  COMMAND 
7115  SOUTH  BOUNDARY  BOULEVARD 
MACDILL  AIR  FORCE  BASE,  FLORIDA  33621-5101 


22  February  2011 


MEMORANDUM  For  Office  of  the  Staff  Judge  Advocate 
SUBJECT:  PFC  Manning  (Wikileaks)  Classification  Review  Request 

1.  In  accordance  with  the  request  from  the  Staff  Judge  Advocate  for  the  US  Army  District  of 
Washington  dated  20  November  2010,  USCENTCOM  CCJ3  conducted  a  classification 
review  of  two  PowerPoint  presentations  to  determine:  whether  the  information  was 
appropriately  classified  at  the  time  of  production;  the  current  classification  level  of  the 
documents;  and  vifrether  or  not  disclosure  of  the  documents  would  cause  harm  to  the  national 
security  of  the  US. 

2.  RADM  Kevin  Donegan  signed  an  affidavit  attesting  to  the  correct  classification  of  the 
documents  both  at  the  time  of  production  as  well  as  at  the  present  time  and  the  damage  caused 
by  their  unauthorized  release. 

3.  The  J3  POC  for  this  memorandum  is  the  undersigned,  CCJ3-0-CAS,  (813)  827-5015. 

,'7 

W.  ELLISON  III 
//Lieutenant  Colonel,  USA 

Central  Asian  States  Action  Officer 


I'NCLASSIFIED 
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DECLARATION 

I,  Rear  Admiral  Kevin  M.  Donegan,  declare  and  state: 


I  am  a  Naval  Flag  Officer,  and  I  have  served  in  various  United 
States  Navy  and  joint  service  assignments  for  over  30  years.  I  am  the 
Director  of  Operations  for  United  States  Central  Command  (USCENTCOM) ,  and 
I  am  responsible  for  planning,  organizing,  directing  and  controlling 
joint  and  combined  military  operations  at  the  direction  of  the  Commander 
United  States.  Central  Command.  I  advise  the  Commander  on  all  matters 
pertaining  to  the  strategic  and  operational  employment  of  assigned 
forces,  the  conduct  of  joint  and  combined  operations  and  other  necessary 
functions  of  the  command  required  to  accomplish  our  assigned  tasks  and 
missions.  As  Director  of  Operations,  I  have  been  delegated  Original 
Classification  Authority  by  the  Secretary  of  Defense  at  the  Secret  level. 
I  have  held  my  current  position  for  seven  months. 

PURPOSE  OF  DECLARATION 

I  submit  this  declaration,  in  the  matter  of  United  States  v. 

Private  First  Class  Bradley  Manning,  to  demonstrate  to  the  best  of  my 
knowledge  and  belief  that  disclosure  of  the  information  identified  below 
reasonably  could  be  expected  to  cause  serious  damage  to  the  national 
security  of  the  United  States.  In  making  the  following  statement 
regarding  the  classification  information  in  this  case,  I  rely  on  my 
personal  knowledge  and  experience,  upon  information  made  available  to  me 
in  my  official  capacity,  upon  advice  and  conclusions  reached  and 
determinations  made  in  accordance  therewith. 


I  deliberately  structured  this  declaration  in  an  unclassified  form 
to  facilitate  its  handling  and  use  during  any  judicial  proceeding. 

DESIGNATION  OF  INFORMATION 

Information  which  requires  protection  in  the  interest  of  national 
security  of  the  United  States  is  designated  CLASSIFIED  NATIONAL  SECURITY 
INFORMATION  per  Executive  Order  13526,  Classified  National  Security 
Information,  signed  by  President  Obama  on  December  29,  2009.  The  prior 
Executive  Order  concerning  classification  was  Executive  Order  12958 
signed  by  President  Clinton  on  April  20,  1995  as  amended  by  President 
George  W.  Bush  on  March  25,  2003.  As  specified  at  Section  1.2  of  EO 
13526,  information  is  classified  in  levels  commensurate  with  the 
assessment  that  unauthorized  disclosure  could  cause  the  following 
expected  damage  to  national  security: 

a.  Top  Secret  information  -  exceptionally  grave  damage 

b.  Secret  information  -  serious  dairiage 

c.  Confidential  information  -  damage 
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Unclassified  information  does  not  require  a  security  clearance  for 
access,  but  nonetheless  may  be  of  a  sensitive  nature. 


CLASSIFICATION  DETERMIN.ATION 


I  reviewed  the  material  related  to  this  case  which  was  provided  by 
the  Staff  Judge  Advocate  for  Military  District  of  Washington.  The 
documents  in  question  are  two  PowerPoint  slide  presentations  of  official 
reports  originated  by  USCENTCOM.  The  documents  are  currently  classified 
at  the  SECRET  level.  The  documents  were  appropriately  classified  at  the 
SECRET  level  at  the  time  they  were  generated.  They  remain  currently  and 
properly  classified  SECRET  under  sections  1.2(a)(2),  1.4(a)  and  1.4(c)  of 
Executive  Order  13526.  Both  PowerPoint  slide  presentations  describe  the 
After  Action  Review  of  the  Farah  CIVCAS  Investigation  to  General  David 
Petraeus.  The  file  names  of  these  two  presentations  have  the  dates  25  May 
20C9  and  8  June  2009  respectively. 


IMPACT  ON  NATIONAL  SECURITY  IF  INFORMATION  RELEASED 


Unauthorized  disclosure  of  the  classified  material  specified  above 
would  reveal  intelligence  sources  and  methods,  CJSOTF-A  techniques  and 
procedures,  as  well  as  sensitive  information  that  could  affect  relations 
between  the  US  and  its  allies  in  the  region. 

Pursuant  to  28  U.S.C.  §1746,  I  declare  under  penalty  of  perjury  that  the 
information  provided  herein  is  true  and  correct  to  the  best  of  my 
Icnowledge. 


KEVIN  M.  DONEGAN 
RAWt,  USN 

Director  of  Operations 


Executed  this  15th  day  of  February  2011. 
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DEFENSE  INFORMATION  SYSTEMS  AGENCY 

P  O  BOX  549 

FORT  MEAOe.  MARYLAND  20755-0549 


JUN  0  6  2011 


MEMORANDUM  FOR  TRIAL  COUNSEL,  OFFICE  OF  THE  STAFF  JUDGE  ADVOCATE, 
U.S.  ARMY  DISTRICT  OF  WASHINGTON,  210  A  STREET, 
FORT  LESLEY  J.  MCNAIR,  DC  20319-5013 


SUBJECT:  Classification  Review  -  United  States  v.  Private  First  Class  fPFC'l  Bradley  E. 
Manning 

Reference:  Your  Memorandum,  Subject:  Request  for  Classification  Review,  14  March  201 1 


1 .  As  the  Defense  Information  Systems  Agency  (DISA)  Chief  of  Staff,  I  am  an  original 
classification  authority  (OCA)  with  respect  to  DISA-generated  data.  I  tasked  technical  staff 
in  our  Network  Services  Directorate  to  assess  CENTAUR  logs  provided  to  you  earlier  on 

a  compact  disc.  CENTAUR  is  one  of  several  DISA  system  security  fimctionalities  used  on 
DoD  networks.  The  CENTAUR  database,  as  a  whole,  aggregating  extensive  sensor  information 
about  DoD  networks,  is  classified.  However,  after  assessment  by  DISA  subject  matter  experts, 
we  have  determined  the  extracted  CENTAUR  logs,  a  very  limited  subset  of  data  logged  relating 
to  the  Secret  Internet  Protocol  Routing  Network  (SIPRNet),  to  be  unclassified.  DISA  regards 
this  data  as  sensitive,  however,  and  asks  that  these  specific  logs  not  be  released  to  the  public. 

2.  With  respect  to  data  not  created  or  owned  by  DISA,  please  note  the  SIPRNet  is  DoD's  largest 
interoperable  command  and  control  data  network;  it  is  a  transport  system.  DoD  and  federal 
organizations  use  SIPRNet  transport  to  connect  their  independent  classified  enclaves  to  other 
entities.  Within  the  various  enclaves,  data  is  'owned'  and  classified  by  the  organization  that 
generates  the  data.  DISA  has  no  classification  authority  over  the  data  in  those  enclaves. 

3.  My  technical  point  of  contact  for  this  classification  review  is  Mr.  Dennis  Ruth,  at 
(301)  225-2905  or  dennis.ruth@disa.mil.  My  legal  point  of  contact  for  this  matter  is 
Ms.  Hillary  Morgan  at  (301)  225-6113  or  hillary.morgan@disa.mil. 


:ndler 


Brigadier  General,  USA 


Chief  of  Staff 
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(U)  DECLARATION 

(U)  I.  KODl-R  T  L.  Hrrz.  da;!arc  and  state: 

(U)  BACKGROUND 

(li)  1  am  a  Classilkation  Advisory  Ottk’cr  with  6  years  ofexpericnec.  My  carrent  position  is  L'SCYBERCOVJ  Chief 
C’lassitieation  Adviswry  Officer,  whieh  is  responsible  for  supporting  and  advising  Commander  and  Deputy 
Commander,  USCYBliRCOM  as  the  command's  senior  elassilleation  expen.  I  report  to  the  USCYBIiRCOM  Chief 
of  Staff.  I  have  held  my  current  position  for  2  years,  and  have  over  6  years  ofexpericnec  in  evaluating  and  applying 
national  security  information  classification  regulations. 

(U)  PURPOSE  OF  DECLARATION 

( li)  1  submit  this  declaration,  in  the  matter  of  United  States  v.  Private  H  irst  Class  Bradley  Manninu.  to  demonstrate 
to  the  best  of  my  knowledge  and  belief  that  disclosure  of  the  information  identified  below  reasonably  could  be 
expected  to  cause  SERIOUS  DAV-ACili  to  the  national  security  i)f  the  Lhiited  States.  In  making  the  following 
statement  regarding  the  classified  infonnation  in  this  ca.se,  1  rely  on  my  personal  knowledge  and  experience. 
Executive  Order  13526  Ckissif'iea  Naiional  SMunty  /nfinwuium.  Department  of  Defense  Instruction  O-360(i.iJ2 
Informalion  Operations  (lO')  Security  Classification  Gitia'ance.  Dopartricnt  of  Defense  Regulation  5200. 1  -R 
Infonnation  Security  Program,  and  additional  information  available  to  me  in  my  official  capacity. 

(U)  I  deliberately  structured  this  declaration  in  an  unclassified  fbmi  to  facilitate  its  handling  and  use  during  any 
judicial  proceeding. 

(U)  DESIGNATION  OF  INFORMATION 

(U)  Information  whieh  rei.|uires  protection  in  the  interest  of  national  security  of  the  United  States  is  dcsignatcxl 
CLASSIFIED  NAflONAI.  SECURITY  INFORMATION  per  Executive  Order  13526.  Classifk-il  National  Security 
Information,  signed  by  President  Obama  on  December  29,  2009  [prior  to  June  27,  2t)!0,  refer  to  Executive  Older 
1 295X  signed  by  President  Clinton  on  April  20.  1 995  as  amended  by  President  Gairge  W.  Bush  on  March  25,  2(X)3]. 
Information  is  classified  in  levels  ct)mmensuratc  with  the  assessment  that  unauthorized  disclosure  could  cause  the 
following  expected  damage  to  national  security; 
a.  (U)  fop  Secret  informalion  exceptionally  grave  damage 
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b.  (U)  Secret  informaiiint  sci  iou.s  damage 

c.  (U)  Confidential  information  damage 

(IJ)  Unclassiried  infonnation  does  not  require  a  security  clearance  for  access,  but  nonetheless  may  be  of  a  sensitive 
nature. 

(U)  PROTECTION  OF  INFORMATION 

(U)  Within  the  Department  of  Defense,  classified  information  is  handled  and  protected  in  accordance  with 
Department  of  Defense  Regulation  52(K).  1  -R  In/ormariim  Security  Program.  Classified  infonnation  should  be 
Itandlcd  and  examined  only  under  such  conditions  as  are  adequate  to  prevent  unauthorized  persons  Iroin  gaining 
access.  Classified  material  may  not  be  removed  from  designated  work  areas  or  moved  from  information  systems, 
c.g.  classified  databases,  computer  networks,  servers,  or  computers,  except  in  the  performance  of  official  duties  and 
under  special  conditions  which  provide  protection  for  the  classified  material. 

(IJ)  Cl  ASSIFIC A  nON  DETERMINATION 

(U)  I  reviewed  the  material  related  to  this  ca.se,  which  was  provided  by  the  Prosecution  in  a  memorandum  dated  1 X 
March  201  I.  The  item  in  question  is  the  text  log  of  a  computer  chat  session,  fhe  log  has  no  classification  markings 
but  contains  national  security  information  properly  classified  at  the  SHCRF.T  level  per  Department  of  Defense 
Instruction  O-.^6(K).02  M„  fUufi»ii  OperatUmx  (tU)  Security  Claailh  ation  Guidance  dated  28  November  2(X)5,  and 
Strategic  Command  Instruction  (SI)  720-1  Global Inionuation  Grid  (GIG)  NF.TOPS Security  Clas.sification  Guide 
dated  \5  July  2009 .The  infomiation  in  the  log  was  classified  SECRET  at  the  time  it  was  gciK'ratcd,  and  at  no  time 
has  it  been  dec la,ssi lied.  It  is  currently  and  properly  classified  SECRET.  lT..cpntains.the  folhw.m^  seciirily 

informauovj. 

•  (IJ)  U.S.  (Jovernment  knowledge  that  a  specific  offensive  cyber  cajiability  is  operational  in  cyberspace  and 
under  the  control  of  a  specific  adversary 

•  (IJ)  US.  CJovernmcnt  detailed  knowledge  of  specific  cyber  activity  being  conducted  against  the  U.S.  by  a 
specific  adversary 

•  (U)  U.S.  Government  attribution  of  .specific  cyber  activity  conducted  against  the  U.S.  to  a  speeific 
adversary 
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(U)  The  assoeiation  of  a  "tamily  group”  of  UNCLASSIFIED  cover  terms  (i.e.  code  words)  with  tiK 
classified  information  they  are  intended  to  protect. 

(U)  The  assoeiation  of  a  speeilie  UNCLASSIFIED  eovei  term  (i.e.  code  word)  with  the  classified 
information  it  is  intended  to  protect 

(U)  Hie  level  and  type  of  success  of  specific  cyber  operations  by  a  specific  adversary  against  U.S. 
information  systems 

(U)  The  level  of  effort  the  U.S.  Government  expends  dealing  with  specific  cyber  activity  of  a  speeilie 
adversary. 

(U)  The  U.S.  Governments  assessment  of  the  offensive  cyber  capability  and  capacity  of  a  specific 
adversai'y 


(li)  IMPACT  ON  N.VriON  VL  SECURITY  IF  IM  ORMATION  RLLEASKl) 


(U)  Unauthorized  disclosure  of  the  classified  material  specified  above  would 

•  (U)  Reveal  U.S.  capability  to  detect  sophisticated  cyber  activity  conducted  against  the  U.S. 

•  (U )  Reveal  U.S.  capability  to  attribute  cyber  activity  to  sophisticated  adversaries 

•  (U)  Reveal  the  level  U.S.  Government  of  knowledge  and  understanding  of  a  speeific  cyber  threat 

•  (U)  Cause  the  U.S.  Governnienl  to  expend  personnel  and  financial  resources  to  apply  new  protections  to 
the  disclosed  classified  information  and  undisclosed  but  related  information 

•  (U)  Create  a  negative  impact  on  U.S.  Government  international  relation.ships  based  on  the  assessment  that 
specific  cyber  activity  against  the  U.S.  is  being  conducted  by  a  specified  adversary 

•  (U)  Reduce  U.S.  allies'  confidence  in  the  U.S.  (iovernment's  ability  to  protect  classified  information 
affecting  their  own  national  security. 

(U)  Pursuant  to  2X  U.S.C.  SI74<>,  I  declare  under  penalty  of  perjury  that  the  information  provided  herein  is  true  and 
correct  to  the  best  of  my  knowledge. 


Robert  E.  Detz. 


Chief  Classification  Advisory  Officer,  U.S.  Cyber  Command 


Executed  this  day  of  Uc'  fy  2011. 
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(IJ)  As  an  Original  (  lassirit;atlon  Authi>ri!y  wilh  contml  over  the  national  seemity  inlonnatioii  discussed  herein  and 
responsibility  for  its  protection,  I  concur  with  the  with  the  classification  dctcmiination  and  impact  statements  made 
iKiein.  1  further  endorse  this  declaration  as  the  official  statement  ot  United  States  Cyber  Commaixl  in  regard  to  the 


RolTcrt  F,.  Schmidle,  Jr. 

l.icutenant  (ieneral.  United  States  Marine  Coips 
Deputy  Commander  U.S.  Cyber  Command 


Executed  this 


day  of 


f 


2011. 
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(U)  DECLARATION 

(U)  1.  VICE  ADMIRAL  R{38>-RI  S.  HARWARD.  declare  and  sta-e 
(U)  BACKGROUND 

(1.3)  i  afn  a  Vice  Adnjiral  ia  the  United  State.sNavy  with  32  yeais  of  active  service,  i  curreiisSy  serve  as  Deputy 
Commander,  U.S.  Central  ComiTjand  (USCENTCOM)  at  MacDitl  Air  Force  Base.  I  have  held  this  position  since  !  1 
July  2011.  My  responsfcilities  include  exercising  TOP  SECRET  and  below  Original  Classilicatioa  authority,  which 
inci tides  rende.-lng  a  detsitninatioa  of  USCElTrCOM  generated  informatiot!  for  classincation  purposes  pursuant  to  a 
written  deleption  from  the  Deputy  Secretaty  of  Defense.  {See  Metnorandum  fjom  the  Deputy  Secretary  of 
Defense,  Subject;  Delegation  of  Top  Secret  Classification  .Authority',  dated  5.  May  2011  (Einclosure  1». 

(U)  PURPOSE  OF  DECLARATION 

(U)  1  submit  this  deciaraiion,  in  0-;e  matter  of  United  States  v  Private  First  Class  Bradfev  to  demonstrate 

to  the  best  of  my  know  ledge  and  beliefthat  discloswc  of  the  information  identified  below  reaso.aab!y  could  be 
e.xpeoted  to  cause  SERIOUS  D.AMAGb  to  the  national  security  of  the  United  States.  In  making  the  following 
sta-etnent  regarding  the  classtfjed  itifoimation  in  this  case.  1  rely  on  my  personal  know  ledge  and  e.xperience, 
Executive  Order  \  i52(iCiassifiad  Nutionai Seaitity  Information  or  for  materials  classrije;!  prior  to  June  27.  2010, 
on  Executive  Order  13292,  and  Centi.al  Command  P.egxilatioa  .380-14  Security  Classi/hcu ion  Guide  (versions  0501, 
0109,  and  0110),  and  additional  infotmation  available  to  me  in  my  official  capacity. 

(U)  I  deliberately  siruetttred  this  declaration  io  an  unclassified  form  to  facilitate  its  handling  sid  use  during  any 
judicial  proceeding. 

(U)  DESIGNATION  OF  INFORMATION 

nij  Information 'Which  requires  ptotectiori  in  !he  interestofoationalsecurityoffee  (fnitecl  States  is  designaled 
CLASSIFIED  NATIONAL  SECURITY  INFORMATlf.JN  per  Executive  Order  13526,  Ciassified Naitonal  Security 
Information,  signed  by  President  Barack.  Obama  on  December  29. 2009  [prior  to  June  27, 2010,  refer  to  Executive 
Order  1295S  signed  by  Prtsiden)  Clinton  on  A|)ri{ !  7,  1 995  as  amended  by  Presidetil  George  W  Bush  ot:  Match  25, 
2003}.  Information  b classified  in  levels  commensurate  with  the  assessinea:  that  unauthorized  disclosure  could 
cause  the  foilowiag  expecied  damage  to  national  security; 
a.  (U)  Top  .Secret  information  -  exceptionally  grave  dam-age 

b  (U)  Secret  htfbnnation  ■■■  serious  damage 
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c.  (U)  ConOOential  inTorniatson  -dajnagc 

(U)  Unclassified  information  does  not  require  a  security  clearasKC  for  access,  but  nonetheless  mav  be  of  a  sensitive 
nature. 

(U)  PROTECTION  OF  INFORMATION 

(U)  Within  the  USCENTCOM,  classified  information  is  handled  and  protected  in  accordance  with  Executive  Orders 
13526  aiid  12958.  asamestded  aitd  Central  Command  Regulation  38(f-14  Securiiy  Cirj^ificmwn  Gvi<ie.  The 
USCENTCOM  Special  Security  Office  {SSt})  issues  tlt  is  guide  ;ind  addresses  inquiries  concerning  its  content  and 
interpretation.  The  national  deferi.se  requires  that  certain  information  be  maintained  in  confidence  in  order  to  protect 
our  citizens,  otar  democratic  institutions,  our  homeland  security,  and  <»«■  interaction  widt  foreign  nations.  Classified 
inibiraation  shoufd  be  handled  and  e.-camined  <xi!y  under  such  conditions  as  are  adequate  to  prevent  unauthorized 
persons  from  gaining  access.  Classified  snaterial  ntay  no!  be  removed  fioni  designated  work  areas  or  moved  from 
infonnation  systems,  e.g.  classified  databases,  cotnpitter  neiworks,  servers,  sr  coniputar;;,  except  in  the  perfomtance 
of  ofik'ial  duties  atd  under  special  conditions  which  provide  protection  for  the  classified  material. 

(U)  CLASSIFIC.ATION  DETERMINATION 

((..i)  I  reviewed  the  material  forwarded  to  !.?SCF.NTCOM  by  govetnstien!  prosecutors  in  the  matter  of  United  States 
V.  Private  First  Class  fsradlrv  .Mauninj'. ,  which  was  provided  by  ETC  Chris  F.  Cailen,  USAR,  at  the  USCEN  TCOM 
Staff  Judge  .Atlvocate  Office.  Tltis  material  was  staffed  dtiough  the  following  USCENTCOM  Directorates: 
Intelligence  (12),  Operations  (J3),  and  the  Strategy,  Plans,  and  Policy  {J5).  Tlte  results  of  tills  staffing  were 
provided  to  me  and  consolidated  into  this  affidavit.  The  results  of  the  review'  of  these  documents  are  located  in 
Enclosure  2  -  CIONE  Afghanssta-O  Events.  Enclosure  3-  CIDNE  Iraq  Events,  Enclosure  -i  -  Other  Briefings,  and 
Enclosure  5  -  Video.  As  tdenfified  in  Enclosures  2  through  5.  items  contain  national  security  infbiination  properly 
classified  at  the  SECRET  level  per  Executive  Order  1 3292.  or  Executive  Order  I3S26,  and  CCR  3S0-14.  fhe 
intbrmatiixi  contained  w  ithin  the  listed  items  was  preperly  classified  SECRET  at  the  hme  il  was  generated,  and  at  no 
time  has  it  been  declassified-  ft  is  cuireotiy  and  properN  classified  SECRET.  .As  outlined  in  Enclosures?,  through  ,5, 
the  documents  contain  the  following  types  of  national  security  informatiran: 

•  (U)  U  S.  Goverancm  intelligence  activities  (includmg  covert  action),  intelligence  sources  or  methods,  or 

cryptology 
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•  {U}  U.S.  <joverTjniei?t  militan'  plans,  weapons  systems,  or  operations 

•  (U)  U.S.  Government  operationaJ  code  words  identified  with  mission  operations 

«  (U)  Participating  units,  incinding  ty  pss,  voinerabilities.  locations,  quantities,  readiness  status,  deployments, 

redeploymtents,  and  details  of  moventent  of  US  aietsdlv  forces 

•  (U)  Significant  act  ions  related  to  fact  of  and  general  type  {vehicle-borne,  etc)  of  improvised  explosive 
attacks 

•  (U)  Sk^incant  actiosi  evecit  summaries 

•  (U)  Limitations  and  vulnerabilities  of  US  forces  in  combat  area 

•  (U)  Foreign  govertmtettl  infonnattott 

{1;}  IMP.4CT  ON  national  SECURITY  il-  INFORMATION  RELEASED 
(U)  Unauthorized  disclosure  ol  the  ciassified  material  specified  above  would; 

•  (U)  Cause  the  U.S.  Government  to  expend  persormei  and  financial  resources  to  apply  new  protections  to 
the  disclosed  classified  information  and  undisclosed  but  related  information 

•  (U)  Reduce  U.S  allies'  cottfidertce  in  the  U.S.  Government’s  ability  to  pri>tect  classified  iiifornration 
affecting  their  own  national  security 

•  (U)  Pose  a  threat  so  the  security  of  US  and  coalition  forces  in  the  Iraq  Combined/Joini  Operations  .\rea 
(CJOA) 

•  (U)  Pose  a  threal  to  r>;s  seca.rily  of  US  and  ctyali-iori  forces  in  the  A^hanistan  Cembmed  Joint  Operations 


Area  (CiOA) 


•  (U)  Hinder  ;>n-goj!3g  military  operations,  fotelligcnce  actis'Ities  and  sources  and  stsethods.  and  negatively 

affect  foreign  governtijcot  inteHigejKe  ajidreiatsoos. 

(U)  Pursuant  to  2S  U.S.C.  Jl  746, 1  declare  under  penalty  of  periiny  that  the  information  provided  herein  is  trae  and 
correct  to  the  best  of  my  knowSedge. 


RSijett  5,  Harward 
Vice  .Adtniral,  U.S.  Navy 


Executed  this  day  of  0£.  fT. _ 1  • 
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DEPUTY  SECRETARY  OF  DEFENSE 
1010  oeFENse  pentagon 

WAanilNGTON,  OC  2O30M01O 


MEMORANDUM  FOR  CHAIRMAN  OF  THE  JOINT  CHIEFS  OF  STAFF 
UNDER  SECRETARIES  OF  DEFENSE 
DEPUTY  CHIEF  MANAGEMENT  OFHCER 
COMMANDERS  OF  THE  COMBATANT  COMMANDS 
ASSISTANT  SECRETARIES  OF  DEFENSE 
GENERAL  COUNSEL  OF  THE  DEPARTMENT  OF  DEFENSE 
DIRECTOR,  OPERATIONAL  TEST  AND  EVALUATION 
DIRECTOR,  COST  ASSESSMENT  AND  PROGRAM 
EVALUATION 

INSPECTOR  GENERAL  OF  THE  DEPARTMENT  OF  DEFENSE 
ASSISTANTS  TO  THE  SECRETARY  OF  DEFENSE 
DIRECTOR,  ADMINISTRATION  AND  MANAGEMENT 
DIRECTOR.  NET  ASSESSMENT 
DIRECTORS  OF  THE  DEFENSE  AGENCIES 
DIRECTORS  OF  THE  DOD  FIELD  ACTIVITIES 

SUBJECT:  Delepssoa  of Tc^  Secret  Origiaal  Cltsailkation  Authority 

TI*  incraabeats  of  the  poshioas  sdeatified  in  the  etticbed  listing  ere  hereby  aatfajiized  to 

exoreiae  Top  Secret  origumi  cUmifioattOQ  aulhoriQr  is  ecconUnce  wrtth  Ewscutive  Otder  !352<S, 


‘ClnssISedNatioaai  Security  Infisrmado^^  This  oiesciafisisdusa  $«|«sse^ 


Attachment: 
As  stated 


o 
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>P  SECfUET  CLASSIFICATION  AUTHi 


I^^IES 


Sscfgtatjy  of  Dcf«m« 

£kp%  Secnrtafy  of  Dcfeos® 

Special  AssUtam  to  the  Scc3«tary  and  Deputy  Secretaiy  of  Defense 

Exe«^ve  B^tessf 

Utsdet  S«ct«tsjy  of  tSe&sse  foe  Policy 
Principal  Depaly  Under  Secretary  of  Defease  fca-  Policy 
Dqsufy  Unde  Secretary  of  Defense  for  Policy  Integration  &  Chief  of  Staff 
Dinctor,  Defetsse  Secuh^  Coopemdon  Agency 
Deputy  Diiector,  Defense  Security  C<»|R!nBkai  Agency 
Deputy  Under  Secretary  of  Defense  for  Strategy,  Plar»  aod  Forces 
Assistant  Secretary  of  Defense  {Special  Operasiona  and  Low  Inictsaky  CoriSkt) 
Principal  Dqruty  Assistant  Sectary  of  Defense  (Special  OpersrioQS  and  Low 
lataasity  Co:^lst) 

Assistant  Secretary  of  Defense  (Global  Sriatejpe  Affairs) 

Assbtot  Seonrtary  of  Defense  (Asian  and  Pacific  Securi^  A95ir*) 

Ibindpai  Deputy  ASD  (Asian  and  Pacific  Security  Affairs) 

Assurtant  Secre^ry  of  Defense  (Homeland  Defease) 

Priacsfjal  Depiay  ASD  (Homela^  Efefessa) 

Assistsat  Secretary  of  Defease  (latenuiitional  Security  Policy) 

Priacipei  Depirty  ASD  (InlerriatloQsl  Security  Policy) 

Undo*  Scerttary  of  Defense  (AcqalsHka,  Teebaotogy  St  Loffetka) 

Uadar  Smetary  of  Pefense  (KateBifnsce) 

Under  Secretury  of  Defense  (Peiaoand  and  Reading) 

Under  Secretary  of  Defense  (Cemptrolfer) 


Assisiaat  Secretary  of  Defense  (Hesitb  Affairs) 

Assistant  Secretary  of  Defense  (Legislative  Affairs) 

Assistant  to  foe  Secretay  of  Defoose  (Intdligeoce  Oversi^t) 

Assi^aan  Secretary  of  Defense  for  Networks  and  Infonaaiion  !ntepatioo/DoD  CIO 


Oeccrai  CcftKJsel 

i’rindpel  Deputy  Gtsaesal  Counsel 


1 
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[jtJKities 


Deputy  Genml  Ccnmsd,  ^iteicstiodai  A^Uis 
Depxity  CkamI  Coumel,  Intelligeocc 

Issptctor  Geoersl  9f  tbe  OtjMulaieaf  «f  IMessc 

Dimtor,  Admfadstratloa  m4  Ws«liie^<»s  Servkes 

OpentdoQal  asd  E¥»ht»tl9»  (OT&E) 

TUttetort  Co«  A»ia»m«at  aad  f*jrofnu»  Evakatioa  (CAPE) 

Oirgstor,  IS«t  Aassassmeat 


Cbaimsa5j.JCS(C.JC:r| 

Vice  Cisairaiaa,  JCS  (VCJCS) 

Assistant  to  tbs  Chaamaa,  ICS  (ACJCS) 

Director,  Idat  Stalf  (DJS) 

Vice  CHrector,  Joint  Staff  (VDJS) 

Diiwter  for  M***pc}Cir'«3r  and  Perscaasci  <Dii) 

Dlre(^of  Istdiigeoce  (DJ2)  •  Pothioo  malatatBed  by  DIA 
Vice  I>ir!fctof  of  IntcJHgcacc  (VDJ2)  -  Posttioa  malatainwi  by  DIA 
Directs  for  C^xrrations  (DJS) 

Vice  Diredar  for  OjjeiatitaM  (VDJS) 

DepuJy  Director  Spescial  (^pmej^ons  (DDSO) 

Diiettor  for  Lopsiics  (DJ4) 

EHmtCMr  for  Strategy  Plans  and  Policy  (DJS) 

Vice  Director  Sm:  Strategy  Plaraa  and  Policy  <VDJ5) 

Chief  of  Staff,  l^rectcaate  for  Strategic  Plans  and  Policy 

Directed  for  CfoBatnaynd,  Control,  ConsmuaialddMJS,  A  Computer  (C4)  Systems  (D  J6) 
Vice  IHrccttw  for  C4  Systems  (VDJ6) 

Director  for  OpeialiOTal  Plaaa  and  Joint  Force  De\'elo(Kacat  (DJ7) 

Vice  Director  for  Opeiationai  Plans  and  Join!  Force  D^elofKnent  (VDJ7) 

Director  for  Force  ^ructure,  Resources,  and  Assessmeot  (DJS) 

Vice  Director  for  Force  Structure,  Rssourcea,  and  Requirements  (VDJS) 

Defoac  Adrweed  Research  ^jecte  Afescy  (DARP^ 


Director  (DR) 

Deputy  Dinpctor  (DD) 

Chief  of  Staff  (CS) 

Chief,  Ftnancid  Executive  (FE) 

DepuQc  Diractor  for  fotelligraicc  (i2) 

Depu^  Director,  Analysis  (Di) 

Deputy  Director  for  Humaft  Iraelligeace  (DH) 
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ORIGINAL  TDF  SICRST  CLASSIFICAT  ON  At” 


jn^ 


TIES 


Deputy  Dinxtm  for  MASINT  and  Tecbnical  CoUectioa  (DT) 
■n*  Defease  Attaches  (DAO)  (Total  of  137) 

Director,  NalioM  Medk  Exploitattoa  Cecter  (NMEC) 

Chkt  Naliorasi  MASINT  Maaagemeat  OMce  (NM) 


Dinxfof,  DIKA 

ViceDIrectof.DlSA 

CbiefofSlaf^DISA 

Principal  EHiector  for  (IIO  Operadoas  (GO) 

Director,  DTRA 
Dqsuty  Directof .  DTRA 

Director,  Defo  s«  Lopatlea  Affai^  (OLA) 

Director,  Missik  Deksse  Ageetey  (MBA) 

Director,  Nodonai  Geospadal'lateiligamee  Agcaqr  (NGA) 


Director,  NSA/GiJef,  CewtraJ  Security  Scsvicc 

D^tiity  Dipcctoc,  NSA 

Director's  of  Staff 

Dimtor's  Dcfsay  Ocef  of  Staff 

SIGDIT  Dsiertor 

SIGINTCIslefofStsff 

SIGINT  DiircetcJiate  Dqjtrty  Chief  for  SIGIhfT  Policy  and  Corptsrale  Issues 
SIGINT  Directoji^  Associate  Depujy  Chief  for  SIGiNT  Policy  and  Corporate  issues 
Deputy  Director  fof  Analysis  arrd  Productioa 
Deputy  Director  for  Data  Acqumdo® 

Chiet  MoRMlion  Shsnng  Services 

ChieC  Cryptsaalysis  and  Exploitation  Services 

Director,  National  Security  OperatioM  Cetaer  (NSOC) 

Director  NSA/CSS  Threat  Operaiioas  Center  (NTOC) 

Informatioa  Assurance  Director 

Infonaadoa  Assamwac  Techakai  Directsa 

Associate  Director  for  Cormototity  Integr^on,  Policy  and  Records 

Deputy  Associate  Director  for  Policy  and  Records 

Associate  Director  for  Security  and  CoitetediiteUigersce 

Technology  Director 

Director  for  Foreign  Afftirs 

Associate  Director  for  In.'^aUarioos  and  Logistics 
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ORIGINAL  TOP  SECRET  CLASSiFICATiON  At 


.un^fexiE; 


Director 

Piincij^  Ikpjtjf  Direcior 
Deputy  Director 

Diractor,  Imagery  It^lligcnce  Systems  AcquisUica.  Directcs^ 

Director,  Signals  k^pcce  Systems  Acqubitioa  Dkectoreto 

Director,  Coamumcadoss  Sy^cms  Acquisition  and  Opemtions  Dtiectomto . 

I^rector,  Advare^  Systotns  and  Tedbnoiogy 

Director,  Misdoa  C^scfstjons  Dire<?teaie 

Director,  Special  CoOTmumcadotts  Ofiice 

Director,  Ground  Ectesprise  Directorate 

Director,  Ogice  of  Security  and  Counteislelligence 

Idrtctof,  Office  of  Spece  l^aunds 

Directs,  Mission  Support  Directonrte 

President,  Nattonel  Defense  Unh-erslty  (NDU) 

Corrmsandcr 

Deputy  to  tfae  Coremaader  for  Military  Operstioiis 
Deputy  to  the  Cooncaader  for  CivU  Miii^  Activities 
Chief  of  Staff 

United  8mm  Command  mSCENTCOMI 

Cosunaadet 

Deputy  CoQunander  arid  Cbkf  of  Staff 


Ommaz»di 
Deputy  C«M3j3»*ksr 
Chief  of  Staff 

United  Stotot  fmm  CoiaigiM  mSjOKIQM) 

Cotnnundar 
Dqjuty  Comnsarider 
Chief  of  Staff 

Cemtaander,  NORAD  arod  United  Statm  Northern  ConiBiaad  (USNORTHCOM) 
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ORIGINAL  for  SECRET  CLASSFICATION  AL' 


Comamdct 
D<}5Uty  Cocmijaadef 
CbkfofSIaff 

Foreign  Polky  Advisor  (Granted  by  DeparttaeM  of  State) 

CouimaEsdssr,  US  Forces 
Commander,  US  Forces  Korea 


Conanai^ 

Oeptay  Coffimiadcr 

Comoumder.  Joint  Special  Operations  Commaad 


Commsasdsar 

Military  Dq«iy  Commarida’ 

Chief  of  Sta^ 

United  Sbates  Coasamid  (USSTRATCQM) 

Commander  (JOCC) 

Oepoty  Cotnasaadar  (JOCD) 


Commander  ffCCC) 

Oeptdy  Commander  (ICDQ 


United  States  Cyber  Command  fUSCYBERCOM) 


Comnsaadof 
Deputy  Cocsaiander 
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Cndowre /:  OONf  AFSHAMtSTAN  feVRNT?; 


Tab 

identiSed  Cocumert 

fnforrMfion  Classified 
per  CCR  3a!>  14,  EO 
1295«ss  Am*dej, 
ard/or  £0 1.3526 

Ciassificadon 

8««fofOrigfnai 

Oassificadots 

Basis  fo!  Curse-it 

Classification 

A 

053C4SS3-S747-4irC-S4i5 

4SaF788PfAB 

3/2/iOO& 

?3gei 

MiJUary  DUfJi, 

sviienis,  Of 
oper&Vo'ts. 

S 

£C  129SS  as  ameniled,  j 
Sectioit  l.-1(a>  1 

|CCR  380- 14(0110),  Page  A- 
:23,  item  3;  £0  13526  Section 
1.4(a3 

3 

,>S3C4eOO-  c46S  ^eeD-SFDC  • 
6CA42E7E12A7 

12/4/200? 

Page  4 

weapons  svstens  of 
Op^jrations;  >k>feigfi 
garvrjrf¥'^£?fU 
'inforrr.auon 

S 

W)  12998  as  amended. 
Section  1  4  {aHs? 

:0Ca  33014  {Olio,  Page  A. 
23.  Item  11;  EO  13526 

Section  1.4  {8j{b,l 

C 

25S2  fc!l?F-E2SS-46S»-3E91- 

B?CB55SSai86 

7/2/20Q7 

Page  6 

MiJ  ?a:y  pJans, 
weapons  sy5i«ns>  of 
operat.-ons;  Foreign 
goverrifnent 

5 

60 1296S  as  amended. 
Section  3  4  ia}lb? 

as  380-14  (0110),  Page  A- 
23,  item  11;  EO  13526 

Section  14  ia)(b) 

a 

?5S567S5-D182-45Frj-86-57' 

2&ni3AiPf42 

2/9/2007 

Pages 

Mii  fary  pans,  ; 

weapons  systems,  or 
operatior;!;  Foreig-i 
gpve!rn.mr:nt 

S 

„  ,  CCR  380-14  fOi  10),  Page  A- 

60 12556  as  amended,  ^3^  ^ 

Seittionl-KaitP.  s«:tjor.  1  4 -laKW 

E 

?.A5CAi2C-357§'4DA8-«9EJ 
33343 3re93C3 

2/17/2007 

Page  10 

Military  plans, 
weapons  .sy.stenv;,  or 
operations;  Foreign 
government 

information 

CCR  380-X4  (0110).  Page  A- 
60 129SS  as  amended,  ,3^  3,.  ^33^5 

Section  1.4  (a;{b.  ieaior,  l.AfaKP} 

f 

36251792-F927-3435 

051S176F3051S230 

6/30/2003 

Page  IS 

SiGACT  Event 
Siimmaries; 

Oper  adonal  forSe 
wwdssjwhen 
idstnt'ified  with  mis.s:on 

ooeraticms 

s 

CCS  380-14  (OIOS),  Pages  A  CCS  380-14  {0110),  Page  A- 
2.3,  A-24,  EO  12958  as  22,  Item  6;  Page  A23.  Item 

amended.  Section  1.4  (a)  :  11;  tO  13S2S  Section  i.4  (a) 

<3 

ReportKe','  42BiVCaOA-E98S- 
4236  A7g3  -OC'a343370t37 
ote-jrred  12/26/2007 10.-30 
Page  20 

Mii  tary  pJa.ns, 
weapons  sy.ttem.s,  or 
operatioris;  Foreign 

information 

s 

r.-,  ...  '•■=110.  P«8«  A- 

60  l....,e  as  amended, 

Section  1.4  {a. (b)  ;  section  1  4  (aKW 

" 

4A860499-6Q3.1-4FO&-9DA7. 

6F.6£0C?S?F4C 

3/4/2007 

Page  21 

r4iiita?v  pisns, 
weapons  systems,  or 
operatsans;  Foreigrt 
gwemivisn* 

5 

60  .r29SS  as  amended. 
Section  1.-1  {a){bl 

CCS  38C-14  (0110),  Page  A- 
23,  item  11;  6013526 

Section  1.4  (ajfb) 
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gndosiifc  3:  CiPi^E  AfSHASlSTAW  EVgItfTS  i>3ge  2 


Mentifi«d  DocMment 

Information  dassifieti 
per  OCR  360-14,  EO 
U9S8  as  Amstded, 
and/or  EO 13526 

dass'dication 

Basis  fer  Ori^al 
Classification 

Basis  for  Current 
aassification 

4F0836Ca-2053-4t9C-S69e- 

7E4803252D7C 

3/23/20C7 

Page  23 

WB:t3fy  plans, 
weapons  systems,  or 
op  ei  at  ions 

S 

EO  129SS  as  amended, 
Section  1.4  (ai 

CCR  3SC-14  (0110),  Page  A- 
22.  item  6;  Page  A-23,  Item 
11;  £0  13526  Section  1.4  (a) 

j 

513BOlS6-C13f-4FD0-99AF- 

8A1A5C1ASPG4 

ms/20Cf7 

Page  25 

Military  pians, 
weapons  systems,  or 
operations 

S 

£0  12953  as  s-mended. 
Section  1.4  (a) 

CCR  380-14  (Clio),  Page  A- 
22,  Item  7;  Page  A-23,  Item 
11;  EO  13526  Section  14  (a) 

« 

5325531f-C906-3EOE- 

9C123B787F29A3A9 

11/26/2009 

Page  26 

Operational  code 
•wordfs)  -when 
ktentiRed  with  mission 

operations 

S 

CCR  38C-14  (0109),  Pa.?e  A- 
24;  EO  12953  as  amended. 
Section  1.4  (a) 

COl  380-14(0110),  Page  A- 
23,  hem  11;  EO  13525 

Section  1.4  (a) 

L 

76509614-7558-4762-8966  • 

84A6F4911B41 

2/10/2007 

Page  29 

Miiitaf  V  plara, 
weapons  systems,  or 
operations;  Foreign 
govetnfr'e.nt 
in  format  kin 

S 

EO  12958  as  amended. 
Section  1.4  (aKW 

CCR  380-14(0110),  Page  A- 
23,  Item  li;E0  13S26 

Section  1.4  {a)(b) 

M 

8E990250-1372-51C0. 

S9DlDf3792D4{>?3f; 

9/6/2009 

Page  31 

SKJACTs  reiated  to  fact 
of  and  general  type 
{vehicle -borne,  etc)  of 
lEO  attack  at  specific 
location  on  specific 

OperariCiOal  code 
wovd{s)  wfien 
identified  with  mission 
operations 

S 

cot  38C-14  (0109),  Pages  A- 
23,  A-24;  EO  12958  as 
amended.  Section  1.4  (a) 

CCR38C-14(CliO),PageA- 
22,  Item  7;  Page  A-23  Item 

11;  £0  1.3526  Section  1.4  (a) 

H 

6A67DlC4-26iD-4934-801C- 

F19414702260 

2/12/2007 

Page  33 

Military  plans, 
weapons  systems,  or 
operations;  Foreign 
government 
i-nformation 

S 

EO  12958  as  amended. 
Section  1.4  {a){b) 

CCR  38C-14  (0110),  Page  A- 
23,  Item  11;  EO  13S26 

Sectioo  1.4  (a) 

0 

C6A6£x:D5-i372-SlC0- 

59F719eil01721Cl 

9/17/2009 

Page  35 

SiGACTs  related  to  fact 
of  and  general  type 
(vehicle-borne,  etc)  of 
i£0  attack  at  specific, 
kjcation  on  specific 
d-3te, 

Ooerationai  code 
word(s)whcn 
identified  with  mission 
operaticvts 

s 

CCS  380-14  (0109).  Pages  A 
25,  A-24;  EO  12958  as 
amended,  SecOort  1  4  i-s) 

CCR  380-14  (0110),  Page  A- 
22,  Item  7;  Page  A-23,  Item 
11;  EO  13526  Section  1.4(a) 

2/15 


ManningB_00376889 


Enctowe  2:  ODltt  AFCHAf-iST AN  EVfWTS  3 


T«> 

W«ntifie(f  Ooojmenf 

informaSon  Classified 
per  cat  380-14.  £0 
129S8  as  Amended, 
and/or  EO  13S26 

Ctassification 

BKisforOngins^ 

ClassMIcadan 

Basis  for  Current 

Ciassifi  cation 

? 

E87E01A4-93F5-466A-SD33- 

8e3107e05933 

5/9/2007 

Pages? 

:Vilits-rv  plans, 
weapons  systems,  or 
operations;  Foreign 
government 
Infornistion 

S 

EO  129.58  as  amended, 
Section  1.4  {a){b) 

CC.R  380- 14  (0110),  Page  A- 
23,  Item  11;  EO  13526 

Section  1.4  (a)(b) 

Q 

ReporlKey  FS8227A4-2861- 
4EAC-A8CF^02aC67DA78A 
DateOccar.'cd  10/13/2006 
0:00 

Page  41 

Foreign  government 
information 

S 

E0  12958asamRrtded, 
Section  1.4  (b) 

:E0  13S26  Section  1.4  (b) 

R 

RepoftKev  FAPBDC1C-E5S6- 
7F41^278£a»9S«A32D3 
DateOccurrea  10/14/2CC® 
8:50 

Page  43 

Military  plans, 
weapons  systems,  or 
operations 

5 

EO  12958  as  amended. 
Section  1.4  (a) 

icCR  380-14  (0110),  Page  A- 
22,!tem7;PageA-23,  Item 
U;eO  13526Sectiortl,4  (a) 

S 

ReportKey  08836010-9131- 
1CA0-1CS640A34263A618 
DateOccwred  8/28/20GS 
7:55 

Pagel 

Military  plans, 
weapons  systems,  or 
operations 

S 

EO  1295S  as  amended. 
Section  1.4  (a) 

CCR  380-14(0110),  Page  A- 
23,  Items  8  and  11;  EO 

13S26  Section  1.4(3) 

T 

ReportKey  09A6SC2C-D8F1- 
4283-837DeeC5A3A7FCOO 
DateOccurred  7/9/2008 

4:42 

Pagel 

Military  plans, 
weapons  systems,  or 
operations 

5 

EO  12958  as  amended. 
Section  1.4  (a) 

CCR  380-14  (0110),  Page  A-  i 
23,  Items  8  and  11;  EO 

13526  Section  1.4(a) 

U 

ReportKey  10CF802B-D020- 
91E8-240C62696F67130D7 
DateOccpfred  12/7/2008 
5:12 

Pages 

Miittary  plans, 
weapons  systems,  or 
operati-ons 

EO  129SS  as  amended. 
Section  1.4  (a) 

CCR  380- 14  (0110),  Page  A- 
23,  Items  8  and  11;  EO 

13526  Section  1.4(a} 

V 

ReportKey  lE14r020-60Ar- 
AB87-DE6E883CDDB45042 
DateOccurred  12/9/2008 
18:50 

Pages 

Military  plans, 
weapons  systems,  or 
operations 

5 

EO  129S8  as  amended. 
Section  1.4  (a) 

CCR  330-14(0110),  Page  A 
22,  Item  7;  A-23,  Item  11;  EO 
13S26  Section  1.4(a) 

w 

ReportKey  SCBEOSBC  DOOS- 
74O5-AlBi)5O9E97622€E0 
DateOccurred  4/17/2008 
15:22 

Pages 

Military  plans, 
weapons  systems,  or 
operatiofts 

5 

E0129S8  as  amended. 
Section  1.4  (a) 

CCR  380-14  (0110),  Page  A- 
23,  Items  8  and  11;  EO 

13S26  Section  1.4(a) 
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fadg-ure  2:  C:ON£  Af GHA?<tSTA«t  £VE><TS  Page  4 


Identified  Oocumem 

infomiation  aasyified 
pet  00138014,  t  o 
12958  as  Amended, 
and/orS013526 

dassifioation 

aassdkation 

Sasis  for  Current 
aassf!ita4ion 

fiepi'S^Xcty  ei?f?05»-SB>=ft- 

C7C5-S10C53C30SEDDiS8 

aateOccyrred  lV3/i008 

8.45 

i’agsV 

tdjjitary  plans, 
weapons  systenss,  or 

operAtk-,0.': 

S 

SO  12358  as  amerided, 
Section  1.4  Ut 

CCS  33-3-14  (0110),  Page  A-- 
23,  Itertts  8  and  11;  60 

13526  Secttoo  1  4(3) 

¥ 

Reportitey  Se72e4El-.s0S2- 

8CSl-44S7tX>SE8SS58D0 
OsteOccurred  7/i9/iQ0S 

6:40 

Pages 

Militaty  0305, 
weapa-vs  systems,  ar 

operations 

S 

£Q  12953  as  smsncfed. 
Section  1.4  {a) 

|CCR  380-14  (0110),  Page  A- 
23,  Item  11;  6013526 

Section  1.4(a) 

Sefgtitev  72F?!66SA'  ?DF4. 
5689- ?.,lS0?..S0S0fjf;;6.557 
DaseOttufrtrf  7/30/2008 
2:00 

Pages 

Mii;ta;y  rlara, 
vteaporj.  syste-ns,  at 
operations 

S 

HO  12.958  m  amended, 
Sec'Joo  1.4  {a} 

CCR  380-14  (0110),  Page  A- 
23,  Iterns  S  and  11;  £0 

13525  Section  i.4{a) 

4A 

Reportitny  JsBfBass  1 
S50i-A6673SD2C91753S2 
OateOccwrrciJ  2/14/2003 
€.12 

Page  10 

M.  ta>,  rlr"', 
weapons  systems,  or 

5 

CCR  380-14  {OlCSj,  Page  A- 
23;  to  12353  as  amernied, 
S«Sor<1.4{a; 

CCR 380-14(0110), Page  A- 
22,  Item  7;  A-23,  item  11;  60 
13526  Section  1.4{a.; 

BE 

RecoftKey  7S1502A2;-6B3 
D2S5-188S163C2E5S6C10 
OaTeOccwr.'ed  7/30/2002 
3:15 

Page  11 

M  tar,  plan' 
weapons  s, "Stems,  or 

operations 

S 

?0  12958  .a.s  amended. 
Section  1.4  i.ij 

CCR  380-14  (0110),  Page  A- 
22,  Item  7;  A-23,  item  11;  60 
13525  Section  1.4(a) 

cc 

Repo-tKey  S9843A4D-QS73-  i 
SF32-20»3AC<-KE56C30i  1 
DateOecuf  red  4,-26/2008 

4.45 

Page  12 

Milirary  plans, 

!weapo.ns  systems,  or 
ioperatio-is 

s 

£0  12958  as  amended, 
Secuon  1.4  fa; 

CCR  .380-14  (01 10),  Page  A- 
22,  Item  7;  A-23,  item  11;  60 
i352SSection  1.4(a| 

»» 

Repc>tXey  SCSsboDl-OlSD- : 

7457-AFSg5»24DlD€EC04  i 
OareOrcwred  12/31/2008  i 
S:SS 

Page  13 

:  Military  pian.s, 

/weapons  systems,  or 
operations 

s 

?0  12958  35  amended, 
Section  1.4{-3; 

CCR  380-14  {0110},  Page  A- 
22,  item  7;  A-23,  item  11;  60 
13526  Section  1.4(3) 

Sf. 

RepcatSey  9A1 ECSCS-CXCS 
7A05-75A4fig40D1362560  j 
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identified  vsiih  rnisaon  i 

aperaiton'.: 

5 

CCa  380-14  (0109),  i'i-ge.s  A- 
23,A-24;  EG  12958  as 
a-mended.  Section  1.4  (a) 

CCR  380-14  {0110},  Page  A- 
22,  item  7;  Page  A-23,  item 

1 1, 60  BS26SecTion  1.4  (a) 

DD 

aeixwtKey  Sg4e3Dll-D767- 
68BC-FAA6SSf6C8733&C0 
OartOrcorred  7/1.7/2009 
12.00  Page6S 

iSiCACf  event 
iSomosa-ies; 
■Cfeeratronal  code 
i  word's}  when 
i  ident! iied  with  mission 
irsperations 

S 

OCR  380-14  (0103).  A- 

23.  A-24;  5012956  as 
amended,  Sectitsn  1.4  {a) 

CCR  380-14  {0110),  Page  A- 
22,  item  7;  Page  A-23,  item 
ll;E0  13526Section  1.4  (a) 

EE 

PecottKey  8D8C411S-FCB6- 
A9  J.8  86EOfc7C6lV/6f.F  CC  J 
DaJeOcojrred  S/6/2.Q-3 
<l-,05  Page  72 

iOperaiionai  code 

identified  -.‘aLh  mtssion  i 
operations 

S 

OCR  38C-14  {0103),  Page  A- 
24;  60 1295Sas3n;ended, 
Section  1 .4  (a) 

CCR  3SC-14  (0110),  .“age  A- 
23.itents3  3ndll;eO 
a3S7.6  Section  1.4  fa) 

FF 

Re  pof  tKey  S«0DS55-B6FF- 
OE^-5CC7i05}3D7..A929E3 
DateOewrrsd  .10/2.6/2009 
20:04  Page  74 

Operational  code 

j;derit;fied  '.wit!  misskm 
^ope«.cr,s 

s 

C.CH  380  14  (0109),  Page  A- 
24;  60  123S8  as  amended, 
Secuon  •  4  (a) 

iCCR  380-14  (0110),  Page  .A- 
i23,ltemsSar!dl2;Ea 
i  13926  Section  1.4  <a) 
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€»dc5ur<  3:  CiON£  «AQ  fVENrs 

e6 

irfenttfieii  Oaruroent 

ij^formation 
per  CCR  380-14.  EO 
129S8  as  Ame«de4 
and/or  EO  r&Z6 

□assificatiofl 

83^  for  Ot^inal 
OassHication 

Basis  fcfF  Current 

C!»ss!fic»tioo 

GG 

R«pt'lKey  99-3e3£B-F768- 
4FAf-a369UAAS06iA6318 
Date0r.c.yfr«c!9/'8/20D« 
11:35  Pm?' 

SlGAitT  s  reiated  to  fe.t 
of  and  gencr.af  type 
{veoide-berna,  etc)  of 
;ED  at-atk  at  ipedfic 
vacation  oit  spedFC 
date, 

flperation.-)!  atde 
wordis}  when 
iaentif'-es  w:th  Jitisiion 

(jperatiftns 

S 

CCR  33C-14  iOlWJ,  Pages  A 
2S.A-24,  £012355  as 
antended,  Section  1.4  -a) 

\ 

CCR  350-1-1  (0110),  Page  A-  ^ 
22,item7;PageA-23,  item 

11;  EC- 13526  Section  1.4  (a) 

HH 

Repof  «sy  9«B7ffi<J-C>3ti3- 
c?  73A3S3  cisojaAoasA 
CatsOicurrsd  9/8/2003 

10  00  Page  ?S 

SIGACf.'.  related  to  fart 
of  and  genet-al  type 
(velticie-boriw,  esc)  of 
iEO  attack  at  specific 
ideation  on  jpeaf>r. 
date; 

‘Opera  Eionai  code 
wor^S;  when 
•dentifind  w-th  mission 
opsiaSioni 

S 

CCR  580-14  iOlOS),  Pages  Ai 
23,  A- 24;  £012958  as 
amettded.  Section  1.4  (a) 

!cca  380-14(0110},  Page  A-  i 
122,  Item  7;  Page  A  23,  ften  i 
Ul,  £0  13526  Section  1.4  (a)  i 

R<?pp?tK<f  y  A2A8Tf.RO-Af.O0  ■ 
EF  IS-  BF  AA520O6AC:Cn-aO 
UateOcoirrecl  9/9/20(.i9 
31:23  Page  81 

ShjACTS  -eiated  to  fact 
0!  and  type  of  terrorist 
insurgem/att.art;  at 
specRc  iocadon  on 
specific  date; 
Operationaicede 
iwordts)  when 

1  identified  widi  miision 
npnrat-.nns 

S 

CCR  350-14  iOlOS},  Page  A- 
24;  EO  12358  as  arnerided, 
5eaion  1-4(3} 

|CCK  380-14  (Cl  10),  Page  A-  i 

i25.  items3andll;EO 
;  13526  Section  1,4  (a) 

RepartKey  A2Cie415-A2E8 
S«Q8  4158A3F087FEac-g3 
iistgOcairrai  5/12/2008 
10:30  Page  55 

iysiiita.”/  plans, 
weapons  systems,  or 
operations 

S 

CCR  380-14  (Clio),  Page  A-  ; 
£012958  as  amended.  i23,i,,„,sandH;tO 

5ect‘onl.4(a)  hssje  Section  1.4  (a) 

Rept.>-tKey  80680030-5664- 
859f  •SC;ni.874S1,i>i36.537 
OatsOixurred  1/7/2005 
il;2S  Page  85 

iiVS-Titary  plans 

1  weapons  systems,  or 

cpe'at-c'-s 

;  <:CR  380- 14  (Clio,  Page  A- 
£012958  as  amended.  123,  n:  EO 

5ectionl.4{a)  it35265ertfonl4(a} 

a 

RapoftKey  B27R.5?6f-i1215- 
3CEC  a&'i715A70.ACI23C 
DateOcairte:;  5/3C/20G3 
S-51  Pages? 

iMiiisary  ptaoi. 

:  weapons  systefns,  or 

S 

iaR5£0-14tCllC‘),P3ge  A- 
£0  12958  as  amended  item  7;  Page  A.23.  item 

5ea<on  1.4  (3)  ^^526  Secticn  1 4  (a) 
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Tab 

Mcntifeed  Oocunient 

^formation  Oass^Sed 
per  CCR  380-14.  EO 
129583$  Amended, 
and/or  EO  13S26 

Classification 

Basts  for  Onginai 
OassiflcaAion 

Basis  for  COf  rent 

Oassilication 

MM 

ReportKey  S4FSA€79-7gD2- 
4065-8153-7372476EEE77 
DateC-ccunsd  10/23/2&35 
0:25  Page  89 

MiJitary 

weapons  sys'-ws.  of 
oper  aOo!-is;  Foreign 
gweorxent 
lnfcirrr;a?w 

5 

£0  12958  as  amended. 
Section  1.4  (a)(b} 

CCR  380-14  (0110),  P.ageA- 
23,  items  3  and  11;  EO 

13526  Section  1.4  (a) 

NN 

R<!po'-K«y  3S406tS>;'-AlA2- 
iB2C-507A5CJ0fDf4C4412 
OateOccuoed  9/13/2005 
14;14  Page  91 

O.perafiorsf  code 
word{s)  when 
idwtified  with  mission 

5 

001330-14(0:09),  Page  A- 1 
24:  EO  1295Sa.s  amended,  i 
Section  1-4  (a) 

CCR  333-14  (0110),  PageA- 
23.  items  3  and  11;  EO 

13526  Section  1.4  (a) 

00 

ReporttCey  3EGA?.9£9-fX;20- 
455£-3D3a  3DA1P:a14S3S 
QateOttufreO  3/11/2005 
19:08  Page  33 

fvr;ijta?y  pfiins, 

Vftn^rri.  systi;?m,  or 

5 

EO  1293885  amended, 
SecO'on  1.4  (a) 

CCS  380  -14  (0110),  Page  A- 
23,  item  3;  EO  13526  Setiion 
;1.4{a} 

PP 

RSiortKey  eP30E4C5-A390-  ^ 
P648A009(H}8Aef 99486  i 
OateOttufred  11/4/2009 
2:16  Page  95 

iOperationaicode 

1  word(5)  when 
i  identified  with  mission 

1  operations 

S 

CCR  .330  14  (0109),  PagcA- 
24;EO  1255Sas  amended, 
Section  1 4  (a) 

|CCR  380-14  (0110),  Page  .A- 
|23,  items  9  and  11;  BO 

113526  Sect«ml.4(a) 

00 

RepoitKey  a9675P2C99f:  • 
S8D2S494rA60i86AgO73 
OateOtturred  10/3/2008 
9:SS  Page  96 

! 

\  Miiirary  pJans. 

!  wei^fis  system,  or 

5 

EO  12958  ss  amended. 
Secti'on  1.4  (a) 

:CCR 380-14(0110),  Page, A 
|23,  items  8  and  11;  EO 

U3S26  Section  1.4(a) 

RR 

ReportKey  C43843C3-9B67- 
43E6- 3i>94  •62?703?e38A9 
DaieOtcufred  10/22/2005 
21.43  Page  38 

:  MStsry  pians, 
^weapons  systems,  or 
iopcra'ior-s;  Foreign 
igoverrenent 
iinfotmation 

S 

EO  12958  as  amended, 
Seclioo  1  4(aj{b) 

:CCR  380-14  (0110),  Page  A- 
23,  items  9  and  11;  EO 

1.3526  Section  1.4  {a){b) 

55 

ReptJttKey  C476C534-0C62  ■ 
£a2S-lE735S612A4486a: 
DateOcarred  i2/2S/iiX3S 
7:16  Page  S3 

iOperationa)  code 
iwenfo}  when 
iidentilied  with  mission 

1  operations 

.5 

CCR  380-14  (01033.  Page  A- 
24;  EO  1295Sa5  amended. 
Section  1.4  (a) 

ai?  380-14(0110),  Page  A. 
23,  items  9  and  11;  EO 
13526Sect-enl.4(a) 

TT 

RepoftKey  01f.6C4SB-ff20- 
1P09-3571  Af  935A6SiP  63 
DateOccjfretl  11/7/2009 
21-45  Page 

101 

iOseratwnaicoile 
iwordfs)  wtien 
iidenti  fed  with  mission 

ioperatioos 

5 

CCR  330-14  (0109),  PageA- 
24,£012S38a«an«rtd£d, 
seaion  1,4  (a) 

CCS  380-14  (0110),  Page  A- 
23,!tents3a.nd  11;  EO 

13S26  Section  1.4  Sa) 
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Tab 

Oocumefst 

irtformat^cn  Q.a.'ns'riied 
per  CC«  .380-14,  EO 
1295Sastoieaded. 
aiid/or  EO  13526 

Classification 

Sas  is  for  Or'^inat 
Clasyfication 

Sxbfcr  Current 

Classification 

.«■ 

Repae-tSey  D637F893FSZS- 
E5C8-FOFA312483CB9A45 
Ci-tsOccwred  l/l-'S/2003 

5;00  Page  iCZ 

Operatiooa:  cods 
wa-:d-s) 

ictefifttied  wiS^  -msiof: 
opftfatJofss 

S 

CO?  360-14  (0103),  Page  A- 1 
24;  EO  12SS3  as  amended,  ; 
Section  1.4  {a} 

CC8  380-14  {0310),  PageA- 
23.  It»ms3andll:?0 

13SZ5  Section  1,4  (a) 

W 

RepOftXey  OAAEOC3g-A4?l- 
C6Se-«l  7f.T09AC26f:?  18 
CateOr.f.urred8/2/20G9 

3.00  Page  IDS 

Opsfationa!  code 
vvord-.'s)  whan 
identir:ed  with  fnisdoo 

opefaticaw 

S 

CCR  330-14  (0103),  Page  A- i 
24;£01255Sas amended,  ; 
Section  1.4  {a) 

CCR3SC-14{0ilC),  FageA- 
23,  Items  9  and  11;  EO 

13S26  Section  1,4  (a) 

ww 

RepoftXey  DF4783E0-9QS6- 
843f  •  50601008  AEgSDOeS 
C'ateOccxxred  1/16/2009 
7-,3C  Page  106 

Operst«o3i  rods 
wordis.)  when 
idealised  wish  osisao-'s 
opsfatiorsa 

S 

CCS  .530-14  {0109},  P.igs  A-  j 
24;£Oi29.S3a$3msndeii,  i 
Secdo?'!  1.4  {a} 

CCS  330-14  {0110}.  Page  A- 
23,  Items  9  and  11;  EO 

13526  Section  1.4  ia) 

XX 

RepoftKey  OP6KSCe-C5S3- 
(;/FC.-01A?E6£Oi9OO.?AfA 
DateOccurred  4/25/2009 
13.40  Page  107 

Operaiiosia:  code 
wwd(s}  when 
ideotif  !ed  with  .Tiissloo 
cpf?s-at:irj!~..'> 

S 

OCR  530-14  -0109},  ?.age  A-  i 
24;  EO  12958  as  .amended. 
Section  1.4  {a} 

iCCR  330-14  {0110},  PageA- 
1 23,  Items  8  and  11;  £0 

13526  Section  1.4  (a) 

w 

RspofWey  E30AD025-fcl08- 
4020-S9E5-OAC30ECFS74a 
CateOccurred  8/6/2006 
2VS7  Page 

103 

if4t!!J9fyp:ans, 
i  weapooi  systesn.',  csr 
iopesaticicis 

S 

EO  12558  as  amended, 
Sechcn  1.4  (a) 

:  CCS  330-14  {OllC},  Page  A- 
;  23.  item  11;  £0  13526 
:  Section  1.4(3) 

zz 

ReptwtXey  E'ETBAe-Ay?- 
lD2B-SD12af.R,3?2D2AC54 
CateOttufred  5/16/20C3 
/.S5  Page  112 

;  SGAO  i  /elalea  Jo  t  act 
iotai'w  geJie^altype 
;  (vehicie  Pcrr-e.  etc;  o? 
jiECanack  at  specific 
i  ioc.atfcn  on  spacdk 
;da:.s; 

;Opef  atiooai  rode 
word<s}  when 
icfeirtisiied  with  mission 
i^arstiops 

s 

CCR  3S0-14  i0.t03),  Page.s  A 
23, A-24;  £012953 as 
amended,  Secton  1.4  (a) 

iCCR  380-14  {0110),  Page  A- 
22, Item 7;  Page  A- 23,  item 
11,  EO  13526  Section  1.4  (a) 

AAA 

ReportKs¥FlFlFEF3-9274 
P'6S-5A47r5C322364FW 
OatflOccurred  9/11/2007 
1;34  Page  114 

Wiiitaiy  pisns, 
sve3pafi.s  .sy.stsw,  or 
opsfstions 

5 

f.O  123SS  as  amstnded, 
Section  1.4{a) 

CCR  530-14  (0110),  Page  .A- 
23,  Items  9  and  11;  EO 

13526  Sector,  1.4  (a) 
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ftirfesuwA:  Other Snefiffgs 


Tail 

Wentified  Document 

Snfmniatiao  Osssified 
pwCCR  520^14,  EO 
129S8  as  Amwded. 
»nd/«eO  13525 

ClassiFication 

Basis  for  Or^tnal 
Ctassilication 

Bass  fptCtfcrent 

Cfassifica^ 

A 

ChatlogsiCENTCOM) 
iVo  date  b-Jt  2002  or  ‘laterj 

Miiitary'  pians, 
weapons  systems,  or 

ct?erat(o:is 

s 

£0  12555  as  amerxJed, 
Section  1.4(a) 

CCR  380-14 ’(OllO),  Page  A- 

22,  Item  6;  EO  13528  Section 
i.4(a} 

0 

f Si-ah  Sc-ef  FiNAl  v-  22  May 
■» 

Opefationai  cede 
vvo-'djs}  when 
idenb't  ied  with  missior; 

eoe'-ations 

5 

CCR  sac  14  (CHOC),  Rage  A- 
24:  f.O  i29SS.a,s  .amended. 
Sectioit  1.4  (a) 

CCR  38C-14  ’(OllC},  Page  A- 
2.?,  itern  11;  £C  1.3528 

5e?ctio.n  1-4  (a) 

<: 

Fsrj^i  St  ief  FIIM  At  vS  24  Msy 
09 

Oper  ationa-  code 
vyorcis} 

identified  with  mission 
ope:-«tioe5 

S 

•CCK  380 -14  (0109).  Fags  A- 
24,  CC  129S3  as  amended. 
Section  1.4  (a) 

CCR  380  -14(0110).  Page  A- 
23.  Item  11;  £0  13526 

Section  1.4  (a) 

D 

Stiatejic  jrt-ei  bf  lef,  10  May 
2009  "Farah'MSProbid-^ty 
Del'it-eratley  ristigatecf 

Rarticipating  -ni's, 
induding  types, 
velnefaSiiiies, 
ideations,  quantities, 
readiness  statiis. 
depoyments, 
cedepfovn^ents,  and 
detaSs  of  movement  of 
US  ffiendJy  forcits; 
Intsiligence  activities 
{Induding  covert 
action),  inteSigence 
sowces  or  methods,  or 
etyptoiegy 

s 

CCR  330-14,  (CIOS)  Page  A- 
.39,  £0 12952  as  .amended, 
Sectiem  1.4  (a{  (c) 

CCR  380-14,  (CliC),  Page  Ar 
39,  item  1.3:  EC  1.3526 

Section  14  {a)(c) 

c 

FiNAL-iO’S  REPORT  i0> 

2CG02jUN09) 

^SK5^eOHmin!m^cd}!,9) 

Concept  of  optiati  cjns 
'COfiCP5),Op«'3tiops 
Orders  (OPWD)  or 
?ragmenta:y  Orders 
(FRAGOs) 

CCfi  . 320 -14  (0109),  Page  A. 
25;  £0 123.58  as  amended, 
Section  1.4  (a) 

CCR  380-14  (0110),  Page  A- 
24,  item  12;  EO  13526 

Section  1.4  (a) 

? 

TAa  A  Appendix  i  (CiSOTT 
FHAGO  CZ-  OfeRATIOtiAl 

SOiCANCf)  i^i-en 

09 

Milita-Y  piaiis, 
weapons  systems,  or 
operations 

HO  12958  as  amended, 
Section  1,4  ia> 

CCR  380  -14  (0110),  Page  Ar 
24,i5eml2;tO  13528 

Section  1.4  (a) 

TA9AApperidi.»5 
{tiSCENTCOM  Tactic^ 
Dtfective-OEFAFG) 
iZSwOS 

Miiit.aiYpiens, 
weapons  ss'stems,  o; 

operations 

S 

£0  12955  as  amended, 
Sectiorr  1.4(a) 

CCR380-14(0110),PageA- 
24.  itens  12;  £013526 

Sectior.  1.4  (a) 

- 

TAB  A  Apptsidix  10  (lISrOR- 
AKRAGOOa-OC3-aVCAS 
pa!jf:tDESES5  sepcs 

MS-tary  plans, 
weapons  systems,  or 
operator’s 

s 

EO  12558  as  amended, 
Sectiori  1.4  (a) 

CCR  3SC14  (0110),  PageA- 
24,!tem  12:  £01.1526 
■lection  1.4  (3) 

1  ABO  Appendix  6::S2i3':JRF 
COW-  <M4yo§ 

Operati  ons  code 
•A'ordis)  wnnn 
iidentified  trissisri 

1  operations 

CCP380  14(0105)  PageA- 
24,  to  129S.23S  amended. 
5eciio.n  1,4  la) 

CCR3a0-i4(0U0),Page.A- 
2.1.  item  11:  EO  1.3526 

Section  1.4  (a) 
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Enctosurt^:  Oihet 


Tab 

Identified  Document 

tnfofiTiStion  Qassified 
per  CCR  380-14,  EO 
12958  c»  Amended, 
and/or  E013S26 

Oassilication 

Bass  fat  Orighaf  1 

Classification  | 

Basis  fat  Curicfit 

Classification 

lAUD  Appendix  7  (3141 
initial  i'lC.  31tde>  4  May  03 

Opetationai  code 
vyw'dis}  'A'iiw 
identified  -ivith  mission 
Cp»4t:!>PS 

S 

•CCR380-14{0105>,  Pages  A 
2-1 ,  EG  12358  as  amended. 
Section  1.4  (a) 

CCR  380-14  (0110),  Page  A- 
23,  Item  11;  60  13526 

SetHa'- 1,4  -  a: 

A  Apcendi>.  2  (RtAGO 
423-2003  CCMiSAf  TAC  DiS] 
SO«cCl8 

Miiiiary  ciaris, 
weapons  systems,  or 
operations; 
yii.’nfirabiiities  or 
capaixfities  oJ  systems, 
if^staliations. 
«ifresXiuctt»es, 
projects,  pism,  o-: 
proteci  ion  sei  vices 
■  ioii  30  )3ie  nattonaf 
secijdiV 

s 

-CCR  380-14,  (0105}  Pages  A  i 
12,A-13;EO  12958  as 
.ameoded,  Sertiors  1.4  (a)ig); 

CCR  380-14,  (0110),  Page  A-  i 

38,  ftKTis  2, 3,  and  8;  Page  A- ; 

39,  Items  9  and  12;  EO 

13526  Section  1.4  (aj{g} 

TAS  A  Appendix  12 
1USCENTCC•^A 

CONSOLiDA  1 60  StRiAL  ON6 
RUL6S01  6N(1A<:^M6NT 

FOR  OPERATION  ENDUSiNG 
FREEDOM  MOD -Xc) 

15  0ec0g 

Miidsry  pians, 
weapons  systems,  or 
ppe-ratior-s 

5 

EC-  329.5S  as  amended. 
Section  1-4  (a) 

CCS  330-14(0110},  Page  A-  i 
26,  ltenH9;EO  13526 

Section  1.4  (aj 

M 

Btief  To  Gf.N  P  f  mijings  Snd 
fteo-  S 

Mine.  t«v«8'^-3u™i 

M'lKtSry  pians, 
waRr«’5n$  svstftnvsr  or 

.S 

60  529S6  as  amended. 
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DECLARATION 

I,  Rear  Admiral  David  Woods,  declare  and  state: 

BACKGROLT'ID 

I  am  a  Rear  Admiral  in  the  United  States  Navy  with  30  years  of  active  service. 
My  current  position  is  Commander,  Joint  Task  Force  -  Guantanamo  (JTF-GTMO),  at 
Guantanamo  Bay,  Cuba  My  responsibilities  include  the  review  of  JTF-GTMO 
information  for  classification  purposes  pursuant  to  Executive  Order  (EO)  13526 
("Classified  National  Security  Information").  I  have  held  this  position  since  24  August 
201 1  and  report  to  General  Douglas  Fraser,  Commander,  US  Southern  Command. 

PURPOSE  OF  DECLARATION 

I  submit  this  declaration  in  the  matter  of  United  States  v.  Private  First  Class 
Bradley  Manning,  to  demonstrate  to  the  best  of  my  knowledge  and  belief  that  disclosure 
of  the  information  identified  below  reasonably  could  be  expected  to  cause  serious 
damage  to  the  national  security  of  the  United  States.  In  making  the  following  statement 
regarding  the  classification  of  information  in  this  case,  I  rely  on  my  personal  knowledge 
and  experience,  upon  the  information  made  available  to  me  in  my  ofBcial  capacity,  upon 
the  advice  and  conclusions  reached,  and  determinations  made  in  accordance  therewith. 

DESIGNATION  OF  INFORMATION 

Information  that  requires  protection  in  the  interest  of  national  security  of  the 
United  States  is  designated  CLASSIFIED  NATIONAL  SECURITY  INFORMATION 
under  Executive  Order  13526,  Classified  National  Security  Information,  signed  by 
President  Obama  on  December  29, 2009.  Information  is  classified  in  levels 
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commensurate  with  the  assessment  that  unauthorized  disclosure  could  cause  the 
following  expected  damages  to  national  security; 

a.  Top  Secret  informati  on — exceptional  ly  grave  damage 

b.  Secret  information — serious  damage 

c.  Confidential  information — damage 

Unclassified  information  does  not  require  a  security  clearance  for  access,  but 
nonetheless  may  be  of  a  sensitive  nature. 

The  current  basis  for  classification  of  national  security  information  is  found  in 
EO  13526.  Section  1.3  of  EO  13526  authorizes  an  Original  Classification  Authority 
(OCA)  to  classify  information  owned,  produced,  or  controlled  by  the  United  States 
government  if  it  falls  within  certain  classification  categories.  One  such  category,  found 
at  Section  1.4(c)  of  EO  13526,  concerns  information  that  pertains  to  an  intelligence 
activity  (including  special  activities),  intelligence  sources  or  methods,  or  cryptology. 

Five  documents,  totaling  twenty-two  pages,  have  been  provided  to  JTF-GTMO 
for  a  classification  review.  These  documents  were  originated  by  JTF-GTMO  and  are 
identified  as  the  enclosures  to  the  prosecution  requests,  dated  1 8  March  201 1  and  4 
August  2011.  All  five  documents  bear  "SECRET"  markings. 

CLASSIFICATION  DETERMINATION 

The  five  documents  are  classified  pursuant  to  Section  1.4(c)  of  EO  13526,  because 
they  contain  information  concerning  intelligence  sources  and  methods,  and  information 
that,  if  released,  could  cause  serious  damage  to  national  security.  This  information  is 
classified  at  the  SECRET  level. 
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The  documents  contain  intelligence  data  compiled  about  detainees  or  summaries 
of  such  data.  Intelligence  data  included  in  this  category  of  withholdings  typically 
describes  the  detainee's  biographical  information,  the  circumstances  of  his  capture  and 
what  he  had  in  his  possession  when  he  was  captured,  the  circumstances  and  date  of  his 
transfer  to  Guantanamo,  his  travel,  his  affiliations  with  individuals  and  organizations  of 
intelligence  interest,  and  his  activities  in  support  of  those  organizations.  The  intelligence 
data  in  this  category  also  includes  information  about  other  persons  and  organizations. 

I  have  determined  that  the  intelligence  data  contained  in  the  documents  reveal 
details  about  intelligence  we  have  gleaned  regarding  individuals  and  organizations  of 
intelligence  interest.  Additionally,  this  information  reveals  the  sources  of  our 
intelligence,  as  well  as  methods  and  approaches  for  collecting  intelligence.  At  the  time  of 
their  creation,  the  documents  and  the  intelligence  data  contained  in  them  was  classified  at 
the  SECRET  level  through  the  action  of  the  Commander,  JTF-GTMO. 

IMPACT  ON  NATIONAL  SECURITY  IF  INFORMATION  RELEASED 

I  have  determined  that  the  documents  and  information  remain  properly  classified, 
and  that  their  release  reasonably  could  be  expected  to  cause  serious  damage  to  the 
national  security  because  it  would  reveal  information  concerning  intelligence  sources,  the 
specific  information  obtained  from  such  sources,  or  both.  Accorcfrngly,  this  information 
was  and  is  properly  classified  at  the  SECRET  level,  pursuant  to  Section  1 .4(c)  of  EO 
13526. 

In  accordance  with  28  U.S.C.  §1746, 1  declare  under  penalty  of  perjury  that  the  foregoing 
is  true  and  correct  to  the  best  of  my  knowledge. 
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Dated:  November  201 1 


Rear  Admiral,  U.S.  Na\7 
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DECLARATION 


I,  Patrick  F.  Kennedy,  declare  and  state: 

BACKGROUND 

I  am  a  Career  Minister  in  the  Foreign  Service  with  38  years  of  experience  with  the  United 
States  Government  specializing  in  national  security  and  foreign  af&irs.  My  current  porition  is 
Under  Secretary  of  State  for  Management,  which  is  responsible  for  the  activities  of  ten  bureaus 
and  offices  that  are  responsible  for  management  improvement  initiatives;  diplomatic  seoirity  and 
foreign  missions;  information  resources  management;  su{^)ort  services  for  domestic  and  overseas 
opoations;  consular  affairs;  human  resources;  the  Foreign  Service  Institute;  overseas  buildings; 
medical  services  and  financial  resources  managanent.  I  report  to  Hillary  Rodham  Clinton,  the 
Secretary  of  State.  I  have  held  my  current  position  for  four  years,  and  have  over  18  years  of 
experience  in  classification  management  of  national  security  information,  security,  and 
intelligoice,  including  serving  as  the  State  Department  Senior  Agency  Official  for  Classification 
in  aklitiwi  to  the  Deputy  Director  of  National  Intelligence  for  Management  for  two  years  and 
hftaHing  the  Transition  Team  that  set  up  the  newly  created  Office  of  the  Director  of  National 
IntelligeiKe. 


PURPOSE  OF  DECLARATION 

I  submit  this  declaration,  in  the  matter  of  United  States  v.  Private  First  Class  Bradley 
Manning,  to  demonstrate,  to  the  best  of  my  knowledge  and  belief  that  disclosure  of  the 
information  idoitified  below  as  classified  reasonably  could  be  expected  to  cause  damage  to  the 
national  security  of  the  United  States.  In  making  the  following  statanent  regarding  the  classified 
information  in  this  case,  I  rely  on  my  personal  knowledge  and  experience,  E.0. 13526  on 
Classified  National  Security  Information  and  the  Department  of  State  Classification  Guide;  and 
additional  information  available  to  me  in  my  official  capacity  as  the  State  Department’s 
ftp-gjgnatftft  Senior  Agency  Official  reqwnsible  for  directing  and  administering  the  Department’s 
program  for  classifying  national  security  information. 

I  deliberately  stmctured  this  declaration  in  an  unclassified  form  to  focilitate  its  handling 
and  use  during  any  judicial  proceeding. 

DESIGNATION  OF  INFORMATION 

Information  which  requires  protection  in  the  interest  of  national  security  of  the  United 
States  is  designated  CLASSIFIED  NATIONAL  SECURITY  INFORMATION  per  Executive 
Order  13526,  Classified  National  Security  Information,  signed  by  President  Obama  on  December 
29, 2009  [prior  to  June  27, 2010,  refer  to  Executive  Order  12958  signed  by  President  Clinton  on 
J^l  20,  1995  as  amended  by  President  George  W.  Bush  on  March  25, 2003].  Information  is 
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classified  in  levels  commensurate  with  the  assessment  that  unauthorized  disclosure  could  cause 
the  following  expected  damage  to  national  security: 

a.  Top  Secr^  information  -  exceptionally  grave  damage 

b.  Secret  information  -  serious  damage 

c.  Confidential  information  -  damage 

The  Mission  of  the  Dq;)artment  of  State  encompasses  the  conduct  of  foreign  relations  of 
the  United  States  which  dictates  that  the  Dq>artment  relies  particularly  upon  two  classification 
C£degories  when  protecting  national  security  information.  These  are  described  in  Section  1.4  of 
E.0. 13526  which  states  in  pertinent  part 

Information  shall  not  be  considered  for  classification  unless  it 
concerns: . . .  (b)  foreign  government  information;  ...(d)  foreign 
relations  or  foreign  activities  of  the  United  States,  including 
confidential  sources  .... 

Foreign  government  information,  defined  in  part  as  information  provided  to  the  United 
States  Govonment  by  a  foreign  government  or  governments  or  an  international  organization  of 
governments  is  contained  in  many  of  the  documents  described  in  this  declaration  and  is  classified 
under  Section  1.4(b)  of  E.O.  13526.  An  essential  understanding  that  governs  all  diplomatic 
intercourse,  and  that  constitutes  an  essoitial  element  in  all  successful  diplomatic  exchanges,  is 
that  confidentiality  will  be  observed.  Mutual  trust  in  this  realm  is  vital  for  tiie  development  of 
cordial  and  productive  diplomatic  relations.  Unwillingness  or  inability  to  maintain 
confidentiality  in  diplom^ic  exchanges  would  inevitably  chill  our  relations  with  ofixer  countries 
and  lead  to  diminish^  access  to  sources  of  information  important  to  the  successful  formulation 
and  implementation  of  U.S.  foreign  policy,  and  thereby  would  damage  the  national  security. 

The  ability  to  obtain  information  fix>m  foreign  governments  is  essential  to  the  formulation 
and  successful  implementation  of  U.S.  foreign  policy.  Disclosure  of  foreign  government 
information  provided  in  confidence  would  cause  foreign  officials  to  believe  that  U.S.  officials 
are  not  able  or  willing  to  observe  foe  confidentiality  expected  in  such  interxfoanges. 

Governments  would  become  less  willing  in  foe  future  to  furnish  information  important  to  foe 
conduct  of  U.S.  foreign  relations,  and  in  general  less  disposed  to  cooperate  with  the  United 
States  in  the  achievement  of  foreign  policy  objectives  of  common  interest.  Disclosure  of  this 
information  “reasonably  could  be  expected  to  result  in  damage  to  foe  national  security^’  (Section 
l.l(aX4XE.0. 13526). 

Information  in  almost  all  of  foe  documents  described  in  this  declaration  have  been 
classified  under  Section  1 .4(d)  of  E.O.  13526,  which  protects  information  concerning  foreign 
relations  or  foreign  activities  of  foe  United  States,  includinp  confidential  sources.  Documents 
described  below  recount  details  of  foe  relationship  between  foe  United  States  and  a  numbCT  of 
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foreign  countries.  The  documents  cover  not  only  the  traditional  diplomatic,  political  and 
economic  relations,  but  also  include  important  areas  such  as  human  rights  protection  and  security 
coqjeralion.  Many  of  the  documents  are  intended  to  inform  policy  makers  in  Washington  of  the 
true  situation  on  the  ground  and  therefore  contain  frank  comments  and  criticisms,  as  well  as 
analyses  that,  if  released,  reasonably  could  damage  U.S.  relations  with  the  countries  concerned. 
Other  documents  contain  information  derived  from  sources  who  provided  the  infonnation  with 
the  expectation  that  their  idaitities  will  be  protected.  Release  of  this  infonnation  reasonably 
could  risk  the  life  or  safety  of  the  confidential  sotirces.  Failure  to  preserve  the  expected 
confidentiality  could  risk  future  access  not  only  to  these  sources,  but  also  to  others  who  might 
provide  sensitive  information  to  U.S.  officials.  This  classification  category  has  also  been  applied 
to  foreign  government  information  in  addition  to  the  1 .4(b)  category,  as  release  of  information 
from  foreign  govotnments  could  damage  U.S.  foreign  relations. 

Documents  described  in  this  declaration  have  also  been  protected  imder  classification 
categories  1.4(a)  (military  plans,  weapons  systems  or  operationsX  1.4(e)  (scientific, 
technological  or  economic  matters)  and  1.4(g),  vulnerabilities  and  capabilities  of  systems  and 
installations.)  The  reason  for  application  of  these  categories  is  included  with  the  document 
descriptions. 

PROTECTION  OF  INFORMATION 

Within  the  Department  of  State,  classified  information  is  handled  and  jxotected  in 
accordance  with:  1.)  E.0. 13526  (and  predecessor  orders)  on  Classified  National  Security 
Infonnation ,  2.)  Infonnation  Security  Oversi^t  Office  (ISOO)  Implementing  Directive, 
Classified  National  Security  friformation,  32  CFR  Parts  2001  and  2003,  and  3.)  the  12*  volume 
of  the  Foreign  Affairs  Manual  (FAMX  section  500,  titled  Information  Security.  Classified 
infonnation  should  be  handled  and  examined  only  under  such  conditions  as  are  adequate  to 
prevent  unauthorized  persons  from  gaining  access.  Classified  material  may  not  be  removed  from 
woik  areas  or  moved  from  infcxmation  systems,  e.g.  classified  databases,  computer 
networks,  servers,  or  computers,  except  in  the  performance  of  official  duties  and  under  fecial 
ctmditions  which  fxovide  protection  for  the  classified  material. 

CLASSIFICATION  DETERMINATION 

I  reviewed  the  matorial  related  to  this  case,  which  was  provided  by  the  prosecution  team 
at  die  Department  of  the  Army. 

1.  NCD  Server  Logs 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

NCD  Server  Logs  (Voucher  078-10,  Item  #:  1)  consist  of  Net-Centric  Diplomacy  (NCD) 
server  access,  audit,  and  2q>plication  activity  logging  fiom  January,  2009  through  June,  2010. 
These  logs  reside  on  a  national  security  system  accredited  to  operate  at  the  Secret  level.  They 
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contain  application  activity  logging,  user  session  and  search  activity  information,  and  external 
browse-down  rfata  NCD  logging  is  a  continuous,  on-going  process  based  on  system  and  user 
activity.  As  such,  no  action  to  explicitly  classify  the  NCD  server  logs  occurs  while  additional 
activity  logging  is  being  appoided  and  no  original  determination  of  classification  was  made 
when  the  events  that  generated  the  log  activity  took  place.  A  subsequent  review  of  the  logs  by 
subject  mattPT  experts  determined  that  the  proper  classification  of  the  log  activity  data  is 
SECEIET  under  Sections  1 .4  (d)  (g)  of  E.0. 1 3526.  The  audit  logs  contain  associations  between 
classified  server  names  and  Transmission  Control  Protoool/Intemet  Protocol  (TCP/IP)  addresses. 
Application  logs  include  entries  that  reveal  internal  system  rqjplication  attributes.  Access  logs 
contain  associations  betweoi  TCS*/IP  addresses,  user  names  (if  logged  mi  throu^  Passport),  data 
on  tel^rams  being  searched,  and  actual  search  terms. 

IMPACT  OF  RELEASE 

Unauthorized  disclosure  of  the  classified  material  specified  above  would  expose 
capabilities  and  identities  of  classified  national  security  systems  rendering  than  vulnerable  to 
hostile  actions.  The  CMnpilation  of  user  names,  telegram  data,  and  actual  seardi  terms  cMitains 
ytciyiriirtmnQ  that  could  damage  foreign  relations  of  the  U.S.  and  reveal  confidaiitial  source. 

1  NCD  Firewall  Logs 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

Firewall  Logs  (Voucher  151-10,  Item  #:  1)  consist  of  Firewall  activity  logging  firom 
November,  through  May,  2010.  These  logs  reside  on  a  national  security  system  accredited 
to  operate  at  the  Secret  level  They  contain  information  regarding  inbound  and  outbound  access 
sessions  through  the  State  Department’s  perimeter  security  systems.  Firewall  logging  is  a 

on-going  piocess  based  on  system  and  user  activity.  As  sudi,  no  action  to  explicitly 
classify  the  Firewall  server  logs  occurs  while  additional  activity  logging  is  being  ^pended  and 
no  origLaal  determination  of  classification  was  made  when  the  events  that  generated  the  log 
activity  took  place.  A  subsequent  review  of  the  logs  by  subject  matter  experts  detomined  that 
the  proper  classification  of  the  log  activity  data  is  SECRET  under  Section  1 .4  (g)  of  E.O.  1 3526. 
The  Firewall  togs  contain  associations  between  classified  host  names  and  Transmission  Control 
Protocol/Intemet  Protocol  (TCP/IP)  addresses.  Firewall  logs  also  contain  information  by  site 
name  listing  both  inbound  and  outbound  classified  access  activities  and  application  usage  along 
with  data  that  reveals  internal  content-filtering  policies. 

IMPACT  OF  RELEASE 

Unauthorized  disclosure  of  the  classified  material  specified  above  would  expose 
capabilities  and  identities  of  classified  national  security  systems  rerxlering  than  vulnerable  to 
hostile  actions.  The  compilation  of  contoit-filtering  transactions  contains  associations  that 
reveal  protection  services  related  to  the  national  security. 
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3. 


10REYKJAVIK13 


DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

10REYKJAVIK13  is  an  official  telegram  from  Embassy  Re>igavik,  dated  January  13, 
2010  to  the  Department  of  State.  Three  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  at  the  time  it  was  generated.  The  telegram  remains  CONFIDENTIAL  under 
E.0. 13526  under  Sections  1.4  (bXd). 

IMPACT  OF  RELEASE 

The  telegram  concerns  an  international  dispute  stemming  from  the  colU^se  of  an 
Icelandic  bank  that  had  offered  high  interest  savings  accounts  (named  “Icesave?’  accounts)  to 
depositors  in  the  United  Kingdom  and  the  Nethaiands.  It  reports  on  three  conversions  with 
the  U.S.  Embassy’s  Charge  d’Afiaires  (CD A)  -  the  person  in  charge  of  the  Embassy  in  the 
absence  of  the  Ambassador.  In  one  meeting,  the  CDA  spoke  with  two  senior  Icelandic  officials. 
In  another,  he  spoke  with  a  senior  Icelandic  diplomat  In  the  third,  he  ^oke  with  a  British 
diplomat  The  sources  are  named  in  the  telegram.  They  offaed  their  views  in  confidence  to  the 
U.S.  government  The  telegram  reports  their  personal  views  on  this  ongoing  di^Hite  and  the 
options  their  governments  were  considering.  Public  release  of  the  options  under  consideration 
could  undermine  the  negotiating  positions  of  the  governments  involved.  Unauthorized 
disclosure  of  the  classified  material  specified  above  would  cause  harm  to  relations  with  Iceland 
and  the  United  Kingdom  and  diminish  the  willingness  of  foreign  officials  to  conduct  coirfidoitial 
diplomatic  business  with  U.S.  representatives. 

4.  xl24  Charging  Documents 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

99ISLAMABAD495  is  an  official  telegram  from  Embassy  Islamabad,  dated  January  25, 
1999  to  the  Department  of  State.  Six  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  under  E.O.  12958  at  the  time  it  was  generated.  Portions  of  foe  telegram 
remain  CONFIDENTIAL  under  E.0. 13526  under  Section  1.4  (d)  and  those  portions  were 
reclassified  on  August  9, 201 1  by  an  Originai  Classification  Authority  (OCA). 

IMPACT  OF  RELEASE 

This  telegram  analyses  public  attitudes  towards  foe  messages  of  moderate  and  radical 
Islam  and  increasingly  anti-American  and  anti-Western  attitudes  in  Pakistan.  It  describes  foe 
sennetimes  unsatisfrictory  results  of  previous  public  diplomacy  efforts  and  makes  proposals  for 
future  public  diplomacy  policy  actions.  In  doing  so  it  expresses  yiews  of  various  potential 
audiences  and  likely  recqidvity  to  various  proposals.  Unauthorized  disclosure  of  this  material 
could  be  drawn  upon,  in  or  out  of  context,  aixl  used  by  our  adversaries  against  us  not  only  in 
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Pakistan  but  in  the  wider  Islamic  world.  Thus,  it  would  be  directly  counterproductive  to  the 
policy  purpose  of  the  document. 

DOCUMENT  IDENTinCATION  AND  CLASSIFICATION 

05ALGIERS1836  is  an  official  telegram  fiom  Embassy  Algiers,  dated  August  29, 2005  to 
the  Depaitmoit  of  State.  Six  pages.  The  telegram  was  properly  classified  CONFIDENTIAL 
under  E.0. 12958  at  the  time  it  was  generated.  Portions  of  the  telegram  remain 
CONFIDENTIAL  under  E.0. 13526  under  Sections  1.4  (b)  and  (d). 

IMPACT  OF  RELEASE 

The  exempted  portions  describe  some  of  the  responses  of  the  U.S.  Ambassador’s 
interlocutors  during  his  confidential  conversations  with  Govenunent  of  Algoia  officials 
following  the  visit  to  the  r^on  of  Senator  Lugar,  who  had  conducted  sensitive  negotiations  on 
the  release  of  Polisario  prisoners  long  held  by  Morocco.  The  clear  expectation  of  the  Algerian 
officials  in  the  Ambassador’s  meetings  was  that  their  remarks,  which  included  exinessions  of 
private  regret,  wae  not  for  public  disseminatiorL  Uruuithorized  disclosure  of  the  classified 
material  specified  above  would  cause  harm  to  relations  with  the  Govonment  of  Algeria  and 
dimmish  its  officials’  willingness  to  conduct  confidential  diplomatic  business  with  U.S.  officials 
and  viating  legislative  branch  persons. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

06ALGIERS1961  is  an  official  telegram  fiom  Embassy  Algias,  dated  November  12, 
2006  to  the  Department  of  State.  Six  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  in  part  under  E.O.  12958  at  the  time  it  was  generated.  Portions  of  the 
telegram  remain  CONFIDENTIAL  under  E.O.  13526  utvler  Section  1.4  (d). 

IMPACT  OF  RELEASE 

The  exempted  portions  identify  a  non-official  source  who  was  speaking  to  U.S.  officials 
on  internal  political  and  economic  matters  in  the  expectatiem  of  complete  confidoitiality.  That 
person’s  ability  to  function  in  that  society,  and  possibly  tire  ability  of  his  associates  to  functioi, 
would  be  harmed  by  revelation  of  his  identity.  Unauthorized  disclosure  of  the  classified  material 
specified  above  would  cause  harm  to  relations  with  the  individual  concerned  and  diminish  his 
and  others’  willingness  to  conduct  confidential  business  with  U.S.  officials. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

06  BAGHDAD2646  is  an  official  telegram  from  Embassy  Baghdad,  dated  July  24, 2006 
to  the  Department  of  State.  Three  pages.  The  telegram  was  properly  classified  SECRET  under 
E.0. 12958  at  the  time  it  was  generated.  The  telegram  remains  SECRET  under  E.0. 13526 
under  Section  1.4(d). 


Page  6  of  51 


Mai¥iingB_00376908 


w 


IMPACT  OF  RELEASE 

The  report  discusses  a  sensitive  internal  matter,  the  revelation  of  which  would  to  this  day 
create  anger  and  instability  among  a  significant  segment  of  the  population  in  Iraq.  In  addition,  it 
is  based  on  privileged  information  obtained  in  strict  confidence  fi-om  sources  who  expected  long¬ 
term  protection.  Unauthorized  disclosure  of  the  classified  material  specified  above  would  cause 
serious  harm  to  relations  with  the  Government  of  Iraq  and  diminish  its  officials’  -  and  other 
private  parties’  -  willingness  to  confide  in  U.S.  officials. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

06BAGHDAD4205  is  an  official  telegram  firom  Embassy  Baghdad,  dated  Novanber  10, 
2006  to  the  Department  of  State.  Four  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  under  E.O.  12958  at  the  time  it  was  generated.  The  telegram  remains 
CONFIDENTIAL  under  E.O.  13526  under  Section  1.4  (d). 

IMPACT  OF  RELEASE 

The  document  describes  a  conversation  between  two  very  senior  U.S.  officials  and  the 
leaders  of  a  leading  Iraqi  political  group.  Discussion  centered  on  internal  politics  and  the  Iraqi 
participants  clearly  had  the  expectation  that  they  were  speaking  in  complete  confidentiality. 
Unauthorized  disclosure  of  the  classified  material  specified  above  would  cause  harm  to  relations 
with  the  important  organization  the  interlocutors  represented  and  diminish  its  leaders’  -  and 
other  Iraqi  oppositionists’  -  willingness  to  communicate  fiankly  with  U.S.  officials. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

06BEERUT3603  is  an  official  telegram  finm  Embassy  Beimt,  dated  November  1 1,  2006 
to  the  Department  of  State.  Six  pages.  The  telegram  was  properly  classified  SECRET  under 
E.O.  12958  at  the  time  it  was  generated.  The  telegram  remains  SECRET  under  E.O.  13526 
under  Sections  1.4  (bXd). 


IMPACT  OF  RELEASE 

The  report  describes  the  U.S.  Ambassador’s  conversations  with  visiting  international 
organization  officials  on  a  number  of  sensitive  issues  in  a  region  then  in  conflict.  The  officials 
spoke  with  candor  in  the  clear  expectation  that  the  Ambassador  would  hold  their  comments  in 
strict  confidence.  Unauthorized  disclosure  of  the  classified  material  specified  above  would  cause 
serious  harm  to  U.S.  relations  with  the  concerned  agency  and  other  international  organizations, 
and  diminish  their  officials’  willingness  to  conduct  confidential  diplomatic  business  with  U.S. 
officials. 


Page  7  of  51 


Man™ngB_00376909 


DOCUMENT  IDENTinCATION  AND  CLASSIFICATION 

06BEIRUT3604  is  an  official  telegram  firom  Embassy  Beirut,  dated  November  1 2,  2006 
to  the  Department  of  State.  Four  pages.  The  telegram  was  properly  classified  SECRET  under 
E.O.  12958  at  the  time  it  was  generated.  The  telegram  remains  SECRET  under  E.0. 13526 
under  Section  1 .4  (d). 


IMPACT  OF  RELEASE 

The  document  reports  a  conversation  between  the  U.S.  Ambassador  and  a  senior  and 
still-active  Lebanese  politician,  who  spoke  in  the  expectation  of  complete  confidentiality. 
Unauthorized  disclosure  of  the  classified  material  specified  above  would  cause  serious  harm  to 
the  United  States  by  diminishing  the  willingness  of  the  individual  and,  by  extension,  other 
Lebanese  leaders  to  conduct  confidential  exchanges  in  candor  with  U.S.  officials. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

06BEIRUT3703  is  an  official  telegram  from  Embassy  Beirut,  dated  November  27, 2006 
to  the  Department  of  State.  Four  pages.  Portions  of  the  telegram  were  properly  classified 
SECRET  under  E.O.  12958  at  the  time  it  was  generated.  Portions  of  the  telegram  remain 
SECRET  under  E.O.  13526  under  Section  1.4  (d). 

IMPACT  OF  RELEASE 

The  exempted  portions  describe  the  U.S.  Ambassador’s  confidential  conversation  with  a 
prominent  Lebanese  person  who  is  still  alive.  The  conversation  centers  on  sensitive  issues  and 
personalities  on  the  Lebanese  political  scene,  and  was  conducted  in  the  expectation  of  complete 
confidentiality.  Unauthorized  disclosure  of  the  classified  material  specified  above  would  cause 
serious  harm  to  relations  with  the  followers  of  the  individual  and  diminish  U.S.  officials’  ability 
to  communicate  with  die  various  Lebanese  factions.  In  the  extreme,  it  could  also  endanger  his 
life  in  the  volatile  political/sectarian  climate  prevalent  in  that  nation. 

DOCUMENT  IDENTinCATION  AND  CLASSIFICATION 

06BELGRADE1681  is  an  official  telegram  from  Embassy  Belgrade,  dated  October  17, 
2006  to  the  Department  of  State.  Five  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  under  E.O.  12958  at  the  time  it  was  generated.  The  telegram  remains 
CONFIDENTIAL  under  E.O.  13526  under  Sections  1.4  (bXd). 

IMPACT  OF  RELEASE 

The  telegram  severely  criticizes  the  response  of  senior  Serbian  officials  to  a  set  of 
proposals  that  the  United  States  had  made  to  the  Serbian  government  designed  to  c^ture  an 
alleged  war  criminal  wanted  by  the  Intemational  Criminal  Tribunal  for  the  former  Yugoslavia. 
The  telegram  also  reports  information  provided  by  named  foreign  officials  to  the  U.S. 
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govemmenl  in  the  expectation  that  it  would  be  kept  confidential.  Unauthorized  disclosure  of  the 
classified  material  specified  above  would  hann  relations  with  the  Government  of  Serbia  and 
especially  with  the  influential  persons  who  are  directly  criticized.  Its  release  would  also 
diminish  the  willingness  of  officials  from  Serbia,  the  International  Criminal  Tribunal  for  the 
former  Yugoslavia,  and  elsewhere  to  conduct  confidential  diplomatic  business  with  U.S. 
representatives. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

06COLOMBO1889  is  an  official  telegram  from  Embassy  Colombo,  dated  November  10, 
2006  to  the  Department  of  State.  Four  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  under  E.O.  12958  at  the  time  it  was  generated.  Portions  of  the  telegram 
remain  CONFIDENTIAL  under  E.O.  13526  under  Sections  1 .4  (b)(d). 

IMPACT  OF  RELEASE 

This  telegram  reports  a  discussion  between  the  Ambassador  and  senior  Sri  Lankan 
officials  about  the  scope  and  intensity  of  recent  Government  of  Sri  Lanka  military  action  against 
the  rebel  Tamil  Tigers  towards  the  end  of  the  long  fought  insurgency  in  that  country. 

Descriptions  of  the  actions  and  possible  upcoming  actions  need  no  longer  be  classified  in  view  of 
the  termination  of  hostilities  and  the  passage  of  time.  Material  that  remains  classified  reveals  the 
identities  of  the  officials  and  information  about  military  and  c^abilities/vulnerabilities.  It  also 
expresses  the  Ambassador’s  judgment  of  the  views  expressed  by  the  officials  themselves  and  in 
comparison  to  previously  reported  information.  Unauthorized  disclosure  of  the  classified 
material  could  be  used  to  politically  damage  the  officials  involved  and  thereby  cause  damage  to 
relations  with  the  Government  of  Sri  Lanka. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

06KABUL5420  is  an  official  telegram  from  Embassy  Kabul,  dated  November  10,  2006 
to  the  Department  of  State.  Three  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  in  part  under  E.O.  12958  at  the  time  it  was  generated.  Portions  of  the 
telegram  remain  CONFIDENTIAL  under  E.0. 13526  under  Sections  1.4  (b)(d). 

IMPACT  OF  RELEASE 

The  telegram  reports  the  Ambassador’s  meeting  with  President  Karzai  and  senior  security 
officials  about  steps  being  taken  to  reform  the  Afghan  National  Police.  Some  portions  that 
remain  CONFIDENTIAL  report  Karzai’s  emphasis  on  specific  factors,  including  ethnic 
representation  and  other  sensitive  matters.  It  also  reports  the  Ambassador’s  implicit  evaluation 
of  those  comments.  Other  portions  reveal  advice  being  givai  by  specific  participants  including 
one  European  allied  official.  Unauthorized  disclosure  of  this  material  would  reveal  the  identities 
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of  individuals  who  were  giving  their  views  to  the  President  and  thereby  would  undermine  the 
confidence  of  President  Karzai,  and  of  other  persons  present,  in  future  such  exchanges. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

06KABUL5421  is  an  official  telegram  from  Embassy  Kabul,  dated  November  10, 2006 
to  the  Department  of  State.  Seven  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  in  part  under  E.0. 12958  at  the  time  it  was  generated.  Portions  of  the 
telegram  remain  CONFIDENTIAL  under  E.O.  13526  under  Sections  1.4  (b)(d). 

IMPACT  OF  RELEASE 

This  telegram  reports  on  the  actions  of  a  recently  arrived  Governor  of  Uruzgan  Province 
in  creating  a  militia  and  describes  its  use  in  several  intervening  events.  It  further  discusses  the 
possible  integration  of  this  and  other  militias  into  an  auxiliary  police.  The  portions  that  remain 
classified  describe  conflicting  versions  of  the  events  and  allegations  concerning  motivations  of 
various  parties.  They  also  reveal  the  Embassy’s  assessment  of  the  events  as  they  reflect  on  the 
official  who  remains  in  high  office.  One  portion  also  reveals  related  information  given  in 
confidence  by  allied  personnel  in  Afghanistan.  Unauthorized  disclosure  of  the  classified  material 
withheld  would  cause  harm  to  relations  with  the  Government  of  Afghanistan  and  diminish  the 
willingness  of  our  allies  to  exchange  confidences  with  us. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

06KABUL5435  is  an  official  telegram  from  Embassy  Kabul,  dated  November  12,  2006 
to  the  Department  of  State.  Six  pages.  The  telegram  was  properly  classified  CONFIDENTIAL 
under  E.O.  12958  at  the  time  it  was  generated.  Portions  of  the  telegram  remain 
CONFIDENTIAL  under  E.O.  13526  under  Sections  1.4  (b)(d). 

IMPACT  OF  RELEASE 

This  telegram  reports  on  actions  taken  by  a  new  Acting  Commander  of  the  Afghan 
Border  Police  in  Khost  Province  after  a  walkout  by  about  one  fifth  of  the  force  under  the 
previous  commander  and  discusses  prospects  for  the  future  including  likely  personnel 
movements,  sometimes  in  a  political  context.  Some  portions  report  remarks  by  some  foreign 
official  and  non-official  sources  about  the  nature  of  the  previous  problems  and  the  actions  and 
motivations  of  individuals  and  groups.  The  cable  also  gives  the  Embassy’s  assessment  of  the 
situation.  Some  of  the  information  need  no  longer  be  classified.  Unauthorized  disclosure  of 
other  reported  events,  allegations  and  of  the  sources  could  be  damaging  to  individuals  identified 
and  the  Embassy’s  relations  with  them,  and  inhibit  the  Embassy’s  ability  to  elicit  similarly 
confidential  information  from  future  interlocutors. 
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DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

06KATHMANDU3023  is  an  official  telegram  from  Embassy  Kathmandu,  dated 
November  10,  2006  to  the  Department  of  State.  Five  pages.  The  telegram  was  properly 
classified  CONFIDENTIAL  in  part  under  E.O.  1 2958  at  the  time  it  was  generated.  Portions  of 
the  telegram  remain  CONFIDENTIAL  under  E.O.  13526  under  Sections  1.4  (bXd). 

IMPACT  OF  RELEASE 

The  telegram  describes  the  U.S.  Ambassador’s  discussions  with  the  UN  representative  in 
Nepal  concerning  a  proposed  UN  role  in  the  implementation  of  an  impending  agreement 
between  the  Government  of  Nepal  and  Maoist  insurgents  to  end  their  long  conflict,  including  the 
need  for  a  UN  Security  Council  Resolution.  Portions  being  withheld  report  the  representative’s 
thinking  about  how  he  will  proceed  and  what  he  envisions  the  UN  role  to  be.  It  further  expresses 
the  ambassador’s  views  which  are  at  odds  with  some  of  that  thinking.  Representatives  of  the  UN 
and  its  constituent  bodies  expect  that  their  discussions  with  us  of  this  nature  will  be  kept  in 
confidence.  Unauthorized  disclosure  of  the  classified  material  specified  above  could  be  used 
against  us  and  those  officials  by  persons  or  governments  of  countries  with  a  stake  in  matters 
being  discussed.  Thus  it  would  adversely  affect  our  diplomats’  ability  to  conduct  similar 
discussions  with  all  UN  representatives  worldwide,  thereby  damaging  U.S.  foreign  relations. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

06KATHMANDU3024  is  an  official  telegram  from  Embassy  Kathmandu,  dated 
November  10, 2006  to  the  Department  of  State.  Seven  pages.  The  telegram  was  proparly 
classified  CONFIDENTIAL  under  E.O.  12958  at  the  time  it  was  generated.  Portions  of  the 
telegram  remain  CONFIDENTIAL  under  E.O.  13526  under  Sections  1 .4  (bXd). 

IMPACT  OF  RELEASE 

The  telegram  describes  the  U.S.  Ambassador’s  confidential  conversations  with  the 
Nepalese  Prime  Minister  and  his  foreign  policy  advisor  about  the  prospects  for  an  agreement 
with  the  Nepalese  Maoists  after  a  long  civil  war  and  about  the  nature  of  the  international 
involvement.  The  portions  that  remain  CONFIDENTIAL  reveal  the  Prime  Minister’s  and  the 
Advisor’s  expressed  personal  views  as  well  as  Government  of  Nepal  thinking  about:  1)  the 
nature  of  the  international  involvement  in  reaching  and  implementing  an  agreement;  2)  attitudes 
of  certain  other  parties;  3)  internal  political  and  legal  aspects  and  4)  the  likely  attitude  of  the 
insurgent  elements.  Unauthorized  disclosure  of  the  classified  material  specified  above  could  still 
be  used  adversely  by  elements  within  Nepal  not  sympathetic  with  the  government  and  would 
betray  confidentialities  expected  by  the  Nepalese  officials. 
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INSTRUCTIONS  FOR  PREPARING  AND  ARRANGING  RECORD  OF  TRIAL 


USE  OF  FORM  -  Use  this  form  and  MCM,  1984, 
Appendix  14,  will  be  used  by  the  trial  counsel  and 
the  reporter  as  a  guide  to  the  preparation  of  the 
record  of  trial  in  general  and  special  court-martial 
cases  in  which  a  verbatim  record  is  prepared.  Air 
Force  uses  this  form  and  departmental 
instructions  as  a  guide  to  the  preparation  of  the 
record  of  trial  in  general  and  special  court-martial 
cases  in  which  a  summarized  record  is  authorized. 
Army  and  Navy  use  DO  Form  491  for  records  of 
trial  in  general  and  special  court-martial  cases  in 
which  a  summarized  record  is  authorized. 
Inapplicable  words  of  the  printed  text  will  be 
deleted. 

COPIES  -  See  MCM,  1984,  RCM  1103(g).  The 
convening  authority  may  direct  the  preparation  of 
additional  copies. 

ARRANGEMENT  -  When  forwarded  to  the 
appropriate  Judge  Advocate  General  or  for  judge 
advocate  review  pursuant  to  Article  64(a),  the 
record  will  be  arranged  and  bound  with  allied 
papers  in  the  sequence  indicated  below.  Trial 
counsel  is  responsible  for  arranging  the  record  as 
indicated,  except  that  items  6,  7,  and  15e  will  be 
inserted  by  the  convening  or  reviewing  authority, 
as  appropriate,  and  items  10  and  14  will  be 
inserted  by  either  trial  counsel  or  the  convening  or 
reviewing  authority,  whichever  has  custody  of 
them. 

1 .  Front  cover  and  inside  front  cover  (chronology 
sheet)  of  DD  Form  490. 

2.  Judge  advocate's  review  pursuant  to  Article 
64(a),  if  any. 

3.  Request  of  accused  for  appellate  defense 
counsel,  or  waiver/withdrawal  of  appellate  rights, 
if  applicable. 

4.  Briefs  of  counsel  submitted  after  trial,  if  any 
(Article  38(c)). 

5.  DD  Form  494,  "Court-Martial  Data  Sheet." 

6.  Court-martial  orders  promulgating  the  result  of 
trial  as  to  each  accused,  in  10  copies  when  the 
record  is  verbatim  and  in  4  copies  when  it  is 
summarized. 

7.  When  required,  signed  recommendation  of 
staff  judge  advocate  or  legal  officer,  in  duplicate, 
together  with  all  clemency  papers,  including 
clemency  recommendations  by  court  members. 


8.  Matters  submitted  by  the  accused  pursuant  to 
Article  60  (MCM,  1984,  RCM  1105). 

9.  DD  Form  458,  "Charge  Sheet"  (unless  included 
at  the  point  of  arraignment  in  the  record). 

10.  Congressional  inquiries  and  replies,  if  any. 

11.  DD  Form  457,  "Investigating  Officer's  Report," 
pursuant  to  Article  32,  if  such  investigation  was 
conducted,  followed  by  any  other  papers  which 
accompanied  the  charges  when  referred  for  trial, 
unless  included  in  the  record  of  trial  proper. 

12.  Advice  of  staff  judge  advocate  or  legal  officer, 
when  prepared  pursuant  to  Article  34  or  otherwise. 

13.  Requests  by  counsel  and  action  of  the 
convening  authority  taken  thereon  (e.g.,  requests 
concerning  delay,  witnesses  and  depositions). 

1 4.  Records  of  former  trials. 

15.  Record  of  trial  in  the  following  order: 

a.  Errata  sheet,  if  any. 

b.  Index  sheet  with  reverse  side  containing 
receipt  of  accused  or  defense  counsel  for  copy  of 
record  or  certificate  in  lieu  of  receipt. 

c.  Record  of  proceedings  in  court,  including 
Article  39(a)  sessions,  if  any. 

d.  Authentication  sheet,  followed  by  certificate 
of  correction,  if  any. 

e.  Action  of  convening  authority  and,  if  appro¬ 
priate,  action  of  officer  exercising  general  court- 
martial  jurisdiction. 

f.  Exhibits  admitted  in  evidence. 

g.  Exhibits  not  received  in  evidence.  The  page 
of  the  record  of  trial  where  each  exhibit  was 
offered  and  rejected  will  be  noted  on  the  front  of 
each  exhibit. 

h.  Appellate  exhibits,  such  as  proposed  in¬ 
structions,  written  offers  of  proof  or  preliminary 
evidence  (real  or  documentary),  and  briefs  of 
counsel  submitted  at  trial. 
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